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ABOUT THIS DOCUMENT

This guide assumes that the PowerTerm WebConnect administrator will be
familiar with:

e Microsoft® Terminal Server or Citrix® XenApp management
e Intermediate networking knowledge
e Basic web server administration knowledge

Some features documented in this guide may not be available in the edition of
PowerTerm WebConnect that you are using, for example, the DeskView line
does not include seamless applications. There is no index provided in this
document. The most effective method to find specific content is to use the
find or search feature of the viewer that is being used to browse this
document. Enter relevant keyword(s) into the search function and browse
through the results.

Certain chapters will have pertinent configuration information for 64-bit (x64)
operating systems. If an x64 platform will be used, be sure to search through
this document using the keyword x64 to find all relevant information.

All titles, labels, and names (such as product names, features, and functions)
will be displayed using italics.

Useful descriptions, hints, and warnings will be bordered with a box.

Important terminology used in this document:

e Terminal Server (or Remote Desktop Server) — an operating
system that can receive RDP requests from multiple users. This is
usually Windows 2003, 2008, 2008 R2, or 2012

e Host (or RDP Host) - a remote system performing the computing.
This can be a Microsoft Terminal Server or a workstation OS such
as Windows 7

e VDI - Virtual Desktop Infrastructure
e RDP - Remote Desktop Protocol
e PTWC - PowerTerm WebConnect

e RemoteView - Native component used to access published
applications and/or desktops

e AccessNow - HTML5 based component used to access published
applications and/or desktops

e AccessNow - Native mobile app




INTRODUCTION

What is PowerTerme WebConnect?

Ericom's PowerTerm WebConnect is a Connection Broker for managing access
for various types of hosting platforms. Such platforms include Remote
Desktop Session Hosts (Terminal Services), Virtual Desktop Infrastructure
(VDI) and Legacy Systems. PowerTerm WebConnect enables IT
administrators to get the most out of their Terminal Servers and VDI
environments with minimal effort, while reducing complexity in managing
access to applications, desktops and documents.

Users can utilize PowerTerm WebConnect to connect to applications, desktops
and documents from a wide range of client devices including Windowse, Linux,
and Mac 0OS X, tablets, smartphones, Chromebooks and various thin-client
devices. In addition, PowerTerm WebConnect provides secure, encrypted
connections for both internal and external access.

Application Publishing

PowerTerm WebConnect enables remote access to applications and content by
any authorized user. These are viewed as seamless windows, where the
remote applications are fully integrated into the local desktop; thus local and
remote applications look and behave similarly. PowerTerm WebConnect
supports both Microsoft Seamless and Ericom True Seamless seamless
windows fucntionality. Microsoft Seamless functionality is only available on
Microsoft clients that support it natively.

The Administrator configures the published application’s set of owners, the
published application’s location (locally on the client’s machine or remotely on
the Terminal server), and the location of the published application’s icon
(Desktop, Application Zone, and/or Start menu).

End-User Client Components

PowerTerm WebConnect includes several clients that are used with various
back-end systems:

e RemoteView and AccessPad are native clients used for accessing
Windows based applications and desktops. This is also used for
Blaze enabled sessions.

e AccessNow is used for accessing Windows based applications and
desktops using HTML5 browsers



e AccessToGo is a native mobile client used for accessing Windows
based applications and desktops. This is also used for Blaze
enabled sessions.

e HostView is used for accessing character-based applications
running on legacy systems such as IBM Mainframe, Linux, etc.

NOTE A basic workstation or thin client is the sufficient to run the native client or
AccessNow HTML5 client. By using a repurposed PC or thin client device,
additional cost savings can be achieved with PowerTerm WebConnect.

Centralized management

PowerTerm WebConnect includes an administration console that can be used
to tailor application usage for different types of end-users. All settings are
saved onto a central and redundant platform for robust application and
desktop delivery.

AccessNow HTML5 Zero Download Client

Ericom AccessNow is supported with the web-based Application Portal. This
technology provides access to Chromebooks and devices that have an HTML5
browser. Refer to the AccessNow User manual for details on this technology.

Ericom Blaze RDP WAN Acceleration

Ericom Blaze provides end-users with an enhanced remote computing
experience on most networks: WAN, LAN, Broadband, and air cards. This is
achieved by accelerating and compressing Microsoft Remote Desktop Protocol
(RDP). The results are higher frame rates, improved response times, and
smoother screen updates.

Enhanced Connection Broker for VDI

PowerTerm WebConnect DeskView Connection Broker provides the following
features for implementing a VDI based solution:

e Linked Cloning reduces virtual desktop storage requirements.

e Auto-sizing Pools ensures that an optimal amount of virtual
desktops are running. New virtual desktops are created based on
user demand. Extra virtual machines are deleted automatically
making better use of server resources.

e Availability Restriction Control limits access to virtual desktops on
pre-determined times of the day.
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GETTING STARTED

This manual covers many different features included with PowerTerm
WebConnect. To help you get started, the sections in this chapter will cover
prerequisites, basic instructions, and direct you where to go for further
instructions. You may find yourself coming back to a different section in this
chapter for help on getting started with a different feature.

The following features of PowerTerm WebConnect have their own dedicated
manuals for those looking for more in depth documentation. Each of these
features are available as a Standalone version as well - fully functional
without the PowerTerm WebConnect connection broker.

e Ericom AccessNow
e Ericom AccessToGo
e Ericom Blaze

e Ericom Secure Gateway

Preparing Windows 2008

This section will cover pre-requisites and help you get started with installing
PowerTerm WebConnect on a Windows 2008R2 Server.

Enable the following Server roles: Application Server

Select one or more roles to install on this server.
Roles:

|: Active Directory Certificate Services
|: Active Directory Domain Services
|: Active Directory Federation Services
[] Active Directory Lightweight Directory Services
l: Active Directory Rights Management Services
[] application Server
[] oHCP server
l: DMNS Server
l: Fax Server
[] File services
l: Hyper-¥
[] metwork Policy and Access Services
|: Print and Document Services
Remote Desktop Services (Installed)
[] web server (115)

[ windmws Denlnyment Services

While adding the Application Server Role, check Web Server (IIS Support) and
then click Add Required Role Services.

11



Add Roles Wizard

ﬁa Select Role Services

Before You Begin

Select the role services to install for Application Servers
Role services:

L] Wreb Server (11S) Support
- e

Server Roles Description:

Web Server (I1S) Support enables
Application Server to host internal or
external Web sites and Web services

Application Server

7 = that communicate over HTTP. It
Confirmation =R e e
frotyest Add Roles Wizard [<]
Results

= Add role services and features required for Web Server (lIS) Support?
W =

= You cannot install Web Server (I1S) Support unless the required role services and features are also installed
Role Services

Description:
E Application Server Apelication Server provides central
; ’ management and hosting of high-
Windows Process Activation Service Suppart agE e ol heng othiott
= Web Server {IS)

applications such as those built with

Web Server glg?rpr\se Services and .NET Framework

Management Tools
© NET Framework 35 1 Features
WCF Activation

I 30 Feaired Foke Sevees || Cancel |

When prompted to select IIS features, check ASP.

Select the role services to install for Web Server (II15):
Role services:

B [E web Server -
= [E Common HTTP Features
Static Content
Default Document
Directory Browsing

HTTF Erraors

HTTP Redirection

[[] webDav Publishing
= [E Application Development

ASP.NET

ELExtendhility

ISAPI Extensions

Continue through the wizard and complete the installation.

Add Roles Wizard

Installation Progress

Before You Begin The following roles, role services, or features are being installed:

Server Roles

Application Server
Application Server

= Web Server (IIS)
Role Services

MET Framework 3.5.1 Features
Web Server (II5)

Windows Process Activation Service
Role Services

At the end of the installation, if a reboot prompt appears, reboot the server.

Next, install .Net 4 Full on the server. The installer may be downloaded for
free from Microsoft. Ericom support can also direct you to the download link.

12



E% Microsoft NET Framework 4 Setup M=

Installation Progress N
Please wait while the .NET Framework is being installed. ﬁmEsof

Once .Net 4 is installed, configure IIS for HTTPS (this may also be performed
after the PowerTerm WebConnect application is installed).

Go to IIS and enable HTTPS on port 443. This is required for AccessToGo
support.

Go to the "Web Site” where AccessToGo will be installed (usually Default Web
Site) and click on Bindings.

- @] Sites BiNdings. ..
Elg Default Web Site

Click Add and change the type to https. Choose an SSL certificate from the
drop down list (one must be selected).

Site Bindings
Type | Haost Mame | Part | IP Address | Bindirig Add...
http 80 *
Edit...
Add Site Binding EH E . |
Type: IP address: Port: . |
Ihttps ﬂ IAII Unassigned j |443
4 Host name:
551 certificate: _l
WMSvcAS-ADS View. .. Tradin
| €
HTTF = Mot

e T T TR

Click OK to complete the configuration and now IIS will be enabled with
HTTPS as well.

Configure the Windows firewall with the appropriate Ericom ports. Create a
new Inbound Rule for ports 4000, 4001, 4010, 4030, 8080. If the DeskView
VDI broker will be used, add the VDI Ericom Tools agent port 4045.

Windows Firewall with Advanced S TN 1T 1=
[Rbinbound Rules
K3 Outbound Rules

Name Group ~
& Accesshiow
@ Ericom Ports
4 BranchCache Content Retrieval (HTTP-Tn) FranchCache - Content Retrie.

a. Connection Security Rules
5., Monitoring

Name the new rule Ericom Ports. The RDP port (3389) should already be
configured) on the Firewall. Configure any network firewalls to allow the
Ericom ports through to the server.

13



Protocol and Ports

Steps:

@ Rule Type

< Protocol and Ports
Action

Profile

L3

L

Name

Y

Does this rule apply to TCP or UDP?

& TCP
 uppP

Does this rule apply to all local ports or specific local ports?

Al local ports
= Specific local ports:  [2000, 2001, 2020, 030, 3399, 808(]
Example: 80. 443, 5000-5010

# New Inbound Rule Wizard [ <]

Continue to Chapter 3 for instructions on how to install and activate
PowerTerm WebConnect. The installation usually takes 15-30 minutes.

Return to this Getting Started Chapter to learn about using the Ericom Secure

Gateway, Preparing the Terminal Server, and publishing applications and

desktops.

Preparing Windows 2012

This section will cover pre-requisites and help you get started with installing

PowerTerm WebConnect on a Windows 2012 Server.

Enable the following Server roles: Application Server

@ v Server Manager * Local Server

Dashboard

4 pm 6 pm 8 pm 10 pm 12 am 2 am 4 am

i ot [

All Servers

". =|

File and Storag

Add Roles and Features Wizard

Select server roles

Select one or more roles to install on the selected server.

Roles

[[] Active Directory Certificate Services

[] Active Directory Domain Services

[] Active Directory Federation Services

[] Active Directory Lightweight Directory Services

e gis Management Services

While adding the Application Server Role, check Web Server (IIS Support) and
then click Add Required Role Services.
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Select role services

Select the role services to install for
Role services

yor GV v o e 1 2

Role Services

DESTINATION SERVER

[ Add Roles and Features Wizard
Add features that are required for Web Server (IIS)
Support?

You cannot install Web Server (li5) Support unless the following role
services or features are also installed.
4 NET Framework 4.5 Features
ASPNET 45
4 Web Server (IIS)

4 Management Tools

[Tools] IS Management Console

115 Management Scripts and Tools

4 Web Server
4 Application Development
ASP.NET 45

Include management tools (if applicable)
g PP

Add Features Cancel

=

When prompted to select IIS fe

atures, check .NET Extensibility

Features

P MET Framework 3.5 Features

[ [m] .MET Framework 4.5 Features

R T T LR T

E

1%

3.5 and ASP.

At the end of the installation, if a reboot prompt appears, reboot the server.

After the installation of PowerTerm WebConnect, the PowerTerm WebConnect

Server service may need to be

started manually the first time.

A Services
File Action  View Help
L ERERCEEES O N
i Services (Local) || Mame - Description  Status Startup Type  Log On &s
& Perforrnance Counter DLL ... Enables rem.. danual Local Service
& Performance Logs & Alerts Performanc.., tanual Local Service
% Plug and Play Enablesac.. Running  Manual Lacal Syste...
L Portable Device Enurnerator.,. Enforces gr. Manual (Trig...  Local Syste..
L Pover Manages p..  Running  Automatic Local Syste..
& PoweerTerm Load Balancer 5., Systernand .. Running  Automatic Local Syste..
S PowerTerm WebConnect D, Enterprise-... Manual Local Syste...
o1 = A ; ; e >
& PoweerTerm Web tanual Local Syste..
- FY - . 2

Installing the Ericom Secure Gateway

PowerTerm WebConnect includes a Secure Gateway to manage and proxy
access between internal Ericom servers and remote end-users. The Secure
Gateway is typically installed in the DMZ and acts as a single port relay proxy
for all PowerTerm WebConnect related communication. This means that only
one port needs to be opened on the external firewall. The Secure Gateway
will securely tunnel all related communication through its port: PowerTerm

15



WebConnect (4000), RDP (3389), AccessNow/Blaze (8080), HTTP (80),
HTTPS (443), emulation (80), SSH (22), and more.

The Secure Gateway server is typically installed in the DMZ, whereas the
PowerTerm WebConnect server is installed on the LAN.

Each Secure Gateway can only be configured for one PowerTerm WebConnect
broker server. In a clustered environment with multiple broker servers, add
additional Secure Gateway servers to provide redundancy.

The following diagram illustrates the communication flow from users at
remote connections to the PowerTerm WebConnect environment using the
Ericom Secure Gateway.

[ 3
Active Directory [ .I 6

B PowerTerm
| = | WebConnect
| (J Clients
B
389/636 3 g a

PowerTerm . | ¥a
WebConnect Ericom Secure .3 @
Server PowerTerm WebConnect Gateway ,—‘f

Terminal Server Load Ba\anoer Ericom Blaze
Web Server (IIS) N Client
] 4000 /’- )
: -’-—;’
r‘ -

80

- |
L)

= ”J SsL
?”" ’- [ port gl '\-n _
Ericom AccessToGo

RDP Client

Load TS /RDS 3389, Smartphones, Tablets
Balancer Application | 4

4020 Browser

4030 Blaze AccessNow —
3399, 8080
Terminal
Servers >

— Ericom AccessNow
‘ E‘ HTMLS Client

%
\‘

Chromebook,
Chromebox

Installation and Configuration

Install .Net 4 Full on the server that will run the Secure Gateway.

E& Microsoft MET Framework 4 Setup M= B3
Installation Progress N
Please wait while the .MET Framework iz being installed. ﬁﬁ
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Once .Net 4 is installed, download and install the Ericom Secure Gateway
using the MSI installer. The MSI installer is included with the PowerTerm
WebConnect install under the AddOns folder: C:\Program Files (x86)\Ericom
Software\WebConnect x.y\AddOns\SecureGatewayEricomSecureGateway.exe

When prompted for the Setup Type, select Custom. When PowerTerm
WebConnect is in use, the Secure Gateway’s Authentication Server optional
and needed if two-factor authentication is required. This is only required if
standalone clients (such as the Blaze client) will be used in the environment
as well).

i’;‘!r" Ericom Secure Gateway - InstallShield Wizard

Setup Type
Choose the setup type that best suits your needs.

Please select a setup type.

 Complete

All program features will be installed. {Requires the most disk
space.)

* Custom

Choose which program features you want installed and where they
will be installed. Recommended for advanced users.

Next, select the port that the Secure Gateway will listen over. In most cases
use the default value of 443.

{if Ericom Secure Gateway - InstallShield Wizard

Ericom Secure Gateway Configuration

~ Gateway Listening Ports
Secured Port: |443

[¥ Enable HTTPS auto-redirect listener on port 50

¥ Add Windows Firewall rule to allow inbound connections for Ericom Secure Gateway

— Gateway Certificate

™ Use Ericom Secure Gateway Self-Signed Certificate

% Select a Certificate from Windows Store! Select Certificate |

M Pl 0

The Secure Gateway includes a built-in web server to host various Ericom
client pages, such as AccessNow Standalone). The web server will always
operate over the Secure Gateway port. The Secure Gateway will
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automatically redirect HTTP requests (over port 80) to HTTPS when the
Enable HTTPS auto-redirect setting is checked.

To use a trusted certificate with the Secure Gateway, click Select Certificate.
All available certificates in the Local Computer | Personal store will be
displayed. Select the desired certificate for use with the Secure Gateway.

Windows Security | x|
Local Computer/Personal
Select the certificate to be used by Ericom Secure Gateway, then press the QK

button,
When a certificate is selected, you can view its properties,

US-A08.ericom.local
Issuer: Ericom Software
@ Valid From: 4/5/2012 to 4/9/2013

——

2

US-A08.ericom.local
Issuer: Ericom Software
Valid From: 4/5/2012 to 4/9/2013

-

—— ;
= US-A08.ericom.local
| = Issuer: Ericom Software
| g Valid From: 4/2/2012 to 4/3/2014

At the Connection broker selection dialog, check PowerTerm WebConnect.

The Secure Gateway has a security feature to only allow requests using a

connection broker and to deny all requests from standalone clients. To enable

this, check: Only allow connections from a connection broker.

Connection Broker Selection

 WMware View

" Mo connection broker in use

= j r that will be used by the Gateway ——————————————
f* PowerTerm WebConnect

I ¥ Only allow connections from a connection broker. Deny connections from standalone dients! I
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At the PowerTerm WebConnect Configuration dialog, enter the address of the
PowerTerm WebConnect server that will be accessible from the Secure
Gateway.

PowerTerm WebConnect Server Configuration

~ WebConnect Server

Address:  |ericom-ptwe-svr Part: J4000

Reminder: Configure PowerTerm WebConnect Server Configuration with the address and port
of this Secure Gateway

Ericom Web Server Proxy Configuration

Ericom Secure Gateway can act as an HTTP Proxy to Ericom Web Server Components
{+ HTTP

Address:  laricom-ptwe-svr, Port: a0
I 2 | I = HTTPS

Once the Secure Gateway has been installed and configured, continue to
Chapter 18 for instructions on how to configure PowerTerm WebConnect to
use the Secure Gateway. The additional steps that are required to complete
the configuration consist of:

e Configure three environment variables in the PowerTerm
WebConnect Administration console to enable the Secure Gateway.

e Configure Application Zone, Application Portal and AccessToGo
clients that will be used externally to point to the Secure Gateway
for the PowerTerm WebConnect address. The Secure Gateway
acts as a proxy to the broker server. A set of files to be configured
for external use is present in the web folder and all start with “sg”.

Terminal Server Preparation

Perform the following steps to enabled Remote Desktop Services and prepare
the server for use with PowerTerm WebConnect.

Go to the Server Manager and add the Remote Desktop Services role.
I FIIAT and DSCUmeEnT SErvices
II Remote Desktop Services
[ weh Server T1S3
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elect Remote Deskton Session Host:
Role services:

Remote Desktop Session Host
= [ | rRemote Desktop Virtualization Host
|:| Care Services
[] remoteFx
[ ] rRemote Desktop Licensing
[ ] remote Desktop Connection Broker
[ ] remote Desktop Gateway

[ pamate Packtan Wish Acrace

When prompted to configure Network Level Authentication in the role wizard,

select Do not require network Level Authentication.

Specify whether Network Level Authentication is required.

™ Require Network Level Authentication

Only computers that are running both a version of Windows and a version of the Remote Desktop
Connection dient that supports Metwork Level Authentication can connect to this RD Session Host server.,
If you are remotely connected to this server, ensure that your computer supports Network Lewvel
Authentication to enable reconnection to this server,

{¥ Do not require Netwark Level Authentication

Computers that are running any version of the Remote Desktop Connection dient can connect to this RD
Session Host server,

[ I';.I This option is less secure than when Metwork Level Authentication is used because user
*7 authentication occurs later in the connection process.

Continue through the rest of the wizard and reboot the server when

prompted.

Configure the Terminal Server Windows firewall with the appropriate Ericom

ports. Create a new Inbound Rule for ports 8080, 4020, 4030.

i Windows Firewall with Advanced 5 (BTN Rl
= ~
23 Outbound Rules N&"‘E Eais 7 :
K§ Connection Security Rules ) Accesshow Al Yes Allow,
. Monitoring 18 Ericom Ports Al Yes Allow
i FranchCache Content Retrieval (HTTP-Tn) FranchCache - Content Betrie... Al Mo Allo W Filter by Profile

Name the new rule Ericom TS Ports. The RDP port (3389) should already be

configured) on the Firewall. Configure any network firewalls to allow the

Ericom ports through to the Terminal Server(s).

Protocol and Ports

Specify the protocols and ports to which this nule applies

Steps:
& Aule Type Does this rule apply to TCF or UDP?
+ Protocel and Ports & TCP
@ Action T UDP
& Profie
Name

Dioes this rule apply to all local ports or speciiic local pords?

" All local ports
' Specific local ports: |B080.3399,4030 2020
Example: 80, 443. 5000-5010
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Install the Ericom Access Server services on Terminal Servers
All Ericom Terminal Server components can be found in the AddOns folder.

e Access Server - this must be installed on all Terminal Servers that
will accept connections from clients using an HTML5 web browser
or Blaze enabled connection

When publishing an application or desktop with RDP Compression and
Acceleration enabled, Access Server must be available.

Application Properties b

Publishing T arget

Target and Description Choose your connection speed to optimize performance:
Extensions
User Access IModam 56 Kbps) j
) .
Eooes Allavs the fallowing:
Fequirements B 2
Connection Types ™ Menu and ‘window Arimation
Servers IV Themes
Owner X
Execution rules ¥ Bitmap Caching
Infarmatiorn

“window Dirag B ehavior,
IUse local setings j

¥ Enable Ericom Blaze Enhanced RDP Compression and Accelerfi
IVer_u Fast / Good Quality [Recommended) j

=]
=]

Eiicom Blaze Server must be installed on the RDP hosts in order to se this setting

Next, install third-party applications that will be published through PowerTerm
WebConnect.

Remember to configure Remote Settings on Terminal Servers to allow users
to be able to RDP into the Terminal Server.

~T [
IO /8 - Control Panel ~ System and Seauity - System * |23 [ search Contral Panel (0]

Earitzdlanel tiome View basic information about your computer

% Device Manager Windows edition

e
¥y Advanced system settings Computer Name | Hardware | Advanced Remote |
- Remote Assistance

I™ | Allow Bemote Assistance oonrections o this compater ‘

Remote Desktop Users

The users listed below can connect to this computer. and any members of
the Administrators group can connect even i they are not fisted.

i ERICOM2K3" Domain Users

- Remote Desktop
Click an option, and the

£ Dont allow connedt (FiChange settings
3

© Mlow connectighs f

Remote Deskith 06 pjoirictotor airaady has sosess

!
€ Allow connections ¢
Deskiop with Netwc

"To create new user accounts or add users to other groups, gato Control
Help me choose.
fEus e Panel and open User Accounts.

See also
Action Center

Windows Update oK Cancel

software

Learn more online.
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Terminal Server Full Desktop or Application
Deployment

PowerTerm WebConnect can serve as a connection broker for applications and
desktops session on Windows Terminal Servers and Remote Desktop Servers
(TS/RDS). Protocols that are available for TS/RDS deployments are
AccessNow, RDP, and Blaze.

Once the Terminal Servers are prepared and the PowerTerm WebConnect
broker is installed, publish desired applications and desktops and assign then
to the Active Directory users and groups.

Ef‘ PowerTerm WebConnect Administration Console - [localhost:4001]

M‘ Server View Files Tools Options Help

New >HT Windows Application... ‘L = E i1 ﬁ
S} Quick Access Dialog |i Multiple Windows Applications... W = ra
Remote Windows Desktop...

Host Connection. ..
User... TH5250

Group...

04/18/10 01:...  04/1810 04:... ‘Yes ROP

Exit

View: |5 connections i

To deploy a TS/RDS connection broker, focus on these chapters:

e 9 - Administration Console — explains in detail how to use the
Server Administration Console.

e 12 - Deploying Applications and Desktops - covers the steps
required to publish applications and desktops. If Blaze will be used
for RDP acceleration, remember to install Access Server on each
Terminal Server.

e 13 - Load Balancer Configuration - explains how to configure and
administer the Load Balancer for efficient Terminal Server usage.

e 16 - Enhancement features — covers enhancement features in
more detail (i.e., Ericom Blaze).

e 17 - Printing - covers Universal Printing options and tips for
standard RDP printing

e 4,5 - PowerTerm WebConnect Clients — covers how to connect to
applications and desktops using PowerTerm WebConnect.
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Virtual Desktop (VDI) Connection Broker
Deployment

PowerTerm WebConnect can serve as a connection broker for virtual
desktops. Connections between end users and the virtual desktop
environment are managed and secured by PowerTerm WebConnect. Protocols
that are available for VDI deployments are AccessNow, RDP, and Blaze. To
deploy a VDI connection broker, focus on these chapters:

NOTE It is recommended to read all the chapters covering Terminal Server
deployment even for VDI deployments.

e 9 - Administration Console — explains in detail how to use the
Server Administration Console.

e 14 - Deploying Desktops with VDI - instructions on how to
configure the connection broker to manage access to VDI
desktops.

e 16 - Enhancement features — covers enhancement features in
more detail (i.e., Ericom Blaze).

e 17 - Printing — covers Universal Printing options and tips for
standard RDP printing.

e 4,5 - PowerTerm WebConnect Clients - covers how to connect to
applications and desktops using PowerTerm WebConnect.

Hardware-based PColP Connection Broker
Deployment

PowerTerm WebConnect can serve as a connection broker for hardware-based
PCoIP devices. Connections between end users and the PCoIP host hardware
are managed and secured by PowerTerm WebConnect. When an end-user
connects form a PCoIP client (also known as a puck or portal), the PCoIP
protocol will be used. When the end-user connects from a device that does
not support PColIP, RDP or Blaze protocol will be used. To deploy a PCoIP
connection broker, focus on these chapters:

e 14 - Deploying Desktops with VDI - explains how to deploy virtual
desktops from hosts such as VMware ESX and Microsoft Hyper-V.

e 15 - Creating a PCoIP Connection Broker - this chapter focuses on
the using PowerTerm WebConnect as a connection broker for
PColIP hardware devices. Note that software based PCoIP is not
supported.

e 4,5 - PowerTerm WebConnect Clients — covers how to connect to
applications and desktops using PowerTerm WebConnect.
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3. POWERTERM WEBCONNECT SERVER

Installing PowerTerm WebConnect Server

PowerTerm WebConnect and its components are installed under C:\Program
Files\Ericom Software\WebConnect X.x (where X.x is the version number) by
default. The installation path can be specified during the installation process.
Double-click on the installation file to begin.

NOTE PowerTerm WebConnect can be installed on the following platforms:
Windows 2003 (all versions), Windows 2008 (all versions), Windows
2008R2, and Windows 2012.

Server Prerequisites

Before installing PowerTerm WebConnect, the following specifications are
recommended for the target server:

e Two CPU cores
e 1 GB of available hard disk space

e .NET Framework 4 Full installation. This can be downloaded freely
from the Microsoft website.

e Application Server Role
e Enable ASP.NET and ASP

e IIS web server role (may also be installed on a separate
system)

e HTTPS enabled in IIS (required for AccessToGo)

HINT PowerShell script to enable requirements on a Windows 2008 R2 server:
# Run the following command first to allow you to run scripts:
# Set-ExecutionPolicy RemoteSigned
# Import the Server Manager Powershell modules
Import-Module servermanager

# Install ".Net Framework 3.5" Feature and "IIS" Role with "ASP.NET"and "IIS 6
Scritping Tools"

Add-WindowsFeature Net-Framework, Web-WebServer, Web-Windows-Auth, Web-Asp-Net, Web-
Lgcy-Scripting -restart
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Step 1 - Specify local folder for installation files

When prompted, specify the local directory to extract the installation files to.

Location to Save Files ﬁ“&
Whete would you like ko save your files?
‘ i
Flease enter the folder where you want these files saved. IF the folder does not
exist, it will be created for you, To continue, click Mexk,
Save files in folder:
I c:itemp]
Change. .. |

Step 2 — Evaluation Mode

When prompted, enter the serial number or click Evaluate to install
PowerTerm as a 30-day trial. Entering the serial number does not activate
the product; go to the Activation section for more information.

Thank You For Purchasing ¢ _ERICOM

Ericom® Software PowerTerm®

Access DonE RIGHT

Please input the Serial Number
The Serial Murmber is located on the inside cover of yvour CD sleeve

o DK | X Cancel

To evaluate this product, click the button below

Evaluate |

NOTE The evaluation package of PowerTerm WebConnect runs in Enterprise
mode. Once activated, the purchased PowerTerm WebConnect edition will
be enabled.

Step 3 - Select the Setup Type

At the Setup Type selection screen choose one of the following options:
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Setup Type
Click the type of Setup wou prefer

& Full Inctallation - All PawerT erm WebConmect camponents

" Server Installation - All server components

™ Server Installation - PowerTerm WebConnect S erver anly

" Admiristration Tools only

" ‘Web Server Components only

= PaowerTeim WebConnect Clients for Terminal Server or other restricted user environments

" Terminal Server Components b support Rematsyiew, lnad balancing and seamless mode

NOTE If PowerTerm WebConnect is already installed on the server, selecting a
different Setup type will overwrite the existing type - resulting in
unselected components being removed from the server

The Full Installation is used for most installations.

Step 4 — Local Directory for PowerTerm WebConnect

Specify the local directory for the installation of PowerTerm WebConnect.

Step 5 — Start Menu location for PowerTerm WebConnect

Sedect Program Folder
Flasta sabeel & poogram lokder,

Seotup vl add program icong ko the Program Foldes ksted below. “fou may bpe a new folder
name, of pedect cne feom the eating foldees Bzt Chok Med ho continue.

Prograem Folders:

Step 6 — Web server ASP configuration

If prompted, enable ASP. The PowerTerm WebConnect’s web based
components (i.e., Application Portal and on-demand installations) requires IIS
with ASP and HTTPS enabled.

“fou have selected ta install the PowerTerm WebConnect Web Compaonents as a part of this installation.
i_‘_/ The Web Components require A5P processing ko be enabled on the local I135.

Do you wish ko enable it?
L lio

Step 7 — Upgrade Message

If this is an upgrade install, the previous configuration will be imported at the
end of the installation. See chapter on Upgrade Instructions for more details.
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f a To copy the database and configuration from an existing PowerTerm

L ' WebConnect installation use the Upgrade Utility.

~ The Upgrade Utility can convert the database of any previous version of
PowerTerm WebConnect.

Launch the Upgrade Utility from the Start Menu after the installation
completes,

Step 8 — Set the WebConnect Cluster Name

The Cluster Name is a custom identifier for the PowerTerm WebConnect
environment. This is something that is set by the administrator. If previous
settings will be imported, the cluster name from the imported settings will be
used.

When using more than one PowerTerm WebConnect server within the same
environment (i.e., for redundancy purposes) a cluster name is used to identify
all the servers of a common group. A PowerTerm WebConnect server can
only be a member of one cluster.

Any cluster of one or more PowerTerm WebConnect servers must hawve a Cluster Name.
This name must be unigue in the network and will be viewakle by end-users.

Faor instructions on how to change the Cluster Name after installation, please refer to the
Administratars” Manual.

Ifthere is only a single PowerTerm WebConnect cluster in the arganization, it is
recommended to use the arganization name as the Cluster Name.

Registered Organization Mame: IEricom

WebCaonnect Cluster Mame: ||

Copy Organization Mame

to Cluster Marme

Step 9 — Installing Ericom Access Server

If PowerTerm WebConnect is being installed on one of the Terminal Servers,
click Yes to install the Ericom Access Server agent. This is required on all
Terminal Servers that will be used with PowerTerm WebConnect.

Step 10 — Complete Installation

After the parameters are set, the PowerTerm WebConnect installation will
continue.

a Configuning zetup componentz. .. Pleaze waitl

At the end of the installation, click Exit and Run to launch the Administration
Tool. The PowerTerm WebConnect Server service will usually start
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automatically. If the service has not started, open services.msc and manually
start the service, or reboot the server.

Thank You For Installing PowerT erm WebConnect 5.7 -

| View Readme File

| Place leans on the Desktop

' Exit and Run PowerT erm 'WebConnect Server
L.A

Step 11 — Install Optional Enhancements

In order to use the built-in Ericom RDP enhancements (AccessNow HTML5
access and Blaze RDP acceleration) the Access Server must be installed on
the RDP hosts (Terminal Server/Remote Desktop Server). The Access Server
is located under the AddOns folder.

Activating the Server

When PowerTerm WebConnect is first installed it will be started in Evaluation
mode (30-day period). The server can be extended to continue an evaluation
or activated once the product is purchased.

To extend or activate go to Start | Programs | Ericom Software | PowerTerm
WebConnect | PowerTerm WebConnect Server License Update.

Key to send to Ericom:

|@GM1H9D-35E5RBA EI|

Serial Number:

Key received from Ericom:

I Activate Key |

To activate PowerTerm WebConnect once it is purchased:

e Contact Ericom Support and send the serial number and “Key to
send”.

e An activation key will be returned, enter this under “Key received
from Ericom”.

e The “"Number of Licenses” will be updated.

To extend PowerTerm WebConnect to continue an evaluation:
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e Contact Ericom Sales and send the “Key to send” with the number

of additional days to needed to continue evaluation.

e An extension key will be returned, enter this under “Key received

from Ericom”.

e The duration will be updated.

To apply the license, either restart the PowerTerm WebConnect Server service

or reload the license using the Administration Console (Server menu).

Action | Server | View Files Tools Options Help

L= Disconnect
A Configuration. ..

Default Settings...
Default Power Pad...

Memo. ..

Deployment & Performance Statistics. ..

iz E

d | Enabled | Comm-Type

| Reload the License

Directory Services

NOTE License errors may appear when hardware components are changed in the
server running PowerTerm WebConnect Server. Changing the system time
or copying the license file from one server to another will result in a license

error as well. Please contact Ericom Technical Support to obtain a new

license key in the event of an error.

Subscription Licensing Expiration Notice

PowerTerm WebConnect servers that are activated with a subscription license

will display a warning notification to end-users 10 days prior to the term
expiration. The administrator may change the amount of days prior to

displaying the notification by adding and configuring this value in ptserver.ini:
SubscriptionWarnBeforeExpirationDays

AccessNow and Blaze Activation with WebConnect

Certain editions of PowerTerm WebConnect include the AccessNow HTML5
access and Blaze RDP acceleration. Both components have built-in licensing
mechanisms, however, these are ignored when used with PowerTerm

WebConnect.

The individual AccessNow and Blaze licenses only need to be activated when
the standalone AccessNow and Blaze clients will be used in addition to

PowerTerm WebConnect.
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Starting and Stopping the PowerTerm
WebConnect Windows Server

PowerTerm WebConnect is installed as a series of Microsoft Windows services.
The Server must be running in order for clients to connect to it and establish
connections to the host systems. A web server must be installed/available
and running in order for end users to download the client components. By
default, the PowerTerm WebConnect Windows server is installed as a server
service, with the Automatic startup type. This means that during system
startup, the service control manager automatically starts PowerTerm
WebConnect Server.

Starting and Stopping the PowerTerm WebConnect service

To start/stop the server service (most common)

e Open Start | Settings | Control Panel | Services
Services (Local) Name = |Descrigﬁan Isiams Startup Type Log On As -

. PowerTerm WebCannect DeskView Server Enterprise-,.. Started Manual Local System
hConnect er 5.8
5. PowerTerm WebConnect 5

erver Starter 5.8 PowerTerm... Started Manual Local System

¢ Right click on PowerTerm WebConnect Server
e Click Start or Stop.

e The PowerTerm WebConnect Server Starter and PowerTerm
WebConnect Deskview Server services should not be manually
stopped or started. If there is a problem with one of these
services, reboot the server.

Starting the PowerTerm WebConnect service from command line

Run the PtServer.exe with the /start parameter.

Starting the PowerTerm WebConnect service as a program

Run PtServer.exe with the parameter /run.

PowerTerm WebConnect Ports

Most PowerTerm WebConnect components (Server, Starter, Administration
Tool, and clients) use port 4000 (by default). This port value can be changed
to avoid conflicts with other applications, as well as with firewalls or proxies.

NOTE When using a port other than the default (4000), it must be explicitly

specified as a parameter to the server address in the client parameters.
See the chapter on customizing client parameters for more information.
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Modifying the PowerTerm WebConnect Ports

e In the Administration Console, go to File | Configuration | Main.

e Set the entry [ConnectionPoint=<name>] PortNo=new-port-
number

e Update all HTML files with the custom port. (<webconnect
server>:<port number>). When no port number is defined, the
default 4000 is used.

e Update the comportal.ini with the new port number (Address and
CustomAddress) settings.

Adding additional PowerTerm WebConnect Ports

PowerTerm WebConnect may listen on more than one port. To add additional
ports, create new connection points and specify the port that it will use.

e Open the Administration Console and go to File | Configuration |
Main.

e Create a new entry [ConnectionPoint=<name>] PortNo=new-port-
number

e Update desired HTML files with the custom port. (<webconnect
server>:<port number>). When no port number is defined, the
default 4000 is used.

e Update the comportal.ini with the new port number (Address and
CustomAddress) settings. See the section on the portal for
detailed instructions.

Updating the Client to use a Custom port

Once the PTWC server is using a custom port, the client web pages also need
to be updated in order to recognize the custom port.

To update the client pages, browse to the WebConnect web folder
(C:\Program Files\Ericom Software\WebConnectX.X\web)

Edit the web pages are are planned for use and need to be updated:

For the Application Zone, change the line:

var PT_agentParameters = " -wc-client " + PT_server + "
/SHORTCUT=BOTH /AUTOLOGIN=NO";

to:

var PT_agentParameters = " -wc-client " + PT_server + ":443

/SHORTCUT=BOTH /AUTOLOGIN=NO";
For the Application Portal, edit the Comportal.ini file:
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Address=Ilocalhost:4000

And the (sg)launch.asp page. Change the port value to the desired port.

Confirming the availability of a port

The availability of port can be verified by using the telnet.exe command-line
utility. At a command prompt, telnet the server’s address and specify the
port to be verified (i.e. telnet.exe server.ericom.com 4000). If any response
is received, then the port is reachable from the system running the telnet
command. Note that some operating systems do not include telnet.exe.

Commonly Used Ports

Port # Used by Open On

4000 Default PowerTerm WebConnect components PTWC

4001 PowerTerm WebConnect Administration Tool PTWC

4010 PowerTerm Load Balancer Server PTWC

4020 PowerTerm Load Balancer Agent TS/RDS

4030 Remote Browser for application publishing TS/RDS

4045 Ericom Tools (DeskView VDI users) PTWC (DV)

4080 Automatic PTWC Server Discovery Broadcast PTWC

3389 Microsoft RDP TS/RDS

3399 Ericom Blaze 2.x Accelerated RDP TS/RDS

8080 Ericom AccessNow HTML5 client TS/RDS

80 Web services PTWC/Web

21 FTP PTWC

22 SSH (Emulation) Legacy Host

23 Telnet (Emulation) Legacy Host

389/636 LDAP/S-LDAP AD Server

443 HTTPS/SSL PTWC/Web

443 Ericom Secure Gateway (default port, ESG
modifiable)

515 LPD/LPR (Legacy) PTWC

1812 RSA SecurID or Radius two-factor- RSA/Radius
authentication protocol
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High Availability

To maintain high availability of the PowerTerm WebConnect services, multiple
servers can be grouped to provide redundancy. There are two modes to
provide high availability: Cluster and Failover. In both Cluster and Failover
mode there is one Primary server and one or more Monitoring servers; and all
servers must be members of the same cluster (use the same cluster name).
Any WebConnect server in the cluster group can become the Primary server.
The first server that is started is assigned the Primary role. In Cluster mode,
the Monitoring servers are active and can process user’s requests. In Failover
mode, there is only one Monitoring server and it is in passive mode (does not
accept user requests). A passive server becomes active when the primary
server becomes unavailable. Both Cluster and Failover modes require access
to a network directory that will host the shared cluster database.

NOTE The PowerTerm WebConnect DeskView VDI connection broker only
supports Failover mode.

Shared Cluster Database

A cluster group is comprised of multiple PowerTerm WebConnect servers,
sharing one database. The central database must be stored on a secure and
robust network location (e.g., a storage area network). To maintain database
integrity, only the Primary server can update the central database.

NOTE The database is in binary format. (In non-cluster mode, the database may
be store in ASCII format as well)

To secure access to the database, create a service account that will have Full
Control to the shared database directory.

In order for PowerTerm WebConnect to access the shared database using the
service account, go to the Properties of each Ericom service and set the
service account in the Log On dialog.

In this example, the user ericom2k3\visitor is the service account:

"General Log On | Flecoveryl Dependencies |
Log on as:

" Local System account
I™ Allow service tojinteract with deskiop

Ieric:omZk Fwisitor Browse... |

Password: Iooonooooooooooo

Confim p Lo

Help me configure user account log on options

In this example, all four Ericom services are configured to use the service
account:
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* tpowerTerm Load Balancer Server System an... Started Automatic ericom2k 3\visitor

werTerm WebConnect DeskView Server Enterprize-... Started Manual ericom2k3\visitor
werTerm WebConnect Server 5.7 Enables en... Started Automatic ericom2k3\isitor

EhPowerTerm WebConnect Server Starter 5.7 PowerTerm... Started Manual ericomzk 3 \visitor

NOTE The service account must have local Administrator access on the server
running PowerTerm WebConnect. Make sure the service account is added
to the local Administrators group.

Selecting Cluster or Failover

In both modes, a PtServer.ptr file is placed in the bin directory with the UNC
path to the PtServer.ini file in shared Database directory.

Cluster mode is enabled when the full network path is defined in the
PtServer.ptr file, and the license file exists in the local \bin folder.

Failover mode is enabled when the full network path is defined in the
PtServer.ptr file and the license file exists in the location of the share path.

NOTE When changing the location of the central database, remember to update
the UNC path to the new location in all associated .ptr files.

Configuration

Create a folder on a robust network share and give it a name.

Define the newly created folder as a hidden share; this share must
be secured such that only PowerTerm WebConnect servers and a
backup account may access it.

Stop the PowerTerm WebConnect Server service.

Copy the DataBase and Downloads folders from the Primary
WebConnect Server to the shared folder

For DeskView users, copy the DeskViewServer | Database.XML
file to the shared Database directory.

For Failover mode only: Copy PTS.LF (and PTS.LFD if it exists)
from the Primary WebConnect server’s bin directory to the
DataBase folder contained within the shared folder.

For HostView client only: Open PtServer_Connections.ini file on the
cluster database and modify the entries login-command-file and
terminal-setup-file to designate their new location on the file
server. By default, the specified directory is
...\DataBase\Connections\ and should be replaced by
\\FileServerIP-addressOrName\WebConnect$
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e Verify that the server is using Failover or Cluster mode by going to
the PtStarter.log and confirm that the central database files are
being loaded by the server.

Configure the Primary Server

e Create a file named PtServer.ptr in the \bin folder of the Primary
WebConnect Server.

NOTE Make sure there is not a hidden .txt extension if the ptr file was created
with a text editor, such as Notepad.

e Edit the PtServer.ptr with a text editor and enter the full UNC path
to the Main Configuration file (PtServer.ini) located on the central
share (i.e., \\FileServer\WebConnect$\DataBase\PtServer.ini). Do
not use a local path (i.e., C:\).

e Restart the PowerTerm WebConnect Primary server.

Configure additional servers

e Copy PtServer.ptr from the \bin folder on the Primary server to the
same folder on the Monitoring server(s). Itis also possible to just
create a new PtServer.ptr file in the \bin folder and point it to the
shared PtServer.ini file.

e Restart the PowerTerm WebConnect Monitoring server(s).

NOTE Since the PtServer.ptr file is stored in the bin folder, upgrading a
WebConnect server will not automatically put it into cluster/failover mode.

Client Configuration

Once the PowerTerm WebConnect servers are configured for either high
availability modes, the user access parameters must be updated as well.

When using Failover mode, the Server parameter must contain the list of
WebConnect servers separated by semi-colons. Please refer the Custom
Client Parameters (Failover Configuration) chapter for detailed instructions.

In Cluster Mode, a third-party load balancer (e.g., Microsoft NLB) may be
used to load balance between the clustered PowerTerm WebConnect servers.
The client’s server parameter is then configured with the clustered address (of
the load balancer), which will redirect the request to the least loaded
PowerTerm WebConnect Server in the cluster.

Client Usage

NOTE Active Application Zones do not failover automatically. Since only one
Application Zone may run on a single machine, the inactive Application
Zone must be closed manually.
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Retry Now to Login to the WebConnect Server

About Application Zone

Quit

After the failover process is complete, instruct the users to run Application
Zone again. The failover mechanism on the client will timeout on the primary
server and connect to the failover server.

Using Failover Mode

In the event that the Primary server goes down, the Failover server becomes
the new Primary server.

NOTE When the primary server goes down, the transition to the failover server
will take a few minutes. During this time, users will not be able to login.

The new Primary server maintains all functionality of the original Primary
server. The only difference is that the clients will take longer to connect since
each client tries to connect to the original primary server first. The client
must wait for the first server to timeout before it attempts to connect to the
second server.

Restoring the original Primary server only puts it into failover mode (the roles
are now reversed). Clients cannot connect directly failover servers, so the
longer connection time will persist. If a user tried to connect directly to a
failover server, an error message will be displayed:

'.6' The PowerTerm WebConnect Server is shut down, (#10061)

Servern

In order to restore the original configuration:
e Stop the new Primary server
e Wait for the original Primary server to become the primary again

e Restart the original Failover server, and it will now revert back to
its original failover role.

Using Cluster Mode

In the event that the Primary server goes down, any of the Monitoring servers
can become the new primary server. Only the Primary server can update the
database. However, all servers have equal functionality and can accept user
requests. The user can connect to any active PowerTerm WebConnect server
in the cluster to access published resources.

36



PowerTerm WebConnect servers in a Cluster Mode environment can also be
load balanced using a third-party load balancer. The PowerTerm WebConnect
Server service supports ping based load balancers that monitor an address or
port for service presence.

Cluster Administration

In the example below, there are three PowerTerm WebConnect Servers in the
cluster: Servers 1, 2, and 3. All servers are connected to the central
database. In this configuration, if Server 1 is able to update the database,
then both Administrators A and B will have write permission.

PowerTerm WebConnect Cluster
il I
| = — B
t (v'

Administration

PowerTerm
| WebConnect
= Server 1

o

Tool A /V
) " Shadow Database g™
| ' -

= . E RS .,l

Administration ‘ ’i PowerTerm
Tool B *. WebConnect Database
Server 2 -
\
| Y

IE - — PowerTerm «

(‘ - > | WebConnect

i '~ Server3

Administration 0
Tool C

Users connecting to Monitoring servers (Administrator C) will only be able to
see the current configuration and will not be allowed to make changes. When
an Administrator connects to a Monitoring server a message is displayed:

U3 The database for this PowerTerm WebConnect server is curmently locked because of updates being made by the
o/ serveron126.0.1.148.
IF wiou connect bo this server you will be able to view the current configuration, but you will not be able bo modify &,

Do you wish to connect to the server on 126.0.1, 146 instead, so that you will b2 able to rmodify the configuration?

If the Administrator clicks No, the Administration Console will connect to the
selected PowerTerm WebConnect server, but will only have read access.

e The title bar of the Administration Console will indicate that it is in
Monitor Mode only.

e A small, solid blue circle will appear in the lower left hand corner of
the Administration Tool.

Clicking on Yes will redirect the Administrator to the Primary server.
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PtServer.ini Parameters

ShadowDbSyncFrequencyMinutes Sets the synchronization interval of the
shadow database. Default: 60

CashDbSyncFrequencySeconds Updates interval in seconds for copying
the database to memory.
Default: 60

CashDbSyncToleranceSeconds Updates the wait interval in seconds if the
database cannot be updated immediately.
Default: 5

CashDbSyncMaxToleranceSeconds The maximum number of repeats of
CashDbSyncToleranceSeconds to wait
before updating the database in memory.
Default: 60

High Availability Limitations

e Monitoring of active sessions is not clustered - active sessions are
monitored by each individual PowerTerm WebConnect server.

e Users that are auto-created are always in non-persistent mode.

e Do not switch the database to a different network location when
any PowerTerm WebConnect servers are connected to it.

e The DeskView Connection Broker database does not support
Cluster mode, therefore Failover mode must be used.

e The Load Balancer clustering is handled separately. See chapter
on the PowerTerm WebConnect Load Balancer on how to configure
this.

e There is no indicator in the Administration Console to notify the
Administrator if the cluster database is being used (only Monitoring
mode notification is available).

e Client (View | Client Sessions) functions are disabled on Monitoring
servers. Right-clicking on a user in the Sessions list will present
an action menu. However, all functions of this menu are disabled.

Remote Attach is not available from any Monitoring server.
g Sessions

/| D] User | U...| Machine /... | Type | Actir

= supportden..  Applic..
Shut Dowen

Send Message
Aftach

Columns »
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Local Server Mode and the Shadow Database

In the event that the central database is not available (network failure, lack of
permissions, etc.), the Administration Console that has write access (Primary
server) will automatically switch to Monitoring mode. The switch will occur
the next time the server tries to access the database (i.e., a configuration
change needs to be applied). Monitoring mode does not allow updates to the
central database.

\!4) Database disconnected, Switching to monitaring mode

A local copy of the main database (shadow database) is stored in each
PowerTerm WebConnect Server and is updated periodically from the central
store. This database is non-persistent and is lost if the server is shut down.

The shadow database is used when the primary database is not available.
This allows the servers to start and provide service, but not with the central
database. When the central database becomes available again, the
Monitoring servers will update their information from the central store.

In a Cluster environment, the first PowerTerm WebConnect server to connect
to the central store becomes the Primary server.

NOTE The shadow database may be outdated if it has not been updated recently.

In a Failover environment, there must be a very robust connection to the
shared database. If the central database becomes unavailable, all active
users will no longer be able to access published resources. This error
message will appear:

PowerTerm WebConnect Application Zone - Message from server on 192168 35.77:4... 1]

!. The file server cannaot be reached!

WebConnect Server's shutdown time: 21:43:45

When a user tries to launch a resource, if the central Downloads folder is
unavailable, an error message will be returned:

PowerTerm WebConnect Application Zone

I'O'l The download file '<downloads> /ptrdp.cab’ not found.
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END-USER ACCESS CLIENTS

PowerTerm WebConnect supports access from a wide variety of operating
systems and devices.

e Most HTML5 web browsers (using the AccessNow client)
e Windows (XP, Vista, 7, 8, 2003, 2008, 2012, and higher)
e Apple Mac OSX 10.5 and higher (Intel only)

e Most Apple iOS devices (iPad, iPhone, and iTouch)

e Most Android devices

e Most Blackberry 10 devices

e Windows CE and XPe thin clients

e Google Chromebook/Chromebox (using AccessNow)

e Upcoming - Linux workstations and thin clients (Debian and
RedHat based)

End users may use any one of these interfaces to login and view their
assigned applications and desktops:

e Application Portal - Web based interface that launches applications
and desktops that will use the RDP, Blaze, or AccessNow protocol.

e Application Zone - Native application that launches applications
and desktops that will use either the RDP or Blaze protocol.

e AccessToGo - Native mobile client for iOS or Android that that
launches applications and desktops that will use either the RDP or
Blaze protocol.

There are two types of clients that maybe used to display an application or
desktop:

¢ Native client - this is an application that is native to the end-user’s
operating system. A native client will usually provide better
performance and has the option to use the Blaze acceleration
protocol.

e HTML5 Web browser — may be used as a client when the
AccessNow HTML5 protocol is enabled. Applications and desktops
that are launched will appear inside the web browser and does not
require anything to be downloaded onto the end-user’s device.

NOTE There is no Java-based client for PowerTerm WebConnect
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Application Portal Interface

PowerTerm WebConnect provides an ASP-based web interface for accessing
published applications - the Application Portal. The Application Portal is
compatible with most modern web browsers.

There are two modes for the Application Portal, which is configured by editing
the Config.inc file (located under ..\Ericom Software\WebConnect
x.y\web\AppPortal).

The Administrator can enable either AccessNow HTML5 or the Native client for
use with the Application Portal. Different Application Portal configurations
may be added by creating additional instances of the AppPortal folder (and
using a different name).

AccessNow HTML5 Prefer Mode (Default)

When a user selects an application or desktop from the Portal, the resource
will open as a new browser tab or window. To enable AccessNow mode,
configure this variable in the config.inc file (default configuration):

Const AccessNow_over_ActiveX = 1

Const AccessNow_over_Java =1

AccessNow HTMLS Only Mode

When this setting is enabled, only the HTML5 client will be used if the browser
supports it. Native client fallback will be disabled.

Const Always_Use_AccessNow = 1

Native Only Mode

When a user selects an application or desktop from the Portal, the resource
will open using the native client (also known as a new PtAgent session.) To
enable this, configure this variable in the config.inc file:

Const AccessNow_over_ActiveX = 0

Const AccessNow_over_Java =0

Launching Application Portal from a web browser

e Using a web browser open the following link:
Application Portal:
http:/ /server-address/webconnect/AppPortal/index.asp

e At the login dialog, enter the user’s credentials (if a domain is not
specified as part of the username, the default domain that is
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configured on PowerTerm WebConnect will be used).

AcCESS DONE RaHT

PowerTerm® WebConnect Application Portal

Login Welcome

O.ERIEEIM

To log into Ericom® PowerTerm® WebConnect Application Portal
enter your credentials, and then click Login.
Password If you do not know your login information, please contact

[ your Help Desk or System Administrator.

User hame |[

Domain

Once authenticated, the user will be presented with Application
Portal.

'.ERICDM

Accuss DONE RiGHT

PowerTerm® WebConnect Application Portal

Good afternoon, Visitor

Actions Published Desktops and Applications

E" Logout ‘ ] Top

Click "n Launch w | |J | E} @ @
HR

Welcome to Ericom's PowerTerm : :
WebConnect Application Portal. AB"i,S'm:,SS R Blafzfn.e topfgy I?:\aze t‘; R?S E':'C T“;;ito
Published Applications include the #Picalings PEALIRNE oiice arm (Fast) s

list of applications and desktops that T g
you can access using Ericom o !

PowerTerm WebConnect

o : MS Paint RDP demo RDP VDI
Additional tools and sendces are
: E server Desktop
available from Tools.
Access

Just Click 'n Launch the applications
you need!

To launch any published application or desktop, click on the
desired icon. If AccessNow is configured, and the user is
connecting from an HTML5 browser, the selected application or
desktop will appear within a new browser tab or window. If
AccessNow is not available or disabled, the application or desktop
will run using the native client (i.e. RemoteView) if it is available.

To close the Application Portal session click on Logout to the left of
the application and desktop icons.
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NOTE AccessNow and AccessToGo do not support the Smartinternal feature. By
default, SmartInternal connections use Direct mode with these clients. To
force all connections set to Smartinternal to use Gateway mode, set this
environment variable:

SmartinternallsGateway set to 1

Form Post SSO to the Application Portal

If a third-party interface is used in front of PowerTerm WebConnect (e.g. an
SSL VPN) to capture user credentials, the user’s credentials may be passed
into the Portal using the Form POST method to enable single sign-on. To
configure the POST operation:

e POST the following values to the PowerTerm WebConnect Portal
URL: http://<server>/webconnect/AppPortal/LoggedIn.asp

e username / <USERNAME>
e password / <PASSWORD>

e domain / <enter your domain>

Application Zone for Windows

The PowerTerm WebConnect Application Zone provides a native client
interface for accessing published applications and desktops. The Application
Zone also provides local desktop integration by placing icons for published
resources on the local desktop and in the local Start menu. The Application
Zone uses an agent (ptagent.exe on Windows systems) to acquire the latest
configuration and client components from the PowerTerm WebConnect server.

Windows Application Zone will automatically update the resource list
whenever a change has been applied to the Connection’s properties. For
example, if the HR group is removed from a connection’s Owner list, all users
that are members of the HR group who are currently logged into Application
Zone will see the connection disappear from their list of resources.

NOTE When Users are added or removed from Groups that are an Owner of a
connection, the change is not reflected in Application Zone until the user
logs off and back on. This is normal Windows operation. Only direct
changes to the Connection’s Properties will be automatically updated in
Application Zone.

Launching Application Zone from a web browser

e Using a web browser open: http://server-
address/WebConnect/ApplicationZone.html
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At the login dialog, enter the user’s credentials (if a domain is not

speC|f|ed as part of the username, the default domain that is

il be used).

‘ERIEEIM

ACCEsn DOwE Feoer

Uszer Mame: |visit0r _:J

Password: 1 ””””””” 8!

Click Login

NNECTING

Cancel

Once authenticated, the user will be presented with Application

Zone.

=i T IO T A EITCO o TT EoTe

Eile Options Wiew Help

< ¢+ & B
,J__f@@@

Business Blaze to hy Blaze to RDS  Microsoft
Applications Appllcatlnns office PC Farrn (Fast)  Excel 2000

% Paint RDP demao RDP DI
server Deskt...

All published resources may also be accessed from the Systray

agent.
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B

Customize...

e To launch any published application or desktop, double-click on the
desired icon. This launches the RemoteView client on the local
device to connect to the appropriate Terminal Server or virtual
desktop.

NOTE Only one user can be logged into Application Zone from any system.
However, the same user may be logged into multiple systems if Allow
Concurrent Machines is enabled.

Expired Passwords

The Application Zone will properly handle expired passwords.

For example, if the user’s account is set to “*must change password”:

[T | fecount iz locked out

Account optiong:

[ Uszer cannot change passward

When the user logs in to Application Zone, it will be prompted with an expired
password message and allowed to change its password.

E Reset Your Password 3

Your pazzword has expired. Pleaze enter a new one.

Mew Paszword:
|
Confirm Pazsword: I:l

| Exit

NOTE This feature is currently not available with Application Portal, AccessToGo
or AccessPad.

Disconnecting a Full Desktop Session

A user may disconnect an active desktop session so that it can be used at a
later time. There are two ways to disconnect a session:
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ress the ‘X’ button for the RDP or Blaze session window.

=[]

Select Disconnect from Start menu.

Disconnect

Dizconnects your session. You can reconnect to thiz session
when you log on again.
Resta ¥ 2 d

Shut daown

Upon successful disconnect, the Application Zone’s Reconnect button will turn
active. Click on the active Reconnect button to reconnect to the existing

session.

in ™

NOTE Published applications cannot be put in a Disconnected state by the end-
user. They may be disconnected due to network failure, and reconnected
at a later time.

In order to use the Session Reconnect feature, verify that these two settings
are configured:

The PowerTerm WebConnect RDP_LogoffDisconnected variable is
set to 0 (false) by default. This setting will allow any Disconnected
sessions to be available for future reconnect. Setting this to 0 will
force all disconnected sessions to logoff immediately.

Define Environment Variable E3
tHame:

| |F| DF_LogoffDisconnected

W alue:

i ID

In the Terminal Server (RDS) configuration, allocate enough time
for disconnected sessions to remain active before ending them.
This will ensure that users can move from one location to another
and have enough time to reconnect into their disconnected
sessions.
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[RDP-Tcp Properties %]

Remote Control | Chent Settings | Network Adapter | Secusty |
Geneal | Logon Settings Sessions Envionment |

Lize this tab to zet Remote Deskiop Session Host server timeowt and
reconnecton settings.

¥ Ovemde user ssitings

End a disconnected session: |1 hour -]
Aoteve session hme: [ Hever =]
ke session hmi [ Mever |

M COvemde user settings
¥When session kmit is reached or connection i broken

Iﬁﬂmvndﬂmml

Logging Off

There are two methods to logout of Application Zone.

e From the Application Zone File menu, select Logout.

¢ Right-click on the Application Zone systray icon and select Logout.

File | Options Support ¥ B 4
me  E0
Always On Top prm— ,
Transparency Support ’
Help 3
Logout Open Application Zone
Logout
Llose Window Published Applications 3

NOTE The Application Zone shortcut format is <OrganizationName> PowerTerm

Application Zone by Ericom. If there are more than one Application Zone
running with the same organization name, there will be only one desktop
shortcut for them. The organization name configuration is done from the
Main Configuration (PtServer.ini) OrganizationName setting.
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AccessPad

Two native clients are available for Windows: the Windows Application Zone
and AccessPad. AccessPad adds support for two-factor authentication
(requires Authentication Server) and functions more similarly to the Mac
native client (where AccessPad is the only available client. AccessPad also
includes a universal printer for RDP and Blaze connections. See chapter on
printing for more details. AccessPad 9.0 and higher adds the ability to use
the EricomRDP client for RDP-enabled sessions.

NOTE To disable the use of EricomRDP add a Blaze_Setup_Params of “rdp client
preference:i:0” - this will force AccessPad to use the Blaze protocol

AccessPad for Mac include a universal printer for RDP and Blaze connections.
See chapter on printing for more details.

The following features are not supported by AccessPad 3.x:
e Session Disconnect/Reconnect
e Server failover
e HostView, FTP Components
e Desktop/Start-menu shortcut icons.
e Workstation single-sign on component (PtSSOLogin)
¢ RemoteView PARAM line options
e Reconnect to known disconnected sessions
o Desktop shortcuts

e Other minor Application Zone functions

e Launch AccessPad

e AccessPad may be launched as a standalone client. There
is an MSI installer for Windows and PKG installer for Macs.

e Mac Users: Browse to the Application Zone URL (or the
Application Portal with native mode enabled):
http://<WC_server
address>/webconnect/applicationzone.html

e Alogin prompt will appear. Verify that the Server address is
correct and enter the user’s credentials. Refer to the two-factor
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authentication section in this manual if this feature is required.
@:—:Eucpm AccessPod

Welcome To
Ericom AccessPad

e Once logged in, the AccessPad will appear with available
connections.

@S cricom AccessPad

a3 00>

Tools Accessilow ] S
echnical [esktop
0 I Desktop

Copyright© 2012 Ericomn Software®. All rights reserved. Ericom is a registered tradernark and Acce:

e The user simply clicks or taps the desired connection to launch it

e When exiting AccessPad, all active connections will be closed.

NOTE To use third-party add-ons with WebConnect, such as net2printer, these

clients need to be installed manually on the end-user device.

AccessPad Menu bar

The AccessPad menu bar contains four useful functions:

&S ericom AccessPad

|aa0|§
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Function

Description

Home

Returns to the main list

Parent folder

Return to the parent folder list

About Displays version number, installation folder,
PowerTerm WebConnect server address, and
username that is currently logged in.

Exit Logoff

NOTE If changes are made to the user’s application set, the user must logoff and
log back into AccessPad to see the changes.

AccessToGo Mobile Client

NOTE This chapter is taken from the AccessToGo manual. Refer to the
AccessToGo manual for full documentation.

This diagram illustrates how the components of AccessToGo interact with each
other and the PowerTerm WebConnect broker. The orange arrows indicate
remote connections and the blue arrows represent internal connections.
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Mobile Devices on
Internal Network (LAN)

iPad, iPhone, iPod Touch, |
Android phones and tablets, \

Applications & Desktops
Running on Windows
Terminal Servers

other mobile devices

PowerTerm ,
WebConnect | e

- -
Blaze Server
(optional)

Remote Physical & Virtual
Desktops, including VDI

Mobile Devices on Ericom \ |

External Network (WAN) Secure Gateway \ 4

iPad, iPhone, iPod Touch, 1=
Android phones and tablets, =]

other mobile devices T

: mze Server
(optional)

Prerequisites

In order to connect to PowerTerm WebConnect resources, the AccessToGo

server-side component must be enabled on the PowerTerm WebConnect
server. This is installed by default.

Organize *  Uninstall Change  Repair

Mame = +| Publisher

AccessTolzo Ericom Software

|=¢ Ericom AccessMow Server

i Ericom Software
Eriu:u::m Blaze Server Ericom Software

The AccessToGo component requires ASP.Net 4 and IIS with HTTPS enabled.

NOTE Since HTTPS requires port 443, be careful not to run the Ericom Secure
Gateway on the same machine using 443. The Secure Gateway is typically
installed on a different system, that is in the DMZ, to act as a proxy.

The Application Pool must be configured to use ASP.Net version 4.0
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AccessToGo may be used to connect to an application or desktop hosted
through a PowerTerm WebConnect connection broker. Here are the steps to
use AccessToGo with PowerTerm WebConnect:

e Install AccessToGo on the end-user device (i.e. iPad).

e OniOS, AccessToGo may be downloaded from iTunes.
AccessToGo version 1.3.2 is required for PowerTerm
WebConnect compatibility.

e On Android, AccessToGo is downloaded from Google Play
or the device’s application market. AccessToGo version
1.3.2 is required for PowerTerm WebConnect compatibility.

e Configure AccessToGo to connect to the address of the PowerTerm
WebConnect server. Explicitly specify the port if it is not 4000 or
443 (i.e. 192.168.1.1:4343)

e If the connection is being made remotely, point to the
external address and port of the firewall/router that has
been configured with the rule to port forward incoming
connections to the PowerTerm WebConnect server.

o If the optional Ericom Secure Gateway is used for remote
connections, specify its external address and port (rather
than the PowerTerm WebConnect internal address). The
Secure Gateway will act as a reverse proxy to the
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PowerTerm WebConnect server. The Secure Gateway port
value can be changed (default is 443). See the Ericom
Secure Gateway documentation for more information.

e Once the user is logged in, all assigned resources will be displayed.

AccessloGo

Favorites

]

HR Applications Blaz

e Tap on the desired resource to start the connection.

NOTE AccessNow and AccessToGo do not support the Smartinternal feature. By
default, SmartInternal connections use Direct mode with these clients. To
force all connections set to Smartinternal to use Gateway mode, set this
environment variable:

SmartinternallsGateway set to 1

Troubleshooting

Connectivity Problems

If users are experiencing connectivity or data errors when connecting to
PowerTerm WebConnect with AccessToGo, verify that the API is active and
available. On the PowerTerm WebConnect server, open a browser and go to
https://localhost. If the API is active, a message will be displayed: “This is
the PowerTerm WebConnect API address”.
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This is PowerTerm WebConnect APl address rather than a regular
website

e
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If this message does not appear, first verify that port 443 is assigned to IIS.
IIS and HTTPS is required to run the AccessToGo component.

Internal Server Error

If ASP.Net is not properly registered on the server, this message will appear:

{7 115 7.5 Detasled Error - 50021 - Intemal Server Erroe - Windows Interret Explorer

(€ [ 2 i y— EEEY SE
o Fovertei |4
65 115 7.5 Detabed Error - 500,21 « Inbernal Sarver Error ’.;«-D -

Server Error in Application "DEFAULT WEB SITE/ACCESSTOGO"

Error Summary

HTTP Error 500.21 - Internal Server Error
Handler "PageHandlerFactory-Integrated® has a bad module *"ManagedPipelineHandler® in its module list

Detailed Ervor Information

Moduln1IS Web Core Fequasted URLWER:/ flocathustiB0/ accesstago/ Detaultaspy
Motfication e cute Reque stHandler Fhysical PathCz\Program Files { Software
HandierPageHandlerFactary -Intngrated Legan MathodAnanymaus
Errar CodeONBOOTO000 Logon UssrAnanymaus

Host likely causes:

o Maraged handir is used; Bomaver, ASPNET i nat sitalied o it nat installed comeletaly
= Thars it & trpographical arror o the carhguration for the handier module ket

To resolve this error, open the command prompt as an Administrator and run
the following command:

% windir% \Microsoft.NET\Framework\v4.0.30319\aspnet_regiis.exe —i

AccessToGo Session Disconnected Error

If the AccessToGo app can display the list of connections, but cannot launch
any applications or desktops, verify that the version is 1.3.2 under the
Settings button. Earlier versions of AccessToGo are not compatible with
PowerTerm WebConnect and will display a message “Session Disconnected”
when the user tries to launch an application or desktop.
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AccessPortal

Two web based launch portals are available with PowerTerm WebConnect 6.x:
Application Portal and AccessPortal. AccessPortal adds support for two-factor
authentication (requires Authentication Server) and functions more similarly
to the AccessPad native client. AccessPortal will become the primary web
access page in future versions of PowerTerm WebConnect.

The following features are not supported by AccessPortal:
e Server failover
e HostView, FTP Components
e Ericom workstation single sign-on component (PtSSOLogin)
¢ RemoteView (PARAM) parameter options
e Session Disconnect/Reconnect

e Reconnect to known disconnected sessions

Installation and Usage

AccessPortal is provided as an MSI installer and is generally installed on the
WebConnect server. Verify that IIS is enabled before installing to allow the
AccessPortal installer to automatically add the necessary configuration to IIS.

Once AccessPortal is installed, direct users to the AccessPortal URL:

http://<WC server address>/webconnect WebConnect/AccessPortal/

A login prompt will appear displaying fields for the user’s credentials. Refer to
the two-factor authentication section in this manual if this feature is required.

@ericom AccessPortal

Enable Native Client

AccessPortal is configured to launch the HTML5 client, AccessNow. To change
this to the native client, edit the Settings.xml/ file located under
<drive>:\Program Files (x86)\Ericom Software\WebConnect
6.0\web\AccessPortal
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Find the ClientType and change the setting from AccessNow to Native
<ClientType AllowLocalSetup="false">Native</ClientType>

After the change is saved, run jisreset.exe on the server to apply the changes.
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NATIVE CLIENT REMOTE DEPLOYMENT

A key feature of PowerTerm WebConnect is its ability to remotely install and
update the native client components. Two mechanisms are available to
launch PowerTerm WebConnect resources from a web browser:

e Windows (ActiveX) Downloader
e Java Downloader
The downloader can be modified in the following ways:
e Place an Application Zone shortcut icon on the user’s desktop
e The installation folder of the client download can be modified.

e Enable auto-update to ensure that all clients are using the latest
version.

e Create a custom access page (i.e., use generic users to login).

When using the Application Zone and Application Portal, both ActiveX and
Java downloaders do not directly launch the requested client. The Application
Zone/Application portal (ptagent.exe) is launched and then instructed on
which client to launch based on the user’s selection. The Application
Zone/Application portal will then initiate the installation of the requested client
component (i.e., RemoteView/ptrdp.exe).

* Browse to a PowerTerm WebConnect URL. The web browser installs the PowerTerm
Downloader. The downloader.js configuration is loaded.

¢ PowerTerm Downloader validates and/or updates the PowerTerm Agent (ptagent.exe) on
the end-user's system with the version on the web server.

¢ PowerTerm Agent receives parameters from the Downloader, and then the web page, and

displays published resources to the user.
J

\
e When the user selects a resource, PowerTerm Agent validates/updates the client component

on the end-user's system with the version in the Downloads folder.
J

~
¢ Once the client component has been installed/validated, it will be launched and connected
to the requested resource. The Agent parameters will be passed to the client component.
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The Downloader

PowerTerm WebConnect Downloader’s role is to download, install and launch
pre-configured client components through a web browser. There are two such
Downloader types:

e Windows ActiveX control
e Available for Windows workstations only
e ActiveX compatible browser required (Internet Explorer)
e Permissions to run signed ActiveX components required
e Does not support x64 Internet Explorer
e Java applet
e Cross platform, compatible with Windows, Mac, and Linux
e Java/JVM is required on the end-user system
e Permissions to run Java applications required

e Supports x64 Internet Explorer if Java 64-bit is installed
(http://www.java.com/en/download/faq/java_win64bit.xml
#Java for 64-bit)

NOTE The Java Downloader is not compatible with IE on Windows 7 or Vista
when UAC is enabled (which is the default)

If neither Downloader components can be used (i.e., the user’s browser does
not support ActiveX and is not Java enabled) the user will be notified and the
MSI should be used.

Configuring downloader.js Parameters

The downloader.js automatically launches the appropriate Downloader type
based on client’s properties. Since downloader.js is executed on the client
side, it does not require any special changes on the server-side.

NOTE The only requirement to use downloader.js is to enable JavaScript on the
client side.

Custom parameters can be passed to downloader.js in order to modify the
behavior of the Downloader components. The downloader.js passes the
appropriate values to the Downloader component being used in the proper
format. This downloader.js is compatible with most web browsers, including
the latest versions of Microsoft Internet Explorer, Mozilla Firefox, Google
Chrome, Apple Safari and Opera.

Parameters for downloader.js are specified by assigning values to global script
variables. The script assigning the values must be executed before
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downloader.js. For this reason it is a good idea to place the script inside the
<head> section. Do not set the values in the page’s onload event handler as
that will execute after downloader.js.

The variables that specify values for downloader.js start with PT_ prefix. Here
is an example of a script block that specifies the settings:
<head>

<script type="text/javascript" language="javascriptl.2">
// Parameters for downloader.js

var PT windowsDownloaderURL = "windows/ptdownloader.cab";
var PT ns6DownloaderURL = "Downloader NS6WS Signed.jar";
var PT identifyJvM = "windows/IdentifyJVM.class";

var PT javaDownloaderImagesURL= "images";

var PT windowsAgentURL = "./windows/ptagent.cab";

var PT linuxAgentURL = "./linux/ix86/gterm-wc.zip";
var PT server = location.hostname;

var PT_agentParameters = " -wc-client " + PT_server + "

/SHORTCUT=BOTH /AUTOLOGIN=NO";
var PT clientDst = "r,;
var PT downloaderLog ="";
var PT selectedConnection = "";

var PT shortcut = true;
var PT useJavaOnlIE = true;
</script>

</head>

NOTE The use of the prefix PT_ make it unlikely that there will be a conflict with
global variables of any framework that might be used in the web page.

Embedding downloader.js

To use downloader.js in a web page, use the <script> HTML tag to embed a
reference to it in the page. This reference must be inside the <body> section
of the page. This <script> section will not generate any visible output to the
user, other than launching a Downloader component.

<html>

<head>

</head>
<body>

<script type="text/javascript" language="javascriptl.2"
src="AppPortal/downloader.js"></script>

</body>
</html>

The src attribute of the <script> tag must specify a valid URL where the
downloader.js file is located. This URL can be either relative, as in the
example above, or absolute.
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NOTE While it is possible to embed the Downloader components directly into web
pages, the preferred method is to use the downloader.js.

downloader.js Settings

Settings that specify locations, such as PT_windowsDownloaderURL and
PT_identifyJVM, are assigned a URL.

Name

Description

PT_windowsDownloaderURL

Location of ActiveX Downloader

PT_ns6DownloaderURL

Location of Java Downloader - signed Java
Applet

PT_identifyJVM

Location of Java applet that determines JVM
type and version

PT_javaDownloaderImagesURL

Location of folder containing images used by
Java Downloader

PT_windowsAgentURL

Location of cab containing the PowerTerm
WebConnect agent for Windows -
PtAgent.exe

The .ver.txt file must be located in the same
location as the cab file

PT_linuxAgentURL

Location of zip file containing the PowerTerm
WebConnect agent for Linux

The .ver.txt file must be located in the same
location as the cab file

PT_server

Address of the PowerTerm WebConnect
server

PT_agentParameters

Parameters (PARAMS) passed to the agent
when it is launched

PT_clientDst

Installation destination on end-point device

PT_downloaderLog

Path to log file on end-point device.
If empty then no log file will be generated

PT_selectedConnection

Specify connection, e.g. id of published
application, to launch.

If empty then no connection is launched -
instead a list of connections will be displayed
by the agent.

PT_shortcut

A Boolean value indicating whether a desktop
shortcut to the agent should be created on
the end-point device

PT _useJavaOnlE

Use Java on Internet Explorer if ActiveX fails
to start
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Windows Downloader

The advantages of using ActiveX for downloading and installing PowerTerm
WebConnect clients are:

e The HTML file is easy to configure.
¢ Small download size.

e Does not require any external components beyond the browser
itself (such as the JVM).

e Best control over the download destination.

The Windows Downloader can only be activated by a browser that is
compatible with ActiveX technology, such as Microsoft Internet Explorer.

The Windows Downloader is a stand-alone executable, PtDownloader.exe, and
has the following COM attributes:

GUID - {7EC816D4-6FC3-4C58-A7DA-A770EE461602}
ProgID - PowerTerm.Downloader

It can also be activated by COM compatible applications other than the
browser, as well as a command prompt.

The Windows Downloader has been digitally signed by Ericom Software, and
the signature has been verified by VeriSign. When the browser downloads the
Windows Downloader it will display the certificate and ask the user to accept
the component’s installation.

HINT To avoid the certificate message, place the Web hosting the Windows

Downloader in the browser’s “Trusted sites” security zone. Alternatively,
the user can select always trust content from Ericom Software. Once
trusted, the certificate will not be displayed again, even if it is updated.

Features of the Windows Downloader

e During installation a progress bar is displayed showing:
component’s total size, percent downloaded, and an estimate of
the remaining download time.

e Cancel button to terminate the download.
e Configurable download destination.
e Continues to download and install even if the browser is closed.

e Security notice is presented only once - the same Windows
Downloader can download multiple client types.

e Once installed, it can download components to locked systems.

e Optional log file to troubleshoot failed installations.
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Java Downloader

The advantages of using the Java downloader are:
e Cross-platform
e Cross-browser
¢ Works when security settings do not allow ActiveX.

The Java Downloader is a signed Java applet that is compatible with JVvM
1.4.0 or higher. The Java Downloader should be used when ActiveX is not
supported by the browser or operating system.

Ericom Software has digitally signed the Java Downloader, and VeriSign has
verified the signature. When the browser downloads and launches the Java
Downloader it will display the certificate and ask the user to accept the
component’s installation. To bypass this message, place the Web server
address (where the Java Downloader is hosted) in the browser’s “Trusted
sites” security zone. Once selected, the certificate will not be shown again,
even if updates are downloaded.

Features of the Java Downloader
e HTTPS protocol support

e Download progress indicator, showing the name and version of
the component being downloaded

e Configurable download destination

e The ability to download components to locked systems (requires
write access to download destination)

e Support for side-by-side installation of multiple client versions
e Error messages and log file to troubleshoot failed installations.

The Java Downloader does not connect to PowerTerm WebConnect Server,
and thus does not require the user to login. It connects and downloads
components from a standard Web server.

Using the Java Downloader involves complex JavaScript functions to support
the user’s operating system as well as the browser-enabled Java Virtual
Machine version. All modifiable parameters are located in the Java Script
configuration file PtAgentSettings.js. The Java Script functions located in
PtAgent.js should not be changed.

NOTE The Java Downloader uses JavaScript to modify its behavior based on the

user’s operating system and browser type. Browser scripting must be
enabled in order to use the Java Downloader.
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Using Java Downloader with Internet Explorer

On Internet Explorer downloader.js will always try the ActiveX Downloader
first. The ActiveX Downloader may fail to launch in the following scenarios:

e ActiveX is disabled by security settings
e User does not accept initial ActiveX installation

o The user has 10 seconds to approve the use of
ActiveX

e User does not have permissions to install ActiveX

e User does not notice browser notification for ActiveX installation or
denies the installation.

When the ActiveX method fails and if PT_useJavaOnlIE is set to true, then
downloader.js will try to use the Java downloader.

NOTE if the ActiveX Downloader is launched, but fails in its operation (i.e., the
URL to the agent is incorrect) the Java Downloader will not be used.

The Downloader process when ActiveX is denied on Internet Explorer:
e ActiveX Downloader fails to start.
a. Verify PT_useJavaOnlIE. If it is ‘false’ then stop.

b. Check Java support in the browser. If the browser does not
support Java then stop.

¢ Display message asking user to allow Java Downloader.
a. If user does not allow Java Downloader use then stop.

e Launch Java Downloader
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NATIVE CLIENT INSTALLERS (MSI,
PTSTART)

The PowerTerm WebConnect native client standalone installers consist of:
e MSI: Windows RemoteView, HostView, and AccessPad
e PKG: Mac AccessPad
e Online App stores: AccessToGo for iOS, Android, and Blackberry

e PtStart: Windows and Linux thin clients

MSI/PKG Installation

PowerTerm WebConnect provides Microsoft Windows Installer packages (MSI
files) for all of its clients. Each PowerTerm WebConnect client is packaged in
a separate MSI to support both manual and automated installation. Various
settings such as the installation location can be specified manually via the
user interface, or using standard command-line parameters (may not apply to
all installers).

Mobile Client App Stores

The AccessToGo app for mobile devices may be downloaded from the
respective app store:

e Apple iOS: Apple App Store
e Android: Google Play or Amazon Appstore

e Blackberry: Blackberry World

PtStart Downloader

PtStart is an application that will download, install, and launch PowerTerm
WebConnect Application Zone, primarily for thin client devices.

Each time PtStart runs, it checks the version of the PowerTerm WebConnect
components on the server and compares it with the version of components
previously downloaded to the device. If the versions are the same, then
PtStart will run the PowerTerm WebConnect Application Zone. If PtStart finds
that the PowerTerm WebConnect components on the server are of a newer
version, then it will first download and install the newer version, prior to
running the PowerTerm WebConnect Application Zone.
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The first time PtStart runs it creates a configuration file, PtStart.ini, in the
same folder as the downloader. This file contains the paths to the Install
folder and the Working folder. The final path to these folders may vary
depending on the thin client type.

It is also possible to define all PtStart.ini values in a parameter file located on
the web server where PowerTerm WebConnect Application Zone is
downloaded from. This parameter file will take precedence over PtStart.ini.

The parameter file names are:
e WebConnect-Client-CE.ini.txt for Windows CE Thin Client
e WebConnect-Windows.ini.txt for XPe Thin Client
e  WebConnect-LINUX.ini.txt for Linux Thin Client

NOTE The PtStart downloaders do not currently work with the Ericom Secure

Gateway (ESG).

PtStart for XPe Thin Client

NOTE Some thin client device are pre-installed with the “Ericom PowerTerm
WebConnect Client” shortcut to start the PtStart Client.

The default Install and Working folders are:

e Install folder: c:\Documents and Settings\<user>\Application
Data\Ericom\Clients\<WebConnect Host name>

e On Windows 7 and higher:
C:\Users\<username>\AppData\Roaming\Ericom\Clients\\<Web

Connect Host name>

e Working folder: c:\WebConnectClient\<WebConnect Host name>

It is possible to modify the path:

e Create a text file on the PowerTerm WebConnect server machine:
<WebConnect Server installation
folder>\web\windows\PtStart\WebConnect-Client-

Windows.ini.txt
The file syntax is:
[General]

Install-Folder=<desired path - where the WebConnect-
Client-Windows.cab and WebConnect-Client-Windows.ver.txt

are downloaded>

Working-Folder=<desired path - where the WebConnect-
Client-Windows.cab is extracted>
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PtStart.ini OEtions

Option Description

Address = <IP> | <Full The Web server location or the full path of the

path of the zip file> PowerTerm WebConnect client ZIP file.
If not specified, the user will be prompted for
it.

Install-Folder = xxx The folder where to download the zip and
version files.

Working-Folder = xxx The folder where to unzip the client
components.

PtStart for Linux Thin Client

When PtStart for Linux is launched without any parameters, a dialog will
appear requesting the PowerTerm WebConnect Server address.

& Eriicom! PowerTerm/WebGonnect (=) E3)

Server address:

Cannect ‘ Ahout ‘ Cancel

Live demo at demo.ericom.com ‘

Ta learn mare abaut PowerTerm WebConnect — Click here ‘

Once connected to the PowerTerm WebConnect server, all necessary client
components will be downloaded and the user login prompt will appear.
PtStart can be configured to start with command line parameters to automate
the connection and login process.

The default Install and Working folders are:
e SHOME/Ericom
To modify the path:

e Create a text file on the PowerTerm WebConnect server machine:
<WebConnect Server installation
folder>\web\linux\PtStart\WebConnect-Client-
Linux.ini.txt

The file syntax is:

Install-Folder=<desired path - where the WebConnect-
Client-Linux.zip and WebConnect-Client-Linux.ver.txt are
downloaded>
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Working-Folder=<desired path - where the WebConnect-
Client-Linux.zip is extracted>

PtStart command line options

(All options start with a double minus *—")

--thin-client

The thin client command, needed to use with font,
pre, and post command-line option parameters (see
below).

--install-folder=xxx

The folder where to download the zip and version files.

--working-folder=xxx

The folder where to unzip all the client components.

--config-file=xxx

Specifies the full path and name to the PtStart.ini.

--parameters=xxx

gterm-wc parameters.

Default: none

--locked Does not save any changes to the PtStart.ini.
Default: off
--log=xxx Full path and filename to the log file.

Default: no logging

--pre-font-install=xxx

Runs before installing the fonts.

--font-install-
command=xxx

To install the fonts into the system.

Runs in the fonts-folder directory and after the fonts
are unpacked there.

--fonts-folder=xxx

Full path to the location where the fonts should be
unzipped.

Default: WORKING-FOLDER/fonts

--post-font-install=xxx

Runs after installing the fonts.

--pre-install-
command=xxx

Runs before downloading a component.

--post-install-
command=xxx

Runs after downloading a component.

--version

Returns the version of the PtStart application.

--help

Shows these command line options in a Terminal
window.

Pre-Install-Command = xxx

Parameters limited with the --thin-client command-line option

Runs before downloading a component.
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Post-Install-Command = xxx

Runs after downloading a component.

Pre-Font-Install = xxx

Runs before installing the fonts.

Post-Font-Install = xxx

Runs after installing the fonts.

Font-Install-Command

To install the fonts into the system.

Runs in the fonts-folder directory and after the
fonts are unpacked there.

Fonts-Folder = xxx

Full path to the location where the fonts
should be unzipped.

Default: WORKING-FOLDER/fonts

PtStart.ini options

Option

Description

Address = <IP> | <Full path
of the zip file>

The Web server location or the full path of the
zipped PowerTerm WebConnect client.

If not present, the user will be prompted for it.

Install-Folder = xxx

The folder where to download the zip and
version files.

Working-Folder = xxx

The folder where to unzip all the client
components.

It is recommended to set the value of
/tmp/Ericom for thin clients if the space in the
home directory is limited.

Parameters = xxx

gterm-wc parameters.

Default: none

Log = xxx Full path and filename to the log file.
Default: no logging
Locked Does not save any changes to the PtStart.ini.

Default: off

Override-Command-Line

Overrides all command line options.

PtStart for Windows CE Client

Select Add in the Connection Manager and then enter Ericom WebConnect
Client to start the Ericom PowerTerm WebConnect Client.

The Install and Working folders are by default located:
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o Install folder: ..\[persistent folder
name]\WebConnect\<WebConnect Host name>

e Working folder: ..\WebConnect\<WebConnect Host name>

The Install folder must be in a persistent location so that the files will remain
after turning the thin client off.

It is possible to modify the path:

Create a text file on the PowerTerm WebConnect server machine:
<WebConnect Server installation folder>\web\Windows\PtStart\WebConnect-
Client-CE.ini.txt

The file syntax should be:
[General]

Install-Folder=<desired path - where the WebConnect-Client-CE.zip
and WebConnect-Client-wbt.ver.txt are downloaded>

Working-Folder=<desired path - where the WebConnect-Client-CE.zip
is extracted>

PtStart.ini oEtions

Option Description

Address = <IP> | <Full path of the The Web server location or the full path

zip file> of the zipped PowerTerm WebConnect
client.

If not specified, the user will be
prompted for it.

Install-Folder = xxx The folder where to download the zip
and version files.

Working-Folder = xxx The client components cache folder.
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7. CUSTOMIZING CLIENT PARAMETERS

Command line parameters provide a useful method to control the behavior of
the PowerTerm WebConnect clients. Parameter values are not case-sensitive.

NOTE Certain parameters listed in this section may not apply to Application
Portal, AccessNow, AccessPad, and AccessToGo components. Certain
command-line parameters, such as /COORD_DLG, are designed to work
with the native components: ptagent.exe, ptrdp.exe and ptermx.exe.

To see the possible parameter values for a component, launch the component
with the “/help” parameter.

Example Specifying Multiple Broker Addresses

Server's address and port number are in the following format:
<address>:port or address:port

To specify a list of a broker address that the client should attempt to connect
to, use the setting: <webserver>:4001, 192.168.0.100:4001

If the port number is omitted, the default (4000) is used.Example
Launching a Preset Connection

Connects to the PowerTerm WebConnect server 192.168.1.111 and auto-
launches the RemoteView connection named “server”. The parameters are
not case sensitive.

ptagent 192.168.1.111 /run=remoteview extra_params=/connection=server

The “Connection Name” may be found using the Administration Tool. Drag
the vertical subject bars from the left to right to reveal the field if it is hidden.

=

'rq' PowerTerm WebConnect Administration Console - [localhost:4001]

fction Server  Wiew  Files  Tools  OQptions  Help
N 3 - i (73] =5
'@&Q\ J't?}%lj.ng_li

onneckion Mame | Display Mame | £ Mame

[Audio) Win 2003 (Audio) Win 2003 (audio)
Win 2008 Win 2008
Win7? Win7F
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PtAgent.exe /help shows all available parameters:

I.- i 1 PtAgent.exe «WebConnect-Server-Host> [: <« WebConnect-Server-Port>]
"W [/USER=<user-name>] [/PASS=<password>] [/5ID=<session-id>]

a [/ssl-usage] [/WEBSOCKET] [/show-login-dialog-mode]
[/use-coordinator-dialog-mode] [[VAR="<var-name>=<var-value>" ...]
[freconnect-mode] [/SHORTCUT[=shortcut-location]]
[/RUN=run-component-id [/EXTRA_PARAMS= < extra-params:=]]
[/SYSTRAY[=REGULAR / HOLDUP f HIDE]] [fAUTOLOGIM[=YES / NO]]
[/INSTALL=install-component-id [[WVERSIOMN= <version=]]
[/CALL_ADMIN] [/CALL_SUPPORT]

MOTE that the regular, /RUMN, /INSTALL, /CALL_ADMIN and
SCALL_SUPPORT execution modes are mutual exclusive.

Where:

ssl-usage
MOS5L
S5L (%)
SSLCERTFILE[=[*]<files-list>]
SSLCERTPATH[=[*]< paths-list>]
show-login-dialog-mode
C25 DLG () or NO_C25_DLG
use-coordinator-dialog-mode
COORD_DLG (*} or NO_COORD_DLG
reconnect-mode
RM_MNONE (*), RM_ON_DEMAND, RM_WIRELESS or
RM_INTERACTIVE
shortcut-location
DESKTOP (*), STARTUP, BOTH or DISAELED
run-component-id
HostView, PrintView, RemoteView, QuickVMNC, QuickFTP,
ADMIN, FTP, DFT
extra-params
additional command line parameters to be passed to the
component
SYSTRAY
HOLDUP - after run put the Agent client on the systemn tray
HIDE - hide the system tray icon
AUTOLOGIM
logins using the last saved credentials. YES is the default
install-component-id
HostView, PrintView, tWebView
WErsion
the component version number
CALL_ADMIN
Requests the WebConnect administrator's assistance
CALL_SUPPORT
Requests the WebConnect tech-support's assistance
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Commonly Used PtAgent.exe Parameters

(*) denotes the default value.

[*] if the designated file is not found, then it will be created.

SSL Encryption

(ssl-usage)

/NOSSL - disables SSL.
/SSL - (*) enables SSL.

/SSLCERTFILE[=[*]] - explicitly specifies
the SSL certificate filename.

/SSLCERTPATH[=[*]] - specifies the path
for the SSL certificate.

Login Dialog Display

(show-login-dialog-
mode)

/C2S_DLG(*) - displays the Connection-to-
Server dialog.

/NO_C2S_DLG - does not display the
Connection-to-Server dialog.

Coordinator Dialog
(use-coordinator-
dialog-mode)

/COORD_DLG(*) - displays the coordinator
pop-up dialog to show event information.

/NO_COORD_DLG - hide the dialog

Reconnect Mode
(reconnect-mode)

/RM_NONE (*) - will not reconnect an
interrupted session.

/RM_ON DEMAND - will reconnect only
sessions connected through the PowerTerm
WebConnect server’'s gateway.

/RM_WIRELESS - will reconnect any session
automatically. All wireless sessions use the
PowerTerm WebConnect server’s gateway.

/RM_INTERACTIVE - enables the client to
select the mode during login.

/USER=

specifies a fixed value for the User Name
field. Placing an asterisk in front of the user
name will bypass the login dialog and use
the defined credentials

Enter ## as the username to use the
optionally installed SSO component

Enter two backslashes (/JUSER=\\) to
always keep this field empty.

/PASS=

specifies a fixed value for the user’s
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Password

/RUN= requires /RUN to be configured. This
parameters specifies additional parameters
that can be accepted by the client
component, such as /CONNECTION

/EXTRA_PARAMS= places a shortcut to the Application Zone
executable on the user’s desktop. If the
shortcut is configured for a specific user, it
will not be valid when copied to another
user’s profile (check the Properties of the
shortcut for a valid path to the cached
client component).

/SHORTCUT=DESKTO places a shortcut to the connection in the
P Windows Startup menu

/SHORTCUT=STARTU places a shortcut to the connection in both
P the desktop and the Windows Startup menu

/SHORTCUT=BOTH REGULAR(*) - displays the systrap icon
HIDE - hides the systray icon

/SYSTRAY HIDE - hides the Application Zone window

/WINDOWSIZE Allows the user to save credentials to a
local encrypted file on the system

/AUTOLOGIN=

NOTE The FTP and DFT client do not support command-line parameters because
they connect directly to the host

Client Failover Configuration

When there are multiple PowerTerm WebConnect servers, the clients can be
configured to connect to a list of available servers.

To configure the client HTML file (i.e. ApplicationZone.html) change the
parameter value of the PowerTerm WebConnect server (default:
<WebServer>) to a list of PowerTerm WebConnect server. Separate the
server names using a semi-colon.

EXAMPLE: <PARAM NAME="Parameters" VALUE="192.168.0.100;
192.168.0.101; 192.168.0.102 /RUN=RemoteView">
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Admin Console Failover Configuration

e Launch the Administration Tool. The Connect dialog appears.
e Type the WebConnect server names in Host Name.
e Enter other parameters.

e Click Connect.

NOTE Separate the list of servers with semi-colons';’

Using /AUTOLOGIN=

This allows the user to save credentials to a local encrypted file on the
system. The credentials file will be created in the user’s application folder
(C:\Documents and Settings\<user>\Local settings\Application
Data\Ericom\). The credentials are saved in an encrypted format that is user
and machine specific. Exiting the Application Zone will erase the credentials
based on the setting AGENT_ExitCleanMode. If the credentials are incorrect,
the login dialog will be displayed with the current values pre-entered into the
fields, and the Save Credentials box checked. When the user clicks Connect
and the logs on to PowerTerm WebConnect successfully, the new values will
be saved to the credentials file, overwriting the exiting one. In this scenario, if
the user clears the checkbox, the credentials file is deleted.

To clear saved credentials right-click on the Agent icon in the system tray and
select Clear Credentials. The possible values for /AUTOLOGIN are:

e YES - If the credential file exists, the login dialog will not be
displayed. Otherwise, the login dialog will be displayed.

e NO - disabled

e INTERACTIVE - If the credentials file exists, and the user changed
the credentials when the check box is still ON, the user will be
asked to save the updated credential information.

e FIRST INTERACTIVE - (Default setting) If the credential file exists,
the login dialog will not be displayed. Otherwise, the login dialog
will be displayed and the Save Credentials check box will be
displayed.

e Empty, missing or invalid value - use FIRST INTERACTIVE

Using /EXTRA_PARAMS=

This is a list of additional command line parameters that will be passed to the
native client via the Application Zone (ptagent.exe). Any valid parameters for
ptrdp.exe and ptermx.exe are passed using this setting when the component

is launched using ptagent.exe.

74




NOTE When defining a parameter string with both the /RUN and /CONNECTION
parameters - ensure that the connection is supported by the client. If
JUSER is also defined, make sure that it has access to the specified
connection.

Available RemoteView (PtRDP.exe) Parameters

PtRDP.exe /help shows all available parameters:

. PtRdp.exe = WebConnect-Server-Host= [« WebConnect-Server-Port= |
! L) 4 [/USER= <user-name>] [/PASS=<password>] [/SID=<session-id>]
B [/ssl-usage] [(WEBSOCKET] [/show-login-dialog-mode]
[fuse-coordinator-dialog-mode] [VAR="<var-name> = <var-value>"
] [freconnect-mode] [ COMNMECTIOMN=connection]

Where:
ssl-usage
MNOSSL
55L (%)

SSLCERTFILE[=[*]=files-list>]

SSLCERTPATH[=[*]« paths-list=]
show-login-dialog-mode

C25 DLG (%) or NO_C25_DLG
use-coordinator-dialog-mode

COCORD_DLG (%) or NO_COORD_DLG
reconnect-mode

RM_MOME (%), EM_OM_DEMAMD, BEM_WIRELESS or

RM_IMTERACTIVE

connection

a valid WebConnect RemoteView connection name

Example

Auto-login with username and password “example”. Auto-launches the
RemoteView connection named “MyTerminalServer”

PT.agentParameters = " -wc-client " + PT.server + " /SHORTCUT=BOTH
J/AUTOLOGIN=NO /USER=*example /PASS=example /RUN=RemoteView
/EXTRA_PARAMS=/CONNECTION=MyTerminalServer"

Launching one Application with AccessNow

PowerTerm WebConnect’s Application Portal may be configured to launch just
one application using AccessNow. AccessNow does not support the client
parameters, so the desired application must be hard-coded into the main.js
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file (under the AppPortal folder). Back up the original file before making any
changes. The sg* pages may also be used to test this functionality.

Multiple sets of the Application Portal pages may be created manually to
create access pages for multiple applications.

To configure the Application Portal to always launch a single application,
perform the following:

e Open the main.js file

e Find this line in the Loaded() function:
document.getElementByld("ericom").focus();

e (Optional) To open the AccessNow session in the same browser
window as the Application Portal, add this line right below the line
from step 2:

AccessNow_Same_Tab = true;

e To specify the application to be launched automatically upon
Application Portal login, add this line below that of step 2 or step 3
(case sensitive):

Run(null, 15, "Calculator #1", "Calculator Application");

e Calculator #1 represents the unique PowerTerm WebConnect
Connection name of the desired application

e Calculator Application represent the browser tab title that the user
will see when the application is launched using AccessNow.

Available HostView (Ptermx.exe) Parameters

Ptermx.exe /help shows all available parameters:
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i e ) ptermiX.exe <« WebConnect-5erver-Host» [ «WebConnect-5erver-Port= ]
W [/USER==<user-name=>] [/PAS5=<password>] [/SID=<session-id=]
- [/ssl-usage] [[WEBSQCKET] [/show-login-dialeg-mode]
[/use-coordinator-dialog-mode] [[VAR="<var-name>=<var-value=>"
o] [freconnect-maode] [fCOMMECTION=<connection-name=]
[[LANGUAGE=language-id]

Where:
ssl-usage
MNOSSL
S5L (%)

SSLCERTFILE[=[*]=files-list=]

SSLCERTPATH[=[*]< paths-list=]
show-login-dialog-mode

C25 DLG (%) or NO_C25_DLG
use-ceordinator-dialeg-mode

COORD_DLG (*) or NO_COORD_DLG
reconnect-mode

RM_MOME (%), RM_OMN_DEMAMD, RM_WIRELESS or

RM_INTERACTIVE

language-id
EM = English (*)
FE. = French
DE = German
IT = Italian
ES = Spanish

? = as specified in the Regional Settings

NOTE When calling HostView via ptagent.exe, insert desired HostView
parameters as EXTRA_PARAMS values

Example

Auto-login with username and password “example”. Auto-launches the
HostView connection named “Example_VT”

PT.agentParameters = " -wc-client " + PT.server + " /SHORTCUT=BOTH
JAUTOLOGIN=NO /USER=*example /PASS=example /RUN=HostView
/EXTRA_PARAMS=/CONNECTION=Example_VT"

Automatic Server Discovery

PowerTerm WebConnect includes an automatic server discovery mechanism.
This is useful when the PowerTerm WebConnect client (e.g. a thin client) does
not know where the server is located. In order to use this feature, both
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PowerTerm WebConnect Server and the client must be on the local network.
The server broadcasts a signal every X seconds so the client can detect its

location.

Server-side configuration

Open the PtServer.ini file (PowerTerm WebConnect Administration
Tool, Files | Configuration | Main)

Find BroadcastConnectionPoint configure the following:

none (default) - no broadcasting

internet — use the port defined for PowerTerm WebConnect Server
in PtServer.ini under <server connection point>

internal use — use the port defined for PowerTerm WebConnect
Server in PtServer.ini under <server connection point>
BroadcastPort = <default> (4080)

BroadcastintervalSecond = 5

Client-side configuration

On the client-side command line add

Ibroadcast - Listen for the server broadcasting and connect to the
first discovered server.

Ibroadcastlist — List all the broadcasting servers and let the user
select to which one to connect to.

If the server’s BroadcastPort is different from the default port
(4080), then add [=listen_port] to /broadcast and /broadcastlist for
the client.
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POWERTERM WEBCONNECT
APPLICATION PORTAL

The Web Application Portal provides a web based interface to access
published applications. Popular web browsers are supported: Google Chrome,
Microsoft Internet Explorer, Mozilla Firefox, Apple Safari, etc. The purpose of
the Application Portal is to give users one easy to use interface to access
published resources. Certain Application Zone features are not available, such
as Desktop icons, Start menu icons, and the systray agent.

Published applications are launched directly from the browser by means of an
ActiveX control or Java applet (the best method is automatically selected
based on the client operating system and browser type.) The Application
Portal is designed to run on Microsoft’s Internet Information Server (IIS)
version 5 or higher.

The Application Portal can be deployed on the same system running the
PowerTerm WebConnect Server or on a separate server.

O'ERICDM

Access Dowe FiGHT

PowerTerm” WebConnect Application Portal
I E—

Good afternoon, Visitor

available from Tools.
Just Click 'n Launch the applications
you need!

Access

Actions Published Desktops and Applications
g Logout ‘ | Top
Click "'n Launch | |
} ! .

— i) i) L/ L
m:lfgg:é;?;;g;i%ﬁl:rﬂ Business HR Blaze to My  Blaze to RDS Microsoft
Published Applications include the Applications  Applications office PC Farm (Fast) Excel 2010
list of applications and desktops that r | |
you can access using Ercom ey
PowerTerm WebConnect. MS Paint RDP demo RDP VDI
Additional tools and sendices are T Desktop

NOTE With the introduction of the Ericom Secure Gateway, the need to install
Application Portal on a dedicated web server (i.e. in the DMZ) will be
reduced or elimitated. In most cases, the Application Portal can simply run
in the same server as PowerTerm WebConnect.
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Application Portal Configuration

During the Application Portal installation process, a COM (ActiveX) object
named ComPortal is installed on the Web Server. This COM object is
responsible for communication between the Web Server and the PowerTerm
WebConnect Server. The ComPortal is also used by AccessToGo. The
ComPortal files are installed in the \ComPortal directory on the Web Server.

NOTE ASP processing may be disabled by default on Microsoft IIS. The

PowerTerm WebConnect installation checks for ASP, and attempts to
enable it if it is disabled. If the Application Portal does not work properly,
verify that ASP is enabled.

The ComPortal.ini

The PowerTerm WebConnect Application Portal loads the configuration
parameters from ComPortal.ini file. The ComPortal.ini can be edited using a
text editor. However, any changes made to the parameters will not take
effect until the ComPortal object is reloaded by the Web Server. To reload
ComPortal.ini - reset IIS Server by running IISReset using the command
prompt.

fittempting stop. ..

Internet services successfully stopped
fittempting start...

Internet services successfully restarted

sUserssAdministratory

ComPortal Parameters

Server=... denotes the properties of a connection to a PowerTerm
WebConnect server. Multiple PowerTerm WebConnect Server records can be
defined in the Comportal.ini file. This will allow one web server to host
multiple Web Application Portals for different PowerTerm WebConnect servers.
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.ComPortaI - Notepad =]

Fle Edit Format View Help

[General] -
MaxLogFilesizek=<Default> i
MaxLogBackups=<Default>
LogFlags=Run Services

[server=webhConnect]
Address=localhost:4000
CustomAddress=
ssL-Certificate=
Min-Instances=1
Max-Instances=10
Initial-Instances=1
watch-Frequency-Seconds=15
Inactivity-Timeout-Seconds=60

[server=Production]
Address=192,168.1.105:4000
CcustomAddress=192.168.1.105:4000
ssL-Certificate=
Min-Instances=1

Max-Instances=10
Initial-Instances=1
watch-Frequency-seconds=15
Inactivity-Timeout-5econds=60

[server=vendorRemote]
Address=ptwc-customer : 5000
customaddress=ptwc-customer : 5000
ssL-Certificate=
Min-Instances=1

A Server record is reference by the portal’s LoggedIn.asp page in the
PtUser.Authenticate function. This allows multiple Portals to reside on the
same server and reference a common Comportal.ini. Here is an example of
how a server record is configured in a portal’s LoggedIn.asp page:

!S LoggedIn.asp - Notepad

File Edit Format Wew Help
On Errar Resume Next
Set PtUser = Server.Createchject("pPtComPortal.uUser")
If (Err.number <> 0) or (Not Isobject(Ptuserl) Then
HandleErrorex "Index.asp"”, "Failed to create webConnect object. on x84 web serv
Exit sub
End If
set sessijon("PtUser") = PtUser

result = Ptuser.authenticated ' JEdeEGEEEsY . Username, Password, Domain)

1f pesilt N _Than

For each PowerTerm WebConnect Server, a pool of special portal sessions is
maintained by the ComPortal component. Sessions from this pool are used to
obtain information from the PowerTerm WebConnect server. These Portal
sessions are not associated with any specific user; instead they can retrieve
information for any user connected to the Application Portal.

The Portal sessions are stateless and each session that is processing a service
is busy until the service is completed. The availability of the Portal services
depends on the number of Web sessions that require Portal services as well as
the size of the session pool. Increasing the number of sessions in the pool will
improve availability, but will also increase the load on the PowerTerm
WebConnect Server and the web server.

Address - is the address and port of the PowerTerm WebConnect Server to
which ComPortal (web server) will connect to. Default is localhost:4000.

CustomAddress - address and port of the PowerTerm WebConnect Server in
relation to the end-user device (client). If not specified, then the default IP
address of the PowerTerm WebConnect Server will be used.
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If there are external clients connecting to an internal PowerTerm WebConnect
server via Application Portal, add the PowerTerm WebConnect Server external
IP to this list.

If the CustomAddress=71.86.93.111, 71.86.93.111 represents the external IP
of the PowerTerm WebConnect server

Multiple addresses are separated by semicolons with no spaces. Add the port
number to the end of the string as shown below:

CustomAddress=66.252.166.135;demo.ericom.com;172.0.1.1:443
CustomAddress=66.252.166.135,demo.ericom.com;172.0.1.1:4000

In this example, there are multiple CustomAddress definitions for multiple
ports. Note that the port number is added once, only to the end of the string.
After changing the settings run IISRESET from the command prompt.

SSL-Certificate - the location of the PowerTerm WebConnect Server's SSL
certificate, if available. This certificate will be used to authenticate
communication between the web server and the PowerTerm WebConnect
Server. The default is empty which indicates that there is no SSL certificate
and server authentication will not take place.

Initial-Instances - the number of sessions that will be connected to the
PowerTerm WebConnect Server at the initial start. Default is 0.

Min-Instances - minimum number of sessions that will be generated and
connected to the PowerTerm WebConnect Server. Cannot be less than Initial-
Instances. If it is set to a value less than Initial-Instances, then Initial-
Instances will be set to Min-Instances. Default is 0.

Max-Instances - the maximum number of sessions that can concurrently be
connected to the PowerTerm WebConnect Server. Default is 10.

The last three parameters specify the size limits of the pool of sessions
connected to a specific PowerTerm WebConnect Server and the pool’s initial
size.

Watch-Frequency-Seconds - at the end of this period of time, the pool will
check that there are at least Min-Instances number of sessions connected to
the WebConnect server. If the number of sessions in the pool is less than Min-
Instances, the pool manager will create additional pool sessions. There may
be more than one [Server=...] record section in order to define more than one
PowerTerm WebConnect Servers. Each record corresponds to a session pool.
Default is 15.

Logging Parameters

ComPortal can generate a log file to assist in identifying problems. The
ComPortal.LOG log file resides in the same folder as the ComPortal.dll file.

[General] section - this contains the common configuration attributes.
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MaxLogFileSizeK—maximum size of the LOG file, in kilobytes.
e <Default> is 1 MB (1024KB).

MaxLogBackups—maximum number of log file backups saved, in kilobytes.
e <Default> is 10.

LogFlags
e Run - general software workflow flags.

e All of the following are services provided by the WebConnect Portal
client:

e Authenticate.

e GetConnectionsList.
e GetlLoginTicket.

e AddLoginVariable.

e GetServerAddress.

o GetPreferenceValue.
e SetPreferenceValue.
e GetConnectionIcon.

e All—log all the above services and is equivalent to specifying
Authenticate GetConnectionsList GetLoginTicket.

The “< Portal >” Special User

For portal connections PowerTerm WebConnect Server uses a special user
named < Portal >. This user is used for the communication between the Web
Server and the PowerTerm WebConnect Server, regardless of the user
actually logged into the Application Portal. < Portal > has special attributes
and should not be used to manually log in to PowerTerm WebConnect.

To disable Portal access open the Main Configuration file (PtServer.ini) and
set [Server]UsePortalUser to False.

NOTE < Portal > user must not be modified or deleted. If this user is deleted -
all PowerTerm WebConnect portal clients that are connected will be shut
down. Until the <Portal> user is recreated, Portal clients will not be able to
log on. In order to recreate the <Portal> user, the parameter [Server]
UsePortalUser must be set to True.

Installing Application Portal on PowerTerm WebConnect Server

The default WebConnect Server installation installs the Application Portal on
the same system as the PowerTerm WebConnect server.
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In this installation scenario there is no need to modify any ComPortal.ini
parameters. The default parameters of the ComPortal.ini point to localhost,
which is the PowerTerm WebConnect server.

Installing Application Portal on a separate web server

The Application Portal can be installed on a separate web server from the
Ericom PowerTerm WebConnect server. To install, simply run the Ericom
installer on the desired web server (Windows only). At the Setup type dialog,
select Web server Components only.

Setup Type
Click, the tppe of Setup pou prefer

" Full Installation - &ll PawerT erm ‘WebConnect components
" Server Installation - All zerver components
" Server Installation - PowerT erm WebConnect Server anly

(" Administration Tools only

f* M/eb Server Components only

NOTE The Portal can only be used on Windows based web servers because the

CompPortal.dll is required and needs to be registered on the web server.

Once the installation is completed, go to the PowerTerm WebConnect
Server and edit the following parameter in the Main Configuration
(PtServer.ini) [Portal] section:

e Machines - enter the IP address(es) and the name(s) of the web
(IIS) server(s). By default this is set to localhost. To specify
multiple Web servers separate each address with a semi-colon ‘;’.

Next, edit the Comportal.ini on the web server and update the following:

Address= the address of the target PowerTerm WebConnect server
(respective of the web server)

CustomAddress= the address of the target PowerTerm WebConnect server
(respective of the client devices)

Modifying the Portal’s Interface

To manually modify the portal settings, navigate to its source folder.

NOTE Before making any changes, backup the current files for easy recovery in

case an error is made during editing.
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Certain images can be replaced (in the Images directory) to modify or brand
the Portal. Portal text can be modified under the index.asp and main.asp
files.

i Favorites | @ Top - PowerTerm® WebConnect Application Po. fi v B ~ ) & v Pagev Safety~ Toosv @

Images\ericomlogo.gif é’ EE{!EDRM

PowerTerm® WebConnect Application Portal e Imagesititle_portal.gif

Good afternoon Visitor

Actions Published Desktops and Applications
B Request Support A2l J = =1
=4 = P P
& printview
IBM AS400  Calculator ~ Desktop - paint (BLZ)  Paint (RDP)

2 secure FTP Ericom TS1
3 as/400 data file transfer (BL2)
¥ cogor L

lick : Unified

g AndLaunch.asp Click ‘n Launch Desktop -

Ericom TS1

Welcome to Ericom's PowerTerm ©L2)

WebConnect Application Portal.
Published Applications include
the list of applications and desktops
. that you can access using Ericom
main.asp PowerTerm WebConnect

Additional tools and senices are

available fiom Tools.
Just Click 'n nch the
applications y

Allow Multiple Instances of Application

By default, each time a user clicks on a connection in the Application Portal,
only one instance of the application will be launched. If the user clicks on the
application again, any active instance of the application appear in the
foreground.

To allow multiple instances of the same application, add this configuration:
e Set the Terminal Server to not restrict users to one session
e Modify the Main.js file and change:
connections[name] = window.open(url);
to...

var randomnumber=Math.floor(Math.random()*100000001)
connections[name + randomnumber] = window.open(url);

Configuring the Session Timeout

To set the Application Portal idle timeout setting:
e Open the Comportal.INI file (..\WebConnect x.y\ComPortal)
e Enter the desire value for Inactivity-Timeout-Seconds

e The value is set in seconds, the default is 60
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Troubleshooting

e Examine the ComPortal.ini file found in the \ComPortal directory
for correct settings, in particular the Server name and IP address.

e Verify that the Comportal.dll and OpenSSL.dll files are present
under the Comportal directory. If they are not present, launch the
batch file FixComPortal32.bat (or FixComPortal64.bat on x64
servers). After running the batch file, run jisreset.exe and then try
to login to the Application Portal again.

NOTE On systems with UAC enabled - the batch file must be run as an
Administrator

e Try restarting the IIS Server by running the IISreset command.
e Try to enable 32 bit applications on x64 web servers

e cscript.exe adsutil.vbs set
W3SVC/AppPools/Enable32BitAppOnWin64 "true"

e If users are receiving a "Service Unavailable" message, re-register
ASP.NET using the command prompt:

e C:\WINDOWS\Microsoft.NET\Framework\v2.0.50727\aspne
t_regiis.exe -i

e Examine the ComPortal.LOG file found in the \ComPortal directory
for an indication of where the attempted communication might
have failed. Communication failures are indicated by rows starting
with *** ERROR *** or *** WARNING ***. Any services showing
long elapsed times should be investigated.

LOG file samples

Cannot find WebConnect Server: This error is caused by the ComPortal.ini
parameters pointing to an incorrect WebConnect Server address. An sample
of the LOG file showing this error displayed below.

B R R R S

06/09/25 09:21:14.259 | 820 | C:/Program Files/Ericom Software/WebConnect
5.6/ComPortal/openssl.dll loaded

| Version: 0.9.7.10

| Built : 06/01/15 14:49:48

06/09/25 09:21:25.934 | 820 | Service 'Authenticate' started.
06/09/25 09:21:25.949 | £28 | Connecting to server 'demo20031', port 4000...
06/09/25 09:21:28.409 | £28 | *** ERROR *** [1095]

| Cannot connect to server:

| NO_DATA error encountered calling
'gethostbyname' (#11004)

| The requested name is valid, but no data of the

Web server is not in Machines list: This error occurs when the Web Server
address is not defined in the PtServer.ini file. There will also be an entry in
the Intruder Record showing “Unknown user <Portal>".

B R R R R R R
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06/09/25 09:25:16.445
06/09/25 09:25:16.476

denied.

\ 880
| 880

The login request was sent
Login rejected:

State : 5

Reason: The access of user '< PORTAL >'

to is

Please contact your system administrator.

User <Portal> does not exist: This error is caused when the UsePortalUsers in
the PtServer.ini file is False. There will be an entry under Intruders showing
“Unknown user <Portal>".

KA A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A AR A A A A AR AR A AR ARk kKK

06/09/25 09:30:02.832
06/09/25 09:30:04.381
06/09/25 09:30:04.397
06/09/25 09:30:04.397

| 790
| 790
| 790
| 790

Starting the pre-identification handshake...
Sending the login request...

The login request was sent

Login rejected:
State : 4
Reason: The user

'< PORTAL >' is not defined

Cannot Login to Portal- No Errors

If the index.asp page does not allow any logins and the logs do not reveal any
information, something may be corrupted and a reinstall will be required. The
Comportal log will appear like the following:

3k 3K 3K 3K 3K 3K 3K 3K K 5K K 5K 5K 5K 3k 5k 5K 5K K 5K K 5K 5K 3K 3K 5K 3K 3K 3K 5K 3K 3K 5K 3K 5K 5K 5K 5K 5K 5K 5K 5K 5K 5K 3K K 5K K 3K XK 3K 5K 5K 5K 5K 5K XK 3K XK 5K K 3K XK kK K kK Kk Kk

13/04/26 16:31:42.494
Software/WebConnect 6

13/04/26 16:31:42.498
13/04/26 16:31:42.502
13/04/26 16:31:42.503

Software/WebConnect 6
13/04/26 16:31:42.505
13/04/26 16:31:42.509
13/04/26 16:31:44.352
13/04/26 16:31:44.408
Software/WebConnect 6

13/04/26 16:31:49.414

| 1472

| 1472
| 1472
| 1472

| 1472
| 1472
| 1472
| 1472

| 1472

| Attaching to C:/Program Files
.0/ComPortal/ComPortal.dll

(x86) /Ericom

Built 12/05/20 16:10:50
Loaded by 'C:/Windows/SysWOW64/regsvr32.exe'.
Program arguments:
[Run] Loading client pools.

INI file: C:/Program Files (x86)/Ericom

.0/ComPortal/ComPortal.ini

[Run]
[Run]

Loading the 'WebConnect'
Client pools loaded.

pool.

| DllMain( DLL PROCESS DETACH )

| DllMain( DLL PROCESS DETACH )

Detaching from C:/Program Files (x86)/Ericom

.0/ComPortal/ComPortal.dll

Built 12/05/20 16:10:50

done
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ADMINISTRATION TOOL

The PowerTerm WebConnect Administration Console manages published
resources, user sessions, and server configuration.

Launching the Administration Tool

There are several methods to launch the Administration Tool:

e From PowerTerm WebConnect Server’s Start menu select
Programs | Ericom Software | PowerTerm WebConnect x.x |
PowerTerm WebConnect Administration Tool

e Double-click PtAdmin.exe, located in the bin directory of the
PowerTerm WebConnect application folder.

NOTE You can pass the port number to the Administration Console as a
command line parameter, using the following syntax: -port=port-number

HINT “C:\Program Files\Ericom Software\PowerTerm
WebConnect\bin\PtAdmin.exe” —port=778

When launching the Administration Console for the first time the Connection
dialog appears with the user "Administrator” entered as the username. There
is no initial password, just click Connect to login.

In the Connection dialog, the Host Name appears as localhost. This is correct
only if the Administration Console is being launched from the PowerTerm
WebConnect server. If the PowerTerm WebConnect server is running from a
different machine, enter its IP address/host name.

NOTE If multiple administrators are connecting to the Administration Tool from
multiple RDP sessions on the same Terminal Server, make sure to go the
Administrator user’s Properties and enable Allow Concurrent Machines.
Each RDP session is counted as a unique session.

¥ ifillows Concurent Machines
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Quick Access Screen

PowerTerm® WebConnect

Which operation do pou wish ta performn?

% Publish Multiple Applications

Qj Configure Load Balancer

Create a Host Connection

Configure Directom Services

€ &

™ Do net show this dislog on login

e Publish Multiple Applications, opens the Publish Multiple
Applications wizard.

e Configure Load Balancer, opens PowerTerm WebConnect Load
Balancer Administration Tool.

e Create a Host Connection, opens the Add Connection dialog.

e Configure Directory Services, opens the Directory Services dialog.

Administration Console Interface

The Administrator Console is comprised of the following components:

Menu bar: used to modify and refresh the information tables, launch wizards
to publish applications and desktops, manage objects, etc.

Toolbar: icons to launch commonly used functions.

Information panes: shows properties and real-time information for users,
groups, connections, sessions and intruders.

Properties dialogs: used to modify existing object and server settings.

Viewing Users, Groups, and Connections

To display the Users pane select View | Users or click its icon from the
toolbar.

ﬂ

o

To display the Groups pane select View | Groups or click its icon from the
toolbar.
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To display the Connections pane select View | Connections or click its icon
from the toolbar.

Modifying the View Pane

Most information panes uses a table structure to display relevant information.
Useful information panes include:

e Client Sessions

e Administrative Sessions
e Intruders

e Users

e Groups

e« Connections

Each table row represents an object, queue, or session, while each column
represents a property or a piece of runtime information about the object.
Additional rows are added when new objects are created. In some views, new
rows are added when new queues are generated or sessions established.

Changing Column Width and Order

The width of columns can be changed manually, or automatically expanded to
show the entire contents of the column.

Column divider on the column title bar:

= SESIIOS,

[/ | o] User

(=~ ]

)
” ser's Aliaz Name | Machine / &cco. | Type | Acting | Connection Target |

L=

NOTE To see the contents of a column without resizing it, position the mouse
over a column title, or a certain line, to see a tool-tip with the full text.

Manually change column width

Mouse-click the column divider and move (drag-and-drop) it right or left to
adjust.

Automatically expand a column

Right-click on the column title.
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NOTE If the column is empty, the right-click will have the opposite effect: the
column will be narrowed to the smallest width

Change the position of a column

Click the column’s title and drag and drop it to the desired position.

Hide a column

Certain columns may be hidden so the table only shows desired property
settings or status information. Mouse-click the column divider and move
(drag-and-drop) it left until the column is hidden. A hidden column may be
revealed by clicking the same divider and moving to the right.

NOTE Columns that are not visible are actually set to a width of 0 (zero).

Sorting Tables

Tables can be sorted by clicking the column’s title. The column that is clicked
will become the primary sorting field. When clicking another column, that field
will become the primary sorting field and the previously selected column will
become the secondary field. When several objects have the same value for
the primary field, those objects are sorted by the secondary field.

The Administrator User

The Administrator user is a local PowerTerm WebConnect account. This is not
the local system or domain administrator account. The password is initially
empty and should be changed immediately. Change the Administrator’s
password by opening its property page and clicking Password>>>.

Initially, the Administrator user can only login to the Administration Console
from the PowerTerm WebConnect server. To change this, go to the
Administrator’s property page and change the Access Limit Mode to Unlimited.

HINT It is recommended to launch the Administration Console from a
workstation so it does not consume resources from the PowerTerm
WebConnect server. Only do this after the Access Limit Mode has been set
to Unlimited. To allow multiple administrators to login, check Allow
Concurrent Machines.

Closing the Administration Tool

To close the Administration Console select Action | Exit. A confirmation dialog
will appear. Click Yes to close the application.

NOTE Closing the Administration Console does not stop the PowerTerm
WebConnect Server service.
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Useful Functions

Environment Variables

PowerTerm WebConnect provides environment variables to configure
advanced features of the server. Environment variables can be defined on for
a user, group, connection, or the PowerTerm WebConnect Server.

The Environment Variables window shows all defined variables for PowerTerm
WebConnect, whether they are defined for users, groups, or the server object.
See the Appendix for a full list of available environment variables.

P Environment ¥ariables [_ O]

A Owrer M arme D Walue -
% [ Server ] PRIY_Sendimage BitzPer... 1B
% [ Server] PRI _Sendimage MaxSizek. 32
% [ Server ] PRIY_SendhMeszage
% [ Server] PRI _Setup
% [ Server ] PRIY_TerminalCanCreateS... 1
% [ Server ] PRI _Trace J
% [ Server ] PRIY_UniverzalPrinting
% [ Server] ROP_Appy_DefContentPath
% [ Server ] ROP_&ppy SFT_SOFTG...
% [ Server ] ROP_CutFulldzerM ame 0
% [ Server] RDP_DizablePrintScreenkey
% [ Server ] RDP_DizableSezzionSharng
% [ Server ] RDP_DizablelniverzalPrint... 1
% [ Server ] RODP_FiledssocDriveMap 1
% [ Server ] RADP_PreTsAgentExe
% [ Semver ] ROP_RedirectExclude
% [ Server ] RDP_RedirectSchemes
% [T mriimre 1 Crmmerd P CODITTkd i A e e il
4 | v

Creating a new Environment Variable

e Double-click or right-click on the desired User or Group and select
Properties. The Properties dialog appears. Define server values
using Server | Configuration.

e Click . The Define Environment Variable dialog appears.

e Type the new environment variable’s name and set its
value.

e Set the encryption type.

e Click OK and the new environment variable will appear in
the list.
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NOTE Environment variables can be copied and pasted between different user
and group properties. However, only one dialog can be open at a time.

Modifying Existing Environment Variables

Open the Environment Variables Window by selecting View | Environment
Variables. Double-click on the variable to be modified. Make any
modifications and click OK to apply.

NOTE Non-persistent LDAP user objects cannot have Environment Variables
added to them.

Load License (Server menu)

Use this function to load newly entered activation keys.

Server |

Disconnect
Zonfiguration. .
Default Settings. ..
Default Power Pad. ..

Memo...

Deplovment & Performance Statiskics. ..

| Reload the License |

Refreshing the Information Tables
Information view data can be set to refresh at a fixed interval or manually.

Refresh all information tables manually

Select View | Refresh I/O Information or press F5.

Set the automatic refresh interval

Select Server | Configuration. Set the refresh time interval under
Administrator | Auto Refresh Freq.

NOTE For servers that contain many objects, enabling automatic refresh may
result in additional network traffic and reduce the performance of both the
server and the Administration Tool. In such cases, increase the automatic
refresh interval, or disable the automatic refresh function.

Update WebConnect with Active Directory data

Select Server | Refresh ActiveDirectory Information.
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Sending/Receiving Files from PowerTerm WebConnect Server

This feature provides file transfer between the WebConnect server and the
Administrator’'s computer (the computer on which the Administration Console
is running).

To receive a file from the server select Files | Get File. The Get File dialog
appears. Browse the Folders for the desired file. Check Open to open the
local copy using its associated application when received. Click OK.

Copied files are placed into a temporary folder under the user’s Application
Data folder in the Ericom/ptadmin subdirectory.

To send files to the server select Files | Put Files. The Select Files to Put on
Server dialog appears. Select one or more files and click Open. The Put Files
dialog appears. Select the target folder on the server for the file(s)
destination. Click OK and the files will be transferred to the server.

Administration Console Parameters

The administrator can configure shortcuts to the Administration Console using
command line parameters. The parameters are optional.

-user=user-name User’s account name on the PowerTerm WebConnect
Server.

Enter question mark (?) to sign in with the user
currently logged into the system (the account must
exist in the Administration Tool).

Enter an asterisk (*) to bypass the login dialog.

-pass=password User’s password on the PowerTerm WebConnect Server.

-host=hostname PowerTerm WebConnect Server’s host name.

-port=port=number PowerTerm WebConnect Server’s port number.

PATH "“D:\Ericom\PtAdmin.exe” —-host=117.18.75.89 —port=778 —-user="Lee”
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10. DIRECTORY SERVICES

PowerTerm WebConnect integrates with LDAP based Directory Services (DS)
such as Microsoft’s Active Directory and Novell’s eDirectory. Please consult
with Ericom if other LDAP sources will be used.

PowerTerm WebConnect authenticates users by identifying the DS User object
and then applying the standard DS User authentication.

The syntax for Active Directory users is user@domain.
The syntax for eDirectory users is user.path.domain.
When a user logs in to PowerTerm WebConnect:

¢ The domain specified by the user is used.

e If no domain is specified, the default is used.

e If there is no default, the authentication will fail.

NOTE PowerTerm WebConnect supports both two-way and one-way domain
trusts. Untrusted domains are also supported.

Local PowerTerm WebConnect Database

PowerTerm WebConnect provides a built-in directory framework in case a
third-party directory service is not available. The Administrator user is a built-
in user.

Administration Console Connection Process

PowerTerm WebConnect requires read access to the Directory Service. To
enable the ability to change user’s password, modify access is required. The
PowerTerm WebConnect Server can connect to the Directory Service by one
of the following:

e Directly to the Domain Controller/Server where the DS is stored.

e Available when the computer running the Administration Console is
running on the same trusted network as the host of the DS.

e Via the WebConnect server SSL gateway.

e Used when the computer running the Administration Console is
connecting from outside the trusted network.

The use of SSL provides enhanced security, but does so at the expense of
increased traffic overhead and degradation of the connection response time.
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Once the connection to the DS database has been established, the PowerTerm
WebConnect Server is able to authenticate Users using the DS.

Connecting to Directory Services

Connect PowerTerm WebConnect to an existing Directory Services:
e Launch the Administration Tool.

e Select Server | Directory Services.
If there is already a default DS identity defined, this will be
discovered and displayed in the list automatically.

e Clicking New create a new DS entry. Highlighting one of the
existing DS’s will allow the administrator to view and modify
properties, delete the DS from the list, or test the connection.

e Select one of the Domains from the Default Domain drop-down list
which will be used as the default Domain for PowerTerm
WebConnect Users to log in. Click Close.

MOS0 Mew. .
test local
Properties

Delete

Test

Cloze

J Rl

Default Domain | test local

Defining a default domain enables users to log in without having to specify
the domain name as part of their login user name. PowerTerm WebConnect
will automatically use the default domain when no domain is specified as part
of the login.

Adding a new Directory Services instance:
e Launch the Administration Tool.
e Select Server | Directory Services.

e In the Directory Services window click New.
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1~ Server

Address: || [T UseSSL

Part: 389 [T Server Gateway
Tupe: |An0nymous ﬂ
Uszer name: [

Password: |

Mame: |

Wendor: | INEHL W

Base DM: |

STOP When creating a new DS with the same name as an existing DS, a warning
message will be displayed. If the warning is ignored, PowerTerm
WebConnect will create a new DS with the existing name with the addition
of *_1" as a suffix. To create a new instance of the DS click “Yes”, to edit
the existing DS click No. The name of the domain is reflected in the name
of the User, for example, if the domain name is ericom.local_1, Users will
to log in to this domain using a name of the form john@ericom.local_1.

Enter the address using the server name or IP address, and the
TCP port to be used. If SSL is used to connect, this address must
be a name and cannot be an IP address.

Select the connection type from the drop-down list. Selecting
Specify credentials requires a valid User name and Password that
can query the Directory Service. Selecting Windows authentication
(Kerberos) will log in to the DS using the current Windows
credentials.

Click Connect.
Directory Services Properties - test.local -

Server

Address: |rest local r

Pot:  [383 r

Type: ‘Winduws authentication [Kerberos) J
User name: ‘

Paszword, ‘

Name: test local
Wendor,  [Microsoft

Base DM: |test lacal
oK Cancel

97




When PowerTerm WebConnect is properly connected to the DS, the Name,
Vendor and Base DN (root tree Distinguished Name) of the DS will be
displayed.

NOTE Connecting to an eDirectory DS anonymously will allow the Administration
Console to read the user and group objects. When connecting
anonymously to a Microsoft Active Directory DS, the Administration
Console will not be allowed to browse the DS objects.

Adding Base DN'’s for use with PowerTerm WebConnect

e Click on the Details of the Base DN button to display the resources
stored within the DS.

B
-Hi= 2000 Uszers

M Adventune Wiorks Cycle
M AmirTS

HEE aubn_ou_test]

HEE Builtin

-3 Computers

--#E3 Diana

- #H=3 Domain Controllers
|.E Dirar

- HE E v Add

Dl - o}

m | >

s

Cancel

| Selected Bage DNs |
FE test local

Up

Drown

Remove

s

Select desired organizational units (OU) for use with PowerTerm
WebConnect. This enables the search for specific users to be
faster and also allows PowerTerm WebConnect to reject users that
are not a part of the selected OU'’s.

NOTE The default is to search the entire tree, which may be slow with larger
directories

e Highlight desired OU’s and click Add to add the OU’s to the
Selected Base DNs list. Multiple OU’s may be added. Double click
on an OU to display the child branches and objects.

e When all required resources have been added to the Selected Base
DNs list, change the order in which they should be searched by
using the Up and Down buttons. The best practice is to place the
most commonly used OU’s at the top of the order.
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Parameter combinations

The following connection options are available.

Type Use SSL Server Default Use SSL and

(Port) Gateway Port Gateway

(Port)
v

Anonymous 4 4 X
Specify v v v X
credentials
Windows X X v X
authentication
(Kerberos)

HINT The default port for LDAP is 389 and the default port for SSL LDAP is 636

Certain Active Directory configurations require that Specify credentials be
used. If your user logins are taking longer than expected (i.e. more than 30
seconds) configure the following:

e Use Specify Credentials and enter a user account that can query
the directory server.

e Open the Main Configuration and set Filter=use_server_cred under
the [LdapDomain=1] section.

e Restart the PowerTerm WebConnect Server service

Using Novell eDirectory

Client Configuration

When there is an Active Directory server and an eDirectory server configured
in PowerTerm WebConnect, the Application Zone (ptagent) must run with the
parameter /nodomain.

NOTE /domain is not required when Novell eDirectory is the only directory
services being used.

Defining the Novell eDirectory domain base name
For a user with the following DN:

e cn=userl

e ou=Users

e ou=SaleDepartment

e ou=NDSOrg
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If only the root of the tree is referenced (NDSOrg) in the base DN, the user
will need to enter userl.Users.SaleDepartment.NDSOrg to log in.

If Users.SaleDepartment.NDSOrg is added to the base DN, the user has to
enter user1.NDSOrg to log in.

If NDSOrg is defined as the default domain name, the user has to enter user1
to log in.

Integration with Terminal Server

An add-on component is available through Ericom Support to automatically
create local Microsoft user accounts on the Terminal Server based on the
users’ Novell login. Each of these local accounts will be named based on the
Novell account and have the same password with the prefix of #ptwc# (for
example: #ptwc#P@sswO0rd).

Active Directory (AD) User Configuration (Login Problem)

Active Directory users logging into PowerTerm WebConnect, must have a
domain defined in their user account Properties or their login may fail. To set
the domain, open the user’s Properties screen in Active Directory and select
the Account tab. Select the desired domain next to the User logon name:

User1 Properties \L-

Member0f | Diskin | Envioment | Sessions
| Remate control L Remote Desklop Services Profile | COM+ |
General | Address Account Piofile | Telephones j Organizahon

Uiset lagan name:
[RuUs i v
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11. UNDERSTANDING USERS, GROUPS, AND
CONNECTIONS

PowerTerm WebConnect User Object

The user object represents one person (or entity) in the PowerTerm
WebConnect database. There are three types of user objects.

PowerTerm Defined within the PowerTerm WebConnect
WebConnect User database. All credentials and rights are stored in the
database.

Non-persistent DS User  Defined from a Directory Services. Only listed in
PowerTerm WebConnect while the user is active. All
credentials and rights are stored in the directory
service.

Persistent DS User Defined within the PowerTerm WebConnect database
by import from a directory service. All credentials
and rights are stored in the directory service. Users
are periodically synched with the directory service
information.

Built-in User Objects

Several built-in PowerTerm WebConnect local user objects are supplied with
the Administration Tool.

<Generic Customer>

The attributes of this user cannot be modified.

<Portal>

Used by the PowerTerm WebConnect portal component. The attributes of this
user cannot be modified.

<Software Installer>

Used by the Agent to install the PowerTerm WebConnect components. The
attributes of this user cannot be modified.
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Administrator

Default PowerTerm WebConnect Administrator user. This account is used to
login to the Administration Tool. By default there is no password, it is
recommended to change the Administrator’s password, and not leave empty.

NOTE To allow Administrators to login from machines other than the console, add
the IP address of the desired machine to the Allow Access list. Changing
the Access Limit Mode to Unlimited will allow access from any machine.

Default AutoCreated User Template

This user serves as the template for all users that are automatically created
from a Directory Service (i.e., Microsoft Active Directory). The attributes of
this user can be modified.

Example

A sample local user used for testing. This user’s password is example.

Guest

Used to allow temporary access. This is a restricted user that cannot request
Tech-support or Administrator support. By default there is no password.

Auto-Created users

PowerTerm WebConnect has the ability to generate user objects on the fly
when using a directory service such as Microsoft Active Directory. This
feature is enabled by default.

Creating Users

To create a user:

Select Actions | New | User. The Add User dialog is displayed.

To modify user properties:

e Double-click the desired user or right-click on the desired user and
select Properties.

e Modify the necessary properties.
e Click OK.

To delete a user:

e Select the desired user and right-click Delete or select Action |
Delete. A confirmation message is displayed.
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e Click OK.

To disable a user:

o Select the desired user and right-click Properties or select Action |
Properties.

e Clear the Enabled checkbox.
e Click OK.

NOTE If the user’s default group is disabled, the user will be disabled as well,
even if the user object is set as enabled. However, if the user is disabled, it
remains disabled even if the group is enabled.

To enable a user again after disabling it:

e Select the desired user and right-click Properties or select Action |
Properties.

e Select the Enabled checkbox.
e Click OK.

e The User’s default group must be enabled.

Using the Add User / User Properties Dialog

The User Properties dialog (called the Add User dialog when you are creating
a new user) consists of the following:

e User properties fields

e Environment variables table

e Settings button

¢ Memo button: Opens a text to type notes about the object.
e Sessions button: Shows existing sessions of the user.

e Up and down arrows: Clicking these arrows switches to the
previous (up) or next (down) user, as sorted in the Users pane.

NOTE The arrows are not displayed in the Add User dialog, when creating a new
user.

e OK and Cancel buttons: Save or discard your changes
(respectively), and close the dialog.
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Changing User’s Settings

To change the user’s client settings:

o Select the desired user and right-click Properties or select Action |
Properties.

e Click the Settings button. The Settings dialog is displayed.
e Make the necessary modifications.
e Click OK to close the Settings dialog.

e Click OK. The new modifications take effect.

NOTE Client settings that are not configured at the user level are inherited from
the user’s default group and server settings.

PowerTerm User Object Properties

The user object contains values to define credentials, linked connections,
group membership, system permissions, and allowed access methods. Certain
user properties can be defined explicitly using the Properties dialog, or they
can be inherited from groups or the server group.

NOTE Although these properties apply to directory services users, most do not
require configuration. Default values can be used with directory services.

There are four types of User properties:

Standalone properties

These are properties that can only be defined at the user level. They cannot
be inherited from the group or server. An example is the User Name property.

Property Description
User Name The unique name of the object
Alias An alternative name or ID for the user for

informational purposes

Active Directory Path Active Directory Path for the user if it exists

Use Network Password When checked, the directory services password is
enabled. When cleared, the Password button is
enabled. Click it to enter the PowerTerm
WebConnect password.

Password The user’s password. Ignored if Network Password
is used.
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Free User

(Emulation only) Enables the user to specify the
connection properties.

Allow Concurrent
Machines

Determines if the user is allowed to log on
simultaneously from multiple computers.

Rights

Sets the user type

Access Limit Mode

Unlimited: specifies that the user can access the
server from any computer.

User: specifies that the user can access the server

from a computer specified in Allow Access From.

Group: specifies that the user can access the
server from a computer specified in User’s Group.

Both: both the User and Group rules are applied.

Memo

Opens an editor to type notes about the object

Shared properties

These are properties that are referenced in more than one object. For
example, the User’s Connections property defines which connections are
attached to the user object. When a connection is added, the Owner property
in the connection object and user object are changed.

Property Description Property shared with
User’s Groups Select a group from the Groups. Once a Group
(PowerTerm Available Groups box and is assigned, the user
WebConnect Groups click the right-arrow to will appear in the

Only) make the user a member Group’s User list.

of the group. Double click
a group in the User’s
Groups box to make it the
user’s Default group.

User’s Connections

Select a connection from Connection. Once a
the Available Connections Connection is assighed,
box and click the right- the user will appear in
arrow to make the user the Connection’s User
the owner of the list.

connection.

Inherited properties

These are properties that can be defined at the user level, but also defined at
the group or server level. If they are not explicitly defined at the user level,
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these properties are inherited from the user’s default group. If they are also
not defined at the group level, they are inherited directly from the Server.

Property

Description

Settings

This button opens a dialog to modify emulation settings

Max. Concurrent
Sessions

Specifies the maximum number of concurrent sessions.
The value ‘0’ will use the value in the group’s entry. If the
group value is also '0’, then the program uses the default
value in the MaxUserQuota field located in the [Server]
section of the Main Configuration (PtServer.ini).

Highest Reconnect
Mode

Specifies the rule according to which the user is allowed to
reconnect to the PowerTerm WebConnect server:

None: Reconnect disabled
Default: Use the default group setting
OnDemand: reconnect is only performed via the Gateway

Wireless: reconnect is performed via the Gateway

Environment
Variables

Advanced PowerTerm WebConnect settings

General properties

These are always inherited from the user’s group and/or from the server,
regardless of what is defined in the user object. The user-level setting does
not override the properties explicitly set at the group/server level.

Property

Description

Inheritance

User’s Connections

In addition to the connections that
are explicitly defined for the user,
Group connections are permitted
to the user as well.

Connections

Enabled

If the default group is disabled
(the Enable checkbox in the Group
Properties dialog is not selected),
the user object inherits this setting
and becomes disabled as well.

Group

Allow Access From

In addition to the connection
sources explicitly define here, the
user object inherits computers and
addresses from its groups as well.

Group

Environment
Variables

Environment variables that are not
explicitly defined for the user are

Group and Server

106




inherited from the groups and
server.

Client Inactivity
Timeout (server
object)

Specifies the inactivity timeout for
all clients.

Does not appear in the User
Properties/Add User dialog, as it
cannot be defined per-user. This
property is defined using the
Server Configuration dialog.

Server

Max. Sessions
(server object)

Specifies the maximum number of
PowerTerm sessions that can be
opened simultaneously.

Does not appear in the User
Properties/Add User dialog, as it
cannot be defined per-user. This
property is defined using the
Server Configuration dialog.

Server: the user’s
Max. Concurrent
Session
parameter must
be lower than the
Max. Sessions
defined on the
server.

Max Intrusion
Attempts* (server
object)

Maximum number of unsuccessful
login attempts before the user is
locked out.

Always inherited
from Server

Intruders Disable
Timeout* (server
object)

The amount of time the
PowerTerm WebConnect Server
will refuse a login after detecting
an intruder.

Server

Background Bitmap

File

(Emulation only) Sets background
image of HostView.

Server: if the user
runs the HostView
client, this image
will be displayed
as the
background.

Adding a User to a Group and Setting its Default Group

Every user must belong to at least one group. Users inherit general properties
from the groups to which they belong. Users optionally inherit properties from
their default group, unless they have these properties explicitly defined.

NOTE The server object’s Default Group parameter defines a default group for
users who do not have one selected. If you do not explicitly select a
default group for a user, it will acquire the Default Group defined at the

server level (see chapter 0).
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Assign Users to Groups

In the User Properties dialog

Select the desired user and right-click Properties or select Action |
Properties. The User Properties dialog appears.

Select the desired group that the user will be affiliated with and
click the right-arrow.

Click OK.

In the Group Properties dialog

Select the desired group and right-click Properties or select Action
| Properties. The Group Properties dialog appears.

Select the members to be included in this group from the Available
Users list: Highlight the desired member and click the right-arrow
or click the multiple right-arrows to select all the members.

The desired member(s) appear in the Group User’s list.
Click OK.

Remove Users from Groups

In the User Properties dialog

Select the desired user and right-click Properties or select Action |
Properties.

Select the desired group from which the user will be disaffiliated,
and click the left-arrow.

Click OK.

In the Group Properties dialog

Select the desired member to be excluded from this group from
the Group’s Users list.

Click the left-arrow. The desired member appears in the Available
Users list.

Click OK.

Set a default group for a user

Select the desired user and right-click Properties or select Action |
Properties. The User Properties dialog appears.

Double-click on the group that you want to be the default group.
An red arrow appears adjacent to the selected group signifying
default group.

NOTE Double-click to clear the default designation.
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PowerTerm WebConnect User Rights

A PowerTerm WebConnect user object will be one of three types: Client,
Supervisor, and Administrator.

Rights:
Adrinistrator j

Client
Tech Suppart

The following table explains the differences between each type:

Components/User Rights Client Supervisor Administrator

Access PowerTerm WebConnect Yes Yes Yes
clients: HostView, RemoteView, etc.

Request support from other Yes Yes Yes
Administrators or Supervisors logged
on to PowerTerm WebConnect

Provide support to other PowerTerm No Yes Yes
WebConnect users

Add/Modify/Delete user profiles via No No Yes
the Administration Tool

Support Active Directory/LDAP Yes No No

Testing a User

The Administration Console allows you to connect as a user, and test the
access options, client settings, and available connections. The user’s
password is required to test a connection. While you can view the user’s
settings using the Properties dialogs and the information panes, it is
sometimes useful to test the user experience for yourself, either directly after
creating a user object, after making changes to a user object, or in response
to a user’s request or complaint.

e Select the desired user and right-click Test. The Login dialog
appears.

e Type in the Password, if required.
e Select Reconnect Mode, if required.

e Click Login. The PowerTerm emulation appears and connects to the
desired host.
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Connection Object

The connection defines a resource on a host server. A connection object
contains information on the host type, protocol used, target application, etc.
PowerTerm WebConnect supports three distinct areas of hosts: Terminal
Services, VDI and legacy access.

To access a connection, it must be assigned to a user or group object. This
object becomes the connection’s owner. A connection can only be owned by
one object at a time, so a connection intended for multiple users should be
assigned to a group, which contains the desired users.

NOTE A connection can be assigned to the Server which will give any user access
to it.

A connection can also be owned by another connection (which becomes its
parent connection). When the parent connection is executed, the child
connection is launched automatically. Child connections do not inherit settings
from the parent connection.

Group Objects

The group object contains a group of users with similar permissions (for
example, members of the same department). This makes it easier to classify
and find similar users. When a user object belongs to a group, it will inherit
some or all of its properties from the group. Any property not explicitly
defined in the user object is taken from the user’s group. Settings defined at
the user level will override the settings at the group level.

EXAMPLE - Configuration Inheritance

Group A is defined to allowed concurrent sessions. If parameter was not
defined explicitly for each user, all group members will inherit this setting. If
User A of Group A is defined to not allow concurrent sessions, the user-level
setting overrides the group setting. User A is not allowed concurrent
sessions.

Similar to the User object, the Group object contain values to define:
credentials, linked connections, group membership, system permissions, and
allowed access methods. Certain group properties can be defined explicitly
using the Properties dialog, or they can be inherited from the server group.

Standalone properties

These are properties that can only be defined at the group level. They cannot
be inherited from the server. An example is the Group Name property.

Property Description

Group Name Unique identifier for the object
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Alias An alternative name or ID for the user for informational
purposes
Enabled Specifies whether the group is active

Highest Reconnect
Mode

Specifies which Reconnect mode to use

Allow Access From

Specifies the machines from which the user is allowed
to access to PowerTerm WebConnect.

Format - IP address, IP Scope, User Name, all entries
are separated by semi-colons.

Access Limit Mode

Unlimited: specifies that the user can access the server
from any computer.

User: specifies that the user can access the server from
a computer specified in Allow Access From.

Group: specifies that the user can access the server
from a computer specified in User’s Group.

Both: both the User and Group rules are applied.

Memo

Opens a text editor to type notes about the object

Shared Properties

Shared properties are reference by more than one object at a time.

Property

Description Property

shared with

Group’s Users

Select a user from the Available Users Users
box and click the right-arrow to make

the user a member of the group. Use the

multiple right-arrows to add all the

users.

Group’s
Connections

Select a connection from the Available Connections
Connections box and click the right-

arrow to make the group the owner of

the connection. Use the multiple right-

arrows to associate all the unaffiliated

connections to this group. The group’s

members can select one of the

connections shown here (or one of the

connections inherited from other groups

and the server) when logging in.
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Optionally-Inherited Properties

Optionally-inherited properties can be defined at the group level, but also at
the server level. If they are not explicitly defined at the group level (using the
Add Group or Group Properties dialog), these properties are inherited from
the “master group” - the server object.

Property

Description

Inheritance

Settings

This button opens a dialog to
modify settings for the group’s
users

If settings are not
defined here then all
settings will be
inherited from the
server.

Max. Concurrent
Sessions

Specifies the maximum number of
concurrent sessions that this has.
The value ‘0’ instructs the program
to use the value specified
(maximum number of concurrent
connections) in the User’s default
group. If this value is also ‘0’, then
the program uses the default value
in the MaxUserQuota field located in
the [Server] section of the
PtServer.ini file. Other values will
override the default value.

Enter ‘0’ to inherit
this property value
from the server
object’s Default
Sessions property.

Max. LPD Queues

Stipulates maximum number of LPD
queues that this user will be
allowed to have at any particular
time. Enter ‘0’ to revert to the
default group’s setting (or the
server’s setting).

Enter '0’ to inherit
this property’s value
from the server’s
object’s Default LPD
Queues property.

Environment
Variables

This table allows you to create and
edit free-text variables that have
numerous uses. Environment
variables added here are defined on
the group level.

Environment
variables that are
defined both here
and in the user’s
default group (or on
the server) are
optionally inherited.
If you do not define
them explicitly here,
they are inherited
from the group.
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Groups and Connections

A group, like a user, can own a connection object. When a connection is
affiliated to a group, all of the group’s members can use that connection
object to connect to the host.

Every connection is owned by a specific user, a group of users or by the
server object (see below). When a connection is owned by a specific user,
only that user is allowed to use that connection. When a connection is owned
by a group only users belonging to that group can use that connection. In
other words, you define how a user communicates with a host, and which
remote applications that user can access, by affiliating the user object to a
connection object. Another way to do this is to affiliate a connection to a
group of users to which the specific user belongs.

Using Built-in Group Objects
Several default group objects are predefined in the PowerTerm WebConnect
server. These groups may be modified based on the administrator’s needs.
e Novice Users (Default) - least permissions
e Advanced Users
e Expert Users

e Super Users — most permissions

Disabling a Group

When disabling or deleting a group object, all the users of the group will be
blocked from accessing PowerTerm WebConnect. In order to re-enable users
from a deleted group, a new default group must be assigned to them.

NOTE 1If a group is disabled, all its users are inherently disabled. However,
disabling a user does not affect anything on its groups.

e Right-click the desired group and select Properties. The Group
Properties dialog appears.

e Check the Enable checkbox to enable, clear the checkbox to
disable. Click OK.

The Server Object — the "Master Group"

The server object has a dual function: to define PowerTerm WebConnect
server-related settings, and to set the defaults for all objects. Groups
settings that are not explicitly defined are inherited from the Server
Configuration. The server object can be set as the owner for specific
connections. Such connections become available to all the users.
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NOTE If a setting is not explicitly defined at the group level, the group's users
inherit the default settings from the server object. Settings defined at the
connection object level override the settings at the server levels. However,
if the setting is explicitly defined at the user level, the user's setting
overrides all the other settings.

General Properties at the Server Level

Certain properties are defined at the server object and are automatically
inherited by all users.

For example: the Max. Intrusion Attempts parameter defines the number of

times a user can enter a wrong password before being blocked, is defined at
the server level and is automatically inherited by all users in the system. You
cannot modify this parameter for specific users or groups.

The Server Object as a Fallback Option

The server object is a "master group” to which all groups and users belong.
By default, the server’s properties effect the entire system and all the users.
However, this is often not the case. Groups do not inherit server options if
they have these options explicitly defined, and users can also have explicitly
defined properties that override the server defined properties.

Essentially, this means that the server object is a fallback option. Any
“optionally inherited” properties you neglect to define in a group or user -
either intentionally or by mistake — will be taken from the server.

The consensus is that server properties should be as widely applicable as
possible. Try to define settings that will be the most appropriate for most
users because most users are likely to inherit at least some of them during
their system lifetime.

Server Object Properties

The server object has properties that define linked connections and allowed
access methods for users. These properties can be divided into two types:

e Optionally-inherited properties: Groups and users inherit these
properties unless you specify otherwise. Settings explicitly defined
in a group or user object override these server-level settings.

e General properties: Groups and users always inherit these. These
properties cannot be defined per-group or per-user (i.e. they can
only be defined in the server object, using the Server Configuration
dialog).
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@SEWH Configuration

r— Client — Sesgions Printyfiew Dueues— ™
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AGEMT_ExitCleantode
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The following table lists and explains the server object’s properties. The
“Type"” column details how each property is inherited by groups and users.

Attempts

Property Description Type
Client Inactivity Specifies the time limit for any client’s General
Timeout inactivity after which the server closes
the connection.
Max. Sessions Specifies the maximum number of General
concurrent sessions that a user can open
Max LPD Queues Specifies the maximum number of General
registered LPD queues that a user can
define.
Administrator Specifies the interval in which the -
Auto Refresh Administration Tool’s AutoRefresh will
Freq. refresh the screen.
Intruders: Max. Specifies the maximum number of login General

attempts the user can perform to the
PowerTerm WebConnect server before
being regarded as an intruder and be
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locked out for a set time duration.

Intruders: Disable

Timeout

Specifies the amount of time (in
minutes) that the PowerTerm
WebConnect server refuses to login a
valid user after detecting an intruder.

General

Default Group

Initial Default Group

Users who do
not have a
default group
defined will
use this
value.

Background
Bitmap File

Sets a background bitmap for clients that
support this feature.

General

Server's
Connections

Connections available to the server.

General. All
users can
access the
server'’s
connections.

Environmental
Variables

Server related Environment Variables.
These Environment Variables can be
accessed from the login scripts.

Environmental
variables that
are not
defined in any
group or user
object act like
general
properties,
and are
inherited by
all users.

Object Hierarchy

Server (Master Group) settings are applied first upon login.
Group settings are applied next
Connection settings are applied next

User settings are applied last and these will overwrite any previous settings
that were configured.
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Example: Object relationships and hierarchy

Server
(Super Group)

Accounts Sales

Group

a2 N

Bob John

&...5 B

Ned

In the example above there are two users belonging to the Sales group, three

belonging to the Accounts group, and one user, Bob, belonging to both. All
users belong to the Master Group - the server. There are five connections
with different owners (indicated by dotted lines). Connection A belongs to the
“Sales” group, B belongs to the user Ned, C and D belong to the “"Accounts”
group, and E belongs to the server. In this scenario:

e John has access to the following:

connection A, because he belongs to the “Sales” group

connection E because he belongs to the “"Master Group”
(the server)

John inherits his default settings from the “Sales” group
and “Master Group”.

e Ned has access to the following:

connection B because he owns it.
connections A as a member of the “Sales” group

connection E because he belongs to the “"Master Group”
(the server).

Ned inherits default settings from the “Sales” group and
“Master Group”.

e Bob belongs to two groups and to the server and has access to the
following:

all connections shown (except B, which ONLY Ned owns).

Bob inherits default settings from his default group, which
can be either “"Accounts” or “Sales”.
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Implementing Access Policy
When designing the PowerTerm WebConnect infrastructure consider these
questions:

e Which users should have access to PowerTerm WebConnect
resources?

e Do all the users have similar needs, or are there groups of users
with distinct access needs?

¢ How will changes in personnel and their groups affect the access
policy?

e What type of applications will be published?

Initial Configuration

The following procedure is a general guideline that explains how to define
users and groups at the initial configuration

e Define administrator’s attributes and privileges. Create any
additional administrator users.

e Determine if PowerTerm WebConnect built-in groups will be used.
Modify them if needed.

¢ Create additional groups as needed.
e Assign built-in users to desired groups
e Determine if Directory Services will be used.

e Directory Services users will always be assigned to the
PowerTerm WebConnect Default Group (Server |
Configuration| Default Group).

e Assign any PowerTerm WebConnect users to desired groups
e Create connections and applications

e Assign connections and applications to groups or users

Generic Users

In some cases authentication into PowerTerm WebConnect is not required.
For example, the published application has its own authentication system, and
an additional login is not desired. By using generic users, all users will
connect to the PowerTerm WebConnect environment with the same “generic”
account. Any applications and desktops published to the generic user will be
accessible without a login. The generic user credentials are configured in the
client HTML parameter line as /USER and /PASS.
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HINT When using generic users, to ensure single sign-on between WebConnect
and the Terminal Server, ensure that the generic user also has an account
on all Terminal Servers (same username and password).

User Object Properties: To Define or Not?

When to Define User Settings

Specific users who need different settings from the others in their group must
have user-defined settings. When user groups are fairly heterogeneous, and
users need unique configuration, define settings in the PowerTerm User
account and create notes using the Memo function. User defined settings
have the highest precedence and will follow the user regardless of its group
assignments.

When to Inherit Properties from Groups/Server

If users have no properties explicitly defined, simply add them to a group and
they assume the properties of the group. Defining settings at the Group level
will reduce administrative overhead and settings only need to be defined for a
few groups rather than many users.

HINT Directory Services users should be configured inherit settings from its
Default Group and the Server.
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12. DEPLOYING APPLICATIONS AND
DESKTOPS WITH TERMINAL SERVICES

Overview

AccessNow and the RemoteView native component of PowerTerm WebConnect
enables access to sessions running on Windows Terminal Servers or any
desktop accepting RDP connections. Three protocols are available for
RemoteView connections: RDP, Blaze (accelerated RDP), and AccessNow
(HTMLS access). Two modes of access are available:

Full Desktop - the user connects to the entire remote desktop of the host.
This mode is useful for these scenarios:

e End users connecting from a thin client to a remote desktop to do
all work.

e End users connecting to a remote desktop that is locked down and
regulated by the corporate IT department.

e Administrators connecting to a server to manage it.

Seamless applications — the user only sees the application that is selected,
without the entire desktop. Ericom Access Server must be installed on any
Terminal Servers that will be used with PowerTerm WebConnect Seamless
windows. Seamless applications are useful when:

e End users only need access to a specific application

Administrators want to hide the remote desktop and restrict access to certain OS
functions on the host (i.e., restarting the server).NOTE Seamless
windows are not available for 16 bit applications.

On each RDP Host (i.e., Terminal Server), install the following components to
get the most out of PowerTerm WebConnect:

e Ericom Access Server is required for HTML5 access and accelerated
Blaze RDP connections. Also includes the Ericom TSAgent.

e Net2Printer/triCerat Server is required when using one of these
universal printing enhancement options (see chapter on Printing
for more information on this offering). This is only supported by
the Windows native client.
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Disable RDP NLA Support

PowerTerm WebConnect clients do not fully support NLA. For best results,

disable NLA on all Terminal Servers (Session Hosts). On Windows 2008,
2008R2, and 2012 go to Control Panel | System | Remote tab.

Windows 2008R2

Check Allow connections from computers ...

Do not select Allow connections only from computers running ...

System Properties

. Computer Namel Haldwarel #dvanced Remote |

— Remote Azsistance

[T Allow Femote &ssistance connections to this computer

Sdvanced.. |

— Remote Desktop

Click an option, and then specify who can connect, if needed.

™ Don't allow connections to this computer

% Allow connections from compubers runhing any version af
Remate Desktop [less secure]

™ Allow connections only from computers minning Remote
Dezktop with Netwark Level Authentication [more secure]

Help me chooze Select Uzerz... |

ok I Cancel |

Apply

Windows 2012

Uncheck the checkbox to Allow connections only from computer running...
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System Properties -

Computer Name I Hardware I Advanced | Remote |

Remote Assistance

Allow Bemote Assistance connections to this computer

Advanced...

Remote Desktop

Choose an option, and then specify who can connect.

() Don't allow remote connections to this computer

(@) Allow remate connections to this comELﬂeri

[ ] Allow connections only from computers running Remote
Deshtop with Metwork Level Authentication (recommended)

Help me choose

[ ok || Caneel || ook

To manage this setting in a collection of Session Hosts, go to the Collection’s
Security tab and uncheck the box.

Session Collection
General Configure security settings
User Groups

+ + 42

Session Specify the security settings from the client to the RD Session Host servers in the session

% collection.

Load Balancing + Security Luyer:

. + ‘
Client Settings [Negotate ]'
User Profile Disks  +

The most secure layer that is supported by the cliant will be used. If supported, SSL (TLS
1.0} will be used.

Encryption Levet

Client Compatible | -

All data sent between the client and the server is protected by encryption based on the
maximum key strength supported by the client.

[[] Allow connections only from computers running Remote Desktop with Network Level
Authentication

Ericom Blaze RDP Acceleration

The Ericom Access Server is required to enable Blaze RDP Acceleration. The
Access Server installer is found under the AddOns directory. Install this on
each Terminal Server that is planning to host Blaze sessions.
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Ericom AccessNow HTML5 Client

The Ericom Access Server is required to enable HTML5 access. The Access
Server installer is found under the AddOns directory. Install this on each

Terminal Server that is planning to host AccessNow sessions.

Ericom Terminal Server Agent

The Ericom Access Server includes the Terminal Server Agent (TSAgent).
This must be installed on every Terminal Server that will be managed by

PowerTerm WebConnect.

The behavior of the TSAgent can be modified using settings in the registry or

via PowerTerm WebConnect environment variables. Some values can be

defined only using the registry, some only using environment variables, and
some using both. The order of precedence is:

Registry under HKEY_CURRENT_USER \SOFTWARE\Ericom
Software\PtTSAgent (highest)

Registry under HKEY_LOCAL_MACHINE\SOFTWARE\Ericom
Software\PtTSAgent

PTWC environment variable at user level
PTWC environment variable at group level
PTWC environment variable at connection level

PTWC environment variable at server level (lowest)

NOTE On x64 servers, the Ericom PtTSAgent key is under
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Ericom
Software\PtTSAgent
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List of all possible TSAgent settings and their respective options

Env Var Name Reg Name Reg Default Value Description
Type

- LogFolder String %USERPROFILE% Default location where
log is written. Log is
always PtTSAgent.log

- LogUser String it Logging only for set
user

RDP_ RedirectSche String A delimited list of

RedirectScheme mes protocols to redirect

s

RDP_RedirectExc - String i Domains and IP

lude ranges to exclude
from redirection

RDP_ScriptFolde - String \Scripts Folder of event scripts

r

- SkipStartup DWORD 0 Set to 1 to skip
Windows startups in
True Seamless

RDP_LogoffDisco LogoffDisconn DWORD 0 Set to 1 to logoff

nnected ected disconnected sessions

RDP_LogoffDelay LogoffDelaySe DWORD 300 (5 * 60) Timeout interval to

Seconds conds end a session (min
value = 3 ATG/AN
and 30 RemoteView)

- NoLoadBalanc DWORD 0 Set to 1 to not

erAgent connect to local LB

Agent

- LoadBalancer DWORD 4040 Port to connect to

AgentPort local LB Agent
RDP_Performanc PerformancefFl DWORD 0 Performance flags
eFlags ags bitmask:

1 - higher priority for
foreground app

2 - make see-through
windows opaque
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RDP_BehaviorFla BehaviorFlags DWORD 0 Behavior flags
gs bitmask:

1 - Don’t disable
screen-saver

2 - Change bring
window to foreground
behavior

RDP_MacFlags MacFlags DWORD 0 Mac client flags
bitmask:

1 - No window
shadow

0x10000 - hide
background owned
windows

- LogLevel DWORD 0 Logging flags
bitmask:

1 - events
2 - msgs sent
4 - msgs received

8 - debug

Troubleshooting the TSAgent

In the event of problems related to the TS Agent (i.e., seamless windows are
not appearing properly) a debug log is required for Ericom Support to
diagnose the issue.

To create the debug log, the following Registry keys must be updated:
e LoglLevel - set to'F’

e LogFolder - by default this key is not present in the Registry and is
set to %USERPROFILE%.

NOTE To make the log files easier to find, set the LogFolder to
C:\Temp\%USERNAME%. Make sure that all users being logged have
write access to C:\Temp or the configured directory.

@' Registry Editor
File Edit View Favorites Help
| a- ) Wow6432Node
Classes
Clients
4. Ericom Software
PETSAgent

* || Name Type Data

b (Default) REG_SZ

3b]LogFelder REG_SZ c\temp\%USERNAME%:
el LogLevel REG_DWORD 0x0000000f (15)
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At the point where the problem appears, copy/paste the log and send it to
Ericom. Ending the log at the point where the problem occurs will expedite
the troubleshooting process. Send the log and a description (i.e., screenshot)
of the problem to tech.support@ericom.com.

Ericom Remote Browser

This feature is installed as part of the Access Server installer. The Application
Publishing wizard requires Ericom Remote Browser to be installed on at least
one Terminal Server. The Remote Browser is a service that passes
information on browsed files, display names, icons, and link parameters to the
PowerTerm WebConnect server. The Remote Browser is included with the
PowerTerm TS Agent installer.

Session Sharing

To streamline Terminal Server license and resource usage, multiple seamless
applications can share the same RDP session. When sessions are shared, a
user does not have to login multiple times to run multiple seamless
applications. The login process is one of the most resource consuming
operations of Terminal Services and should be reduced where possible, so
session sharing is enabled by default.

Session Sharing is enabled when these settings are the same between
launched connections: Server setting, User credentials, and Domain setting.

The Connection Type setting of connection is not taken into account.
Therefore, if a connection using Direct connection is launched, and then
another connection defined as Gateway is launched, session sharing is
performed using the Direct mode (the Connection type of the second
connection is ignored during Session Sharing).

Similarly, when Session Sharing is enabled, the color depth of the first
application launched is used. Subsequent applications will use the first
application’s color quality regardless of its own setting. To ensure that a
certain color quality is always used for a certain connection, disable Session
Sharing.

To improve the use of Session Sharing:

e All Terminal Servers should have the same applications installed.
This ensures that the Terminal Server that is already active will
have additional applications that will be launched.

e The Load Balancer will track which Terminal Servers host
which applications. If the user selects an application that is
not available on the active Terminal Server, it will be
launched using the Load Balancer’s selection.
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e The address of the Terminal Server has to be specified in exactly
the same format for all the published applications. This will happen
automatically if the Load Balancer is used.

e The user has to login to the Terminal Server with the same
credentials (username and domain), specified in the same format.
This will happen automatically for published applications that are
configured to use the PowerTerm WebConnect credentials.

e A difference in the Drive Mapping setting does not disable Session
Sharing, but this setting is not shared between applications.

To disable Session Sharing set the environment variable
RDP_DisableSessionSharing to 1.

NOTE Session Sharing is not available for AccessNow and AccessToGo clients.

Session Following

Terminal Server sessions can be configured to “follow” users when they move
to different workstation. This feature is useful for users that need to access
their Applications and Desktops while roaming to different locations (i.e.,
doctors moving from one patient room to another.) When Session Following
is enabled, sessions will follow users based on their WebConnect user name.
This feature works across different clients (i.e. AccessNow, AccessToGo, etc.)

NOTE If the connection is not configured to use WebConnect credentials, and the
user has manually logged on the TS’s with different credentials, Session
Following will not work, and a new session will be opened instead.

This feature is configured globally by modifying RDPTerminalSessionFollowMe
in the Main Configuration file (PtServer.ini). To enable the feature, set the
value to True (default).

Next, for each Connection that will use this feature, set the Connection’s
Servers setting to “Use all servers..”

% ilse all servers from Load Balancer pook

Specify the zerverz from Load Balancer pool

Arailable Servers: Selected Servers:

— I =

The Terminal Server(s) should be configured to Restrict each user for one
session only (this is the Windows default). This is configured in the RDP
Configuration settings.
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Edit settings
General
|#=| Delete termparary falders on exit Yes
=] Use temporary folders per session ez
@ Restrict each uger to a single sessi
=] User logon mode &llow all connections

If the Terminal Server where the user’s session resides is disabled for logins
in the Load Balancer, the existing session will not follow the user at the next
connection.

@/ Disable Logins Tempaorarily

Using LogOffDelaySeconds

Remote desktop sessions are explicitly logged off using the logoff option in
the remote desktop’s Start Menu. When this option is selected, the sessions
are logged off immediately. Remote seamless application sessions - sessions
in which only specific applications are run — cannot be logged off in this way.
Instead, these sessions are automatically logged off when they no longer
contain any visible windows, for example when all application windows are
closed.

In some cases, applications may not display anything on the screen for short
periods during normal operation, for example while loading. To prevent such
sessions from logging off prematurely, the automatic logoff is delayed. If
during this delay new windows are created or existing windows become visible
then the logoff is canceled and the session remains active. The default delay
duration is 300 seconds for RemoteView and Blaze and 3 seconds for
AccessNow and AccessToGo. In addition, sessions will not be terminated
during the first 30 seconds from their creation.

The 300/3 second delay period can be adjusted using the PowerTerm
WebConnect RDP_LogoffDelaySeconds environment variable. The value
specified in this setting will be used for all client types. Note that the 30
seconds delay from session creation cannot be adjusted.

The reason that RemoteView and Blaze use a much longer delay by default is
that the client can reuse existing sessions for additional applications (Session
Sharing feature). This means that if a new application is launched during the
logoff delay, this application can reuse the existing session instead of creating
a new one. Session Sharing is not available for AccessNow and AccessToGo.
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Audio Recording (supported operating systems required)

Modern Windows operating systems (such as Windows 7, 2008 R2, and 2012)
support audio recording in RDP. This feature is supported through PowerTerm
WebConnect. To enable audio recording redirection, perform the following:

e Publish a connection with Blaze disabled. The session must use
RDP.

[~ Enable Ericom Blaze Enhanced RDP Compression and Acceleration

| =]

Enicom Blaze Server must be inztalled an the RDP hosts in order bo use this setting

e Add the environment variable RDP_RemoteAudioRecording to the
connection’s Properties, or to the Server Configuration. Set the
value for this parameter to 1 to enable audio recording.

Ervvironment ¥ ariables: W | B
Mame | value | AI
idlgDefine Environment Yariable

Secy
Sect,  Mame:

Smar IFHDF'_FHethe.-’-‘n.udinFi ecording
Smar

Supp Walue:

Supp W

Supp _I ak.
Supr

Supp [ Encrypted LI Caticel

Cancel |

e When the connection is launched, the user will be able to record
audio into the RDP session.

NOTE If the user is having difficulity recording audio into the RDP session, verify
that the functionality is working with mstsc.exe first. The operating
systems on both sides must support audio recording; Windows XP and
2003 do not support this feature.

Publishing

There are three types of publishing modes. All follow similar steps through
the publishing wizard; however, some will have more configuration options
than others. This chapter will explain how to publish a single application and
then explain which steps to follow for Multiple Application Publishing and Full
Desktop Publishing.
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Publish a single Windows application

From the Administration Tool, select Action | New | Windows Application. This
wizard will publish one application at a time.

Action | Server  View Files Tools Options Help
| New bmi‘ Windows Application... |

Publishing Wizard Steps

Step 1: Determine the application publishing target

What ta Publish Application Installation Type
)
.' EF,',CQN! ¥ Application * Preinztalled Application
o (" Streamed Application
™ URL Microzoft &pp-y v
Publizh fram
* Teminal Server

™ Wirtual Desktop /# Blade PC

" Local Desktop

I~ Prefer Local Desklop

Cancel Help

What to Publish

e Application - publish an application

e Document - publish a document, the default application (on the
host) will be used to launch the document.

e URL - publish a URL, the default web browser (on the host) will be
used to launch the document.

Installation Type

e Preinstalled — an application that is already installed on a host.

e Streamed - an application that will be delivered to the host from a
Microsoft App-V streaming server

Publish from
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Terminal Server - the host is a Terminal Server (select this)
Virtual Desktop — the host is a Virtual Desktop

Local Desktop - the host is the end-user’s workstation (Microsoft
Windows XP and higher only)

e Prefer Local Desktop - the selected application will be
launched from the end-user’s local desktop. If the
application is not available on the local desktop, then it will
be launched from the Terminal Server as a seamless
application.

Step 2: Configure the Application properties

@
¢ ER!

53 B0 FedeT |

C

Application:

Working Directony:

Parameters:

Mame Dizplaved to User;

Place |con in Folder:

< Back ‘ tek I Tt ‘ Cancel | Help J

Application - Enter the path of the application to be published (i.e.,
C:\Windows\notepad.exe.)

If necessary, configure the Working Directory and Parameters
settings. Parameters are command line values that can be passed
to the configured application.

To assign this application to a sub-folder, enter the Place Icon in
Folder name. Sub-folders are separated with a '\’

e EXAMPLE: If the administrator enters
“Accessories\System”, the published application will be
placed in a folder named Accessories and a subfolder under
Accessories named System.

To select an application using a graphical interface click the browse

button L . This will launch a dialog to connect to a server
running the PowerTerm Remote Browser.
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The Remote Browser will display applications available via
the Terminal Server’s Start Menu. After selecting the
browse button enter the Terminal Server's IP address and
Port number of the system running the Remote Browser.

Server Address:

Port Mumber:
4030

ak | Cancel |

At the application selection dialog, either navigate to the
application by clicking on a drive letter or select the
application from the Programs menu.

[ B =
lﬂﬂF’roglams
=C
=0
File name: | j
Files of type: |Executables [".exe;".com;".Ink;".bat;".is,‘.vbs;".wsf,“.hta]j Cancel

After selecting an application, all relevant files will be
automatically completed.

EXAMPLE: Resulting screen after selecting Microsoft
Windows Media Player:
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5
‘e

ERICOM Application:

whorking Directory:

i(StartMenu\Programs) “windows Media Plaper. Ink 2

Parameters:

1°/°F'rDgramF\Ies[xSB]X\W’indows Media Flayer

1f’prefetch:1

Mame Displayed ta User:

Place Icon in Folder:

1W’indows Media Player

Mext »

1 Firish I Cancel Help

Step 3: Set Extensions redirection for the application

When a user launches a local file with an associated published extension, the
published application will be used to open the file. To configure extension
redirection, select all desired extension formats and check Overwrite Local
Definitions. This feature is only available from Windows-based clients.

N
‘e

ERICOM Extensions:
'AC88 Dow Foot

E stension

1 File Type

|

[ s

1wty
[ .wpl

] vz
[ e
[
[ wMs
[ whD
[ .wmna
E wm

Pl

< Back I

1

Windows Media Audio/\ideo playlist

Windows Recorded TV Show
Wwindows Media plaplist

‘Windows Media Player Skin Package
Windows Media dudio/\ideo playlist

‘windows Media Audio/Video file
Windows hedia Plaper Skin File

windows Media Player Download Package

windows Media Audio file
Wwindows Media Audio/Viden file

Select All

Clear &l

I_ .l.]““ |»

|

¥ Ovenwrite Local Definitions

] o |

Cancel I

Help

I

NOTE Checking Overwrite Local Definitions will overwrite the definitions for that
file extension if it exists on the local system. This behavior may not
always be desired when publishing applications (such as Microsoft Word).
For example, users working from a home system may not want to
overwrite the local definitions if they cannot save files from the published
application back to their local hard drive.
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Step 4: Set User Access

Shortcut icons for the published application will be placed in the locations that
are checked.

= .
Publizh to
¢ ERICOM

7 Beskion
™ Start Meny - PowerT erm Application Zone

[ Start Meru - Programs

Application lcon

‘Sm Choose lcon...

< Back I Mext > Firizt J Cancel J Help J
e Desktop - Places published shortcut icon on the end-user’s
desktop.

e Start Menu - Places published shortcut icon on the end-user’s Start
Menu, under a folder named PowerTerm Application Zone.

e Start Menu/Programs - Places published shortcut icon on the end-
user’s Start Menu, under the Programs folder.

e To use a custom icon, click Choose Icon and select the desired
icon. Select Browse to display icons from a different file.

Step 5: Set Appearance Properties

The dialog sets appearance characteristics of the published application.

@
o=z

1 Seamless -

% Prefer Microsoft Seamless

 Always Use True Seamlese

Rur:

Maorral _V_]

Mote: Settings on remote system might overide these settings.

< Back J Mext > | Finizh Cancel Help
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e Color Quality — sets the desired color depth of the published
application.Seamless type

e Prefer Microsoft Seamless — where possible, use Microsoft’s
seamless engine. If not available, Ericom’s seamless
engine will be used. Microsoft's seamless requires
Windows XP SP3 or higher on the client end and Windows
Server 2008 or higher on the Terminal Server.

e Always Use True Seamless —uses Ericom’s seamless
engine.

NOTE Ericom Seamless does not support systray icon redirection for published
applications (i.e., Communicator systray will not appear in the local
systray). Ericom Seamless is generally more stable than Microsoft
Seamless.

e When running applications that require administrative
privileges on Windows Vista /7 / 8 / 2008 / 2008 R2 /
2012 - an elevation screen is displayed. Microsoft
seamless will display the elevation screen for the first
application in the session if it is required. However, it will
not display the elevation screen for other applications in
the same session (where session sharing is enabled).
Ericom True Seamless will properly display the elevation
screen for any application launched during the session. For
this reason it is recommended to use Ericom True
Seamless when publishing applications that require
elevation.

e Run mode determines the state of the window when the
application is first launched. Available settings are: Normal,
Maximized, Minimized.
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Step 6: Performance

&8
‘e

ERICTM

Chooze your connection speed to optimize performance:

Allows the Following:

I Menu and ‘wWindow Animation
W Themes

¥ Bitmap Caching

“window Dirag Behavior:

‘ Use local settings j

™ Enable Ericom Blaze Enhanced RDP Compression and Acceleration

\ Ed

< Back I Mext» ‘ Cancel J Help I

e Connection speed - choose the value that matches the slowest
connection on the network. This will automatically determine the
optimization settings. Preset settings can be manually adjusted.

e Windows Drag Behavior - Select Show outline only for better
performance (since window content is not displayed during
dragging, there is less network overhead.)

NOTE

If Show window content is selected, it will also need to be enabled on the
RDP host. The configuration varies based on the operating system, search
the Internet for "Show window conent” to find instructions.

e Enable Ericom Blaze - Check this setting to enable Ericom Blaze
RDP WAN acceleration (see chapter on Ericom Blaze). Select the
desired Blaze setting from the drop down menu.

STOP

When enabling Blaze for a connection, verify that the destination host
(Terminal Server or VDI desktop) has Access Server running. Access
Server must be manually installed on the host operating system. The
Access Server installer is found in the WebConnect 6.X | AddOns directory

(i.e., \Program Files\Ericom Software\WebConnect
6.X\AddOns\Blaze\EricomBlazeServer.msi)

Step 7: Requirements

This

dialog sets redirection settings of local resources. Resources available for

redirection are sound, printers, serial ports, Smart Cards, and disk drives.

NOTE

Ericom Blaze does not support Serial Port and Smart Card redirection

Step 8: Set the Connection Types

The

most commonly used connections types are explained on the dialog box.
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The Advanced setting presents a list of built-in and custom Connection Points
that can be used as the connection type for the published resource.

The SmartExternal setting is not commonly used. When this setting is
enabled, clients on the internal network (same subnet as the PowerTerm
WebConnect server) will use Gateway mode, while clients connecting from
external locations will use Direct mode.

*

ERIC

AZCEM Dewg FgeT

Specify connection types between clients and hosts. Client connections can be
Direct to host or routed through the Power T erm ‘webConnect Gateway.
Connections can be Direct ko host or routed via the PowerT emn WebConnect
Gateway. Gateway connections provide additional functionalty such as S5L
enciyption and network reconnect, but adds additional load on the \WebConnect
Server. Ses the Administiator's Manual for more information.

Connection Type

" Public Establizh Direct connection between clients and hosts,
unless clients request Reconnect. If a clisnt requests
Feconnect then Gateway will be used for it.

& SmaitIntemal  Use Direct conneclions for clients that are in the same
subnet as the PowerTemm WebConnect server.
Otherwise, use Gateway .

i Direct Alwayps connect directly (Mo G ateway)
" Gateway Always use PowerTerm "WebConnect Gateway
" Advanced ] J

Mest » I Finigh I Cancel I Help

Step 9: Set the Server source

2
tornEo

@ Use all zervers from Load Balancer pool
" Specify the servers from Load Balancer pool

Available Servers: Selected Servers:

LIE-BL200BR2 -~
US-BLWE [
US-COUMTERFOINT =4
LIS-DEMDZ |l
LI5-MI5T
Us-0awC

US-TRAININGZ r

Il

Al A

" Specify terminal sarver / connection broker / netwark load balancer:

Addiess: Port number: 3394

< Back INekt> Firiizh J Cancel | Help

Use all Servers (default) — the published application will be
launched from any Terminal Server managed by the Load
Balancer. Ensure that the application is installed properly on each
Terminal Server configured under the Load Balancer.

Specify Servers - select from a list of servers available in the Load
Balancer. Only selected servers will be included as part of the load

balancing process.
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Selecting Show only servers with this application will show
the servers where the application is installed.

To bypass the Load Balancer, select Specify and enter the address
and port number of the desired Terminal Server to launched the
application from.

Step 10: Select Owner(s) for the published application.

The Owners dialog assigns the connection to users or groups. The user and
group may be a PowerTerm WebConnect object or Directory Service object.

‘e

el

Directory service Objects:

‘webConnect Dwner

Add/Remave Objects

cBack | Hes> | | tencd | Hen |

To assign the connection to a Directory Service object, click the
Add/Remove Objects button.

NOTE Ensure that the Directory Service is properly configured or an error
message will be returned:

"I Error while connecting to Directory Service ericom.local

'-._ v Invalid Credentials..

The Add/Remove Objects dialog will appear. Navigate
through the domain and select the desired objects to add.
Click the Show users setting to display users under a
selected OU. Click the Add button to add selected objects.
Click Close when complete.

Once Directory Services objects are selected, the
PowerTerm Owner will automatically change to Directory
Services Access Only.

Applications may be published to OUs, Groups or Users.

Groups may be members of one or more Groups, whereas
OUs may belong to only one OU.

To assign the connection to a WebConnect Owner, click the Change
button. Select the desired WebConnect object to assign as the
owner (only one per connection).
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Step 11: Set the Execution Rules

Execution Rules limits how many instances of the published application can be
run (also known as application limiting or metering). This is useful in

preventing more than allotted licenses of a certain application from being
launched.

e Click Edit Rules to create or modify rules.

Application rules:

Executable | Limit [ Mode [ Add

Cancel

e Click Add to add a new rule

e Configure the rule
e Executable: enter the executable to be managed
e Mode: enter the criteria used for counting

e Limit: enter the limit of running processes/users

Executable

|n0tepad.exe

Mode

| =l
By Process |
By User

|1nu

oK | Cancel |

e To apply the rule, select it from the drop down list and click
Next/Finish to continue.

Rule Information

Chooze Rule notepad.exe
Executable notepad.exe

Limit Mode By Process
100

M ax Executables

Step 12: Information

The Information screen displays a summary of the configuration. Click the
Advanced button to configure advanced functions for the connection. By
default, the user’s credentials and password are passed from ptagent to the

remote host (i.e., Terminal Server). Passing of credentials can be modified
under the Advanced dialog.
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e To disable credentials pass-thru from ptagent, uncheck User
WebConnect User Credentials.

e To pass predefined credentials, enter the desired
username/password.

e To disable the passing of the Domain information, uncheck User
Default Domain.

e To pass a predefined domain, enter the desired domain
name.

Credentials

Usermame: Pazsword:

[v ze'webCannect Uszer Credentialz

Domair:

[V Use Default Damain

e To disable the published connection uncheck Enable. Note that
when a connection is copied, the duplicated connection will be
disabled by default (unchecked).

[ Enable this Application

e Enter any environment variables that will be specific for this
connection.

E nvironment Y anables: X

M ame | Yalue |

e Click Finish and the published application will automatically appear
in the Connection list and in the Application Zone for any active
user that has access to the published resource.

e An authenticated user’s username is represented by the
environment variable %u

NOTE To authenticate to Windows 2012 (non R2) RDS servers, the following
environment variable needs to be defined for the connection: Define
BLAZE SETUP_PARAMS and add: username:s:<domain>\%u

This will append the user’'s domain to the username as the prefix as this is
required to login to 2012 RDS servers (e.g. acmetest\%u)
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Publish Multiple Windows applications

This wizard will publish multiple applications at the same time. Use this
feature to save time when publishing similar applications (i.e., applications
part of the Microsoft Office suite).

ﬁctionlgerver View Files Tools Options Help
| New P|ﬂ' Windows Application...

S:ir Buick Access Dialog ||'i Multiple Windows Applications...

Step 1: Select the Browsing Source
e Preinstalled - applications that are already installed on a host.

e Streamed -applications that will be delivered to the host from a
Microsoft App-V streaming server

(% Preinstalled &pplication

Server Address:

|Iocalhost j
Port Number:

4030

™ Streamed Application
|M icrozoft App- J

oK | Cancel |

Upon selecting Preinstalled Application, an application selection list will be
displayed. Select the applications to be published and click Next to continue.

"x ERICOM Applications:
W ccria St e [ Administrator's b anual
|| Calculatar
] Character Map
[ Component Services
[ Computer Management
[ Connection Broker Adminiztration Conzole
[]1Data Sources [ODBC)

The wizard will display these steps from the Publishing a Single Application
section: 4,5,6,7,8,9, 10, and 12.

Publish a Full Desktop

This wizard will publish a Full Desktop session. To begin publishing: select
Action | New | Remote Windows Desktop.

Action | Server View Files Toels Options Help

| New ’ | ﬂ' Windows Application...
i ‘T:i-' Quick Access Dialog Fi Multiple Windows Applications...
H | Remote Windows Desktop...
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At the next prompt, enter the Target and Description

’&h ERICOM Mamme Displayed to User
@ iocoe Sone P I

Place lcan in Folder:

I

& Temminal Server

™ Wittual Desktop

[ Medr | Feish [[ Ceesl || Hen |

e Name Displayed - this is the name for the desktop connection that
will be displayed to the user.

e Place Icon in Folder - To assign this application to a sub-folder,
enter the Place Icon in Folder name. Sub-folders are separated
with a '\".

e Terminal Server - select this to publish a desktop session from a
Terminal Server

e Virtual Desktop - select this to publish a desktop session from a
Virtual Desktop

The Remote Desktop wizard will display these steps from the Publishing a
Single Application section: 4,5, 6,7,8,9, 10, and 12.

At the Appearance screen (5), select the desired screen size.

Multi-Monitor Support

When publishing a Full Screen Desktop session, the native clients will support
multi-monitor functionality. Based on the RDP host operating system version,
the session will span (Windows XP and 2003) across all monitors, or handle
the multiple monitors natively (Windows 7 and higher & 2008 and higher).

Application Properties

Target and Description -
lzer ccess Screen Size:

Perfarmance

Full screen sessions may also be locked down to one monitor in a multi-
monitor configuration. To limit the connection to display only on a certain
monitor, perform the following:
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e Open the Desktop Connection’s Properties page.

e Click the Information tab and then the "Advanced" button

Application Properties

Target and D escription
User Access
Appearance
Performance

Application Infarmation

Requirements Display Mame; }James Desktop Blaze

Connection Types
Servers

Digplay Fath: |,J

Clwner
Infarmation Type: |HEthe Desktop

Fram: |T erminal Server

e In the "Environment Variables" section, add a new variable.

Ervironment W ariables:
| [ |

e Enter the following in the Name field: RDP_FullScreenMonitor

e The value can be one of the following:

e (0 = Display on all monitors (Default)
e 1 = Display only on monitor 1
e 2 = Display only on monitor 2

e 3 = Display only on monitor 3

e X = Display only on monitor “x”

NOTE This value may also be set for all connections by adding it to the Server’s
configuration. This can be found by selecting Server -> Configuration from
the Admin Tool’s menu bar.

Publish a Desktop Session using an LDAP Attribute

One published Desktop connection may be used to publish unique desktop
sessions for individual users. PowerTerm WebConnect can extract a
configured LDAP attribute that represents the respective user’'s computer
name or address. Follow these steps to use the %L variable to retrieve an
LDAP attribute and then use it as the RDP host address:

e Publish a Full Desktop connection

e At the Server’s dialog, select “Specify terminal server ...".
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° ntor 0/l _and thon thao attrihiito namao in _anntac

Addrezs: | %L "pager"

% Specify terminal server / connection braker £ netwark load balancer:

Eqr example:

¢ In this example, %L will extract the value of the “pager” attribute

from Active Directory (LDAP).

e This is how the pager value would be defined on the Active

Directory (LDAP) server:

T T T T
General I Address | Accaunt I Prafile ~ Telephones | Organizatian

— Telephone numbers

Home: ||

I Pager: IMyEumputerN ame I

Mabile: |

Fau I

P phone: I

Other...
Other. ..
Other...

Other. ..

ddidild

Other...

The value of MyComputerName will be used as the address of the

RDP host. This may also be defined using an IP address.

NOTE Custom LDAP attributes are also supported.

URL Redirection

URL redirection is a feature that intercepts URL requests on the Terminal
Server, and redirects that request to the client device. This feature is
compatible with RemoteView, Blaze, and AccessNow.

When a user clicks a URL in a document running on a Terminal Server, by
default the browser would be launched from the Terminal Server. With URL
redirection enabled, the browser will open on the client device instead.
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e User Selects URL in a published resource

e URL Request Intercepted by the TS Agent

e URL is sent to the user's device to be
launched locally

Use URL redirection to:

Reduce server load - running the browser on the client offloads the
resource usage from the server. This is especially useful for web
pages that contain streaming video or audio.

Improve performance - Data streams flow directly between the
client and URL source. RDP (which is not ideal for streaming
content) is bypassed.

Allow access - The Terminal Servers may not have access to the
desired content. Some types of content downloads may be more
appropriate for the client rather than the server (i.e., downloaded
music files).

Better security — Prevent malicious web content from being
downloaded onto the Terminal Servers.

NOTE Windows 2012 RDP session hosts and Windows 8 RDP hosts are currently
not compatible with the URL redirection feature.

Configuration

Any URL type may be redirected. A URL is a standard method to denote
resource locations, and has the format: host/resource-path

URL Redirection supports the following schemes:

http Hyper Text Transfer Protocol (web content)

https Hyper Text Transfer Protocol Secured (via SSL)

ftp File Transfer Protocol

telnet Open an interactive terminal window with a telnet server
gopher File transfer with gopher server.

news Usenet newsgroups
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nntp USENET news using NNTP

mms Microsoft Multimedia Messaging Service
rtsp Real Time Streaming Protocol

itms iTunes Music Store (Apple Music downloads)

NOTE AccessNow HTML5 only supports http and https URL redirection

By default, URLs are not redirected. In order to enable redirection, the
RDP_RedirectSchemes Environment Variable must be defined on the
PowerTerm WebConnect server. This Environment Variable contains a
delimited list of the schemes to redirect. Only URLs that uses schemes
specified in RDP_RedirectSchemes will be redirected. RDP_RedirectSchemes
can be defined for a specific user, a group of users, a connection, or the entire
server.

Excluding a URL from redirection

In some cases certain URL's should not be redirected (i.e., an intranet site).
Add an Environment Variable RDP_RedirectExclude to specify which URLs
should be excluded. RDP_RedirectExclude is a delimited list of the host
addresses to exclude.

Host names specified in RDP_RedirectExclude are compared to the URL
addresses from right to left (i.e., if "ericom.com" is specified in
RDP_RedirectExclude it will match http://ericom.com, but also
http://www.ericom.com and ftp://ftp.ericom.com).

IP addresses are compared left to right so 126.0.1 will match
http://126.0.1.10 and also http://126.0.1.20.

NOTE Exclusion based on IP address is performed only if the IP address is
explicitly specified in the URL. IP Exclusion is not performed if the host
name is used in the URL instead of the corresponding IP.

Restrictions and Limitations

Installing a web browser or mail client on the Terminal Server after the Access
Server agent has been installed may disrupt the redirection mechanism. In
such a case, uninstall both the Access Server agent and the new browser or
mail client and reinstall the new browser or mail client before the Access
Server agent.

Restricting the user from making any changes in the registry on the Terminal
Server, even in HKEY_CURRENT_USER, may cause the redirection mechanism
to redirect every URL, regardless of the values in RDP_RedirectSchemes and
RDP_RedirectExclude. (For standard Windows configurations, even restricted
users have permissions to modify certain sections of the registry).
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The redirection mechanism does not verify that the client supports a
particular URL type or has Internet connection. Before redirecting a URL
ensure that users will have access to it from their local devices.

URLs that are opened inside an application’s browser control or using Internet
Explorer's COM interface will not be redirected.

Viewing Application Publishing Properties

To view the properties and status of a published resource on PowerTerm
WebConnect - double-click the desired connection (published application or
desktop) from the Connections view. The Application Properties dialog will be
displayed. The Application Properties dialog will display all settings that were
configured during the publishing wizard (i.e., Display Name, type of
connection, the host source, etc.)

Microsoft App-V Integration

PowerTerm WebConnect supports application streaming and application
virtualization through tight integration with Microsoft App-V. PowerTerm
WebConnect enables easy publishing of App-V packages and supports
streaming to end-point devices, Terminal Servers, virtual desktops and Blade
PCs. The packaged applications can be launched from a web interface
(Application Portal), a rich client interface (Application Zone), and from
Desktop and Start Menu shortcuts.

PowerTerm WebConnect enhances App-V with features such as two-factor
authentication, desktop integration with remote clients, centralized
management, usage reporting and remote support.

PowerTerm WebConnect supports Microsoft App-V 4.5.

Requirements

e The App-V Client must be pre-installed on the Terminal Server or
end-user system running the streamed application. PowerTerm
WebConnect does not deploy or update the App-V client.

e Configure the App-V client with Add Applications permission for all
machines (Properties | Permissions tab of the App-V client).

| e = | | ) | 2 Applicatinn virtualization {Local) Propert i |
Application Virtualization (Local)
Lﬂl applications General I Interface I File System |
..... 1 File Type Associations Import Search Path I Connectivity Permission:

Checking any of the items below gives users on thiz maching permizzion to
do what the iter describes. &dministrators can do all of these tasks
regardless of the sefting belows.

| Add applications ﬂ
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e Verify that App-V is working properly by itself before integrating
with PowerTerm WebConnect. This will make it easier to identify
and resolve App-V specific issues.

App-V Client Configuration on Terminal Servers

Perform the following when planning to stream applications from App-V to
Terminal Servers. Streaming applications to Terminal Servers expedites
deployment and standardization of applications.

Once the App-V client is installed, define the publishing servers.

"t Application Yirtualization Client ;Iglil
) Fle Acion View Wndow Help | =181
e BEXEFRR EE|

..... peliaton Weualzston (Loce) | [ e e

i oty oot _sp..._Perving
{9 File Typelygssaciations
- [@' Publishing Servers

Applications that appear in the Applications list of the App-V client will be
streamed to the Terminal Server ready for publishing and usage.

'Hi Application Yirtualization Client

Bﬁ File  Action  MWiew  Window  Help

= Am PR @ E E

| Application Virtualization {Local) Application | Running | Locked | Package Status |

| ) Applications fdobe ... Mo Mo In Use {100%:)

)" File Type Assaciations £ Trternet... Mo Mo Idle {100%)

[ Publishing Servers & Microsaf... Mo Mo Idle (100%)
A Micrasof... Mo Mo Idle {100%:)
©gMicrasaf... Mo Na Idle (100%)
“fMicroscf... Mo Mo Idle (100%)
[ Micrasof... Mo Mo Idle {100%.)
¥ Microsof... Mo Mo Idle (100%:)
[B Motepad... Mo Mo Idle {100%)
Z)xMLEdiE... Mo Mo Idle (100%)

Associations are published in one of two ways:

e Defining a Publishing Server and configuring App-V client to poll
the configuration (upon user login / auto-refresh interval)

e Defining a Publishing Server and configuring App-V server to push
the configuration (upon user login / auto-refresh interval)

File associations that were created during the App-V sequencing process will
be automatically updated on the Terminal Server.

148



3 Application Wirtualizakion (Local) Extension  / | Description | Application

| (] Applications %L acrobats...  Adobe Acrobat Secu...  Adobe Reader 99.1.0.163

_ File Type Assaciations B doc Microsoft Word Docu...  Microsoft OFfice Word 2003

“[§ Publishing Servers 5 dachtml Microsaft Waord HTM. ., Microsaft OFfice Ward 2003
95 dacxml Microsoft Wword XML ... Microsoft Office Word 2003
"ij dot Microsoft Wword Tem...  Microsoft Office Word 2003
'f‘i dathtml Microsoft Word HTM...  Microsaft Office Ward 2003
B Far Adobe Acrobat Form.,.  Adobe Reader 29.1.0.163
@ rindi Microsoft Office Doc,..  Microsoft Office Document In
=L pdf Adobe Acrobat Docu.,,  Adobe Reader 99.1,0.163
L pdFaml &dobe Acrobat POFE...  Adobe Reader 99.1.0.163
il Acrobat Catalog Index  Adobe Reader 99,1.0.163

On the client-side machine, it is also possible to update the clients file
associations to launch the published application when a user double-clicks on
a local file. This is achieved by setting the required file associations during
the publishing wizard.

Application Properties

Publizhing Target_

Taret and Description Erlendhme

ser Access E tenzion I File Type

ggﬁg?;ﬂ?;g: O .acrobatsecunity  Adobe Acrobat Security Settings Document
Requirements O Adobe Acrobat Forms Document
Connection Types O .pdf Adobe Acrobat Document

af\:xz:s O .pdfml Adobe Acrobat PDE=ML Document

E vecution rules O .pd« Acrobat Catalog Index

Information O .«dp Adobe Acrobat =ML Data Package File

O .«di Adobe Acrobat Forms Document

App-V Client Configuration on End User Systems

Streaming applications to the end-user’s device expedites standardization of
applications and may result in better performance.

When working in this manner, the App-V client MMC GUI will be in read-only
mode: no shortcuts are created and file associations are managed by the App-
V client. This ensures that there will be no conflicts with PowerTerm
WebConnect. Publishing servers do not have to be defined.

Configuring the App-V Server in PowerTerm WebConnect

Open the Administration tool and go to Server | Streaming. There are three
options:

e Configure App-V Database Connection: opens Windows ODBC
wizard for configuring the connection string to the App-V database.
This setting will be saved into the PowerTerm WebConnect server
environment variable AppV_DatabaseConnectionString.
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e Refresh App-V Package List: forces an immediate refresh with the
App-V database

e Auto Connect to Database: If enabled, the connection (and the
retrieval of the package list) will be performed automatically each
time the application publishing wizard is opened.

NOTE PowerTerm WebConnect Administration Tool must have network access to
App-V database in order to view the available packages and publish App-V
applications.

Server | Wiew Files Tools  Options Help

Disconnect ‘ ‘lj %-_ E{

Configuration. ..

T

Default Settings. ..
Connection Name | Network
Default Power Pad...

Memo...

Deployment & Performance Skatistics...
Refresh ActiveDireckory Information
Reload the License

Direckory Services

Skreaming 4 | Refresh Microsoft App-¥ Package List

Send Message to All Users Configure App-V Database Connection

Send E-Mail ko all Users Auto Connect ko Database

Attach Server's Machine

Skart Server

Shut Down Server

Select Configure App-V Database Connection and enter the parameters for
the App-V server. Expand the options section and select the name of your
App-V database (the default is "APPVIRT"”). Once the server is configured, the
AppV_DatabaseConnectionString will be automatically populated.

Server: [4PPV\SOLEXPRESS =] 0K
[T Use Trusted Connection Cancel
Login |D: fsa Help
Earsuont [ T
~ Options .:
 Dstabese T <
Language: {iDefault) hd
Applicaton [Hame: |PowerT eimn \webCormect
ek Station 10: I‘JM a7
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Publishing an App-V application

Use the Administration Console’s publishing wizard to publish an App-V
application.

At Step 1, select Streamed Application and select Microsoft App-V. Next, set
the publish source:

e Terminal Server: the App-V application is streamed to a Terminal
Server, which can then be published to the end user.

e Virtual Desktop: the App-V application is streamed to a virtual desktop,
which can then be published to the end user.

e Local Desktop: the App-V application is streamed to the end user’s
system directly. The streamed application can run in off-line mode,
however, PowerTerm WebConnect is required to launch the streamed

application.
a ~fhat to Publish- i Application [nstallation Type
¢ ERICOM @ Application  Preinstalled Applcation
= " Document 1% Stieamed Applcation
" URL Miciosoft App- 'I

eskiop / Blade PC

(" Local Deskion

[~ Prefes Local Desktop

ok [[ Mews | Rk | Gemeed || Hep |

At Step 2, specify the App-V application to be published by selecting from the
drop down list. Click the Refresh button to obtain the current application list.
The name for the application will be automatically populated from the App-V
database, what the user will see on the shortcut can be changed by changing
the display name. Enter a subfolder name if desired.

151



)

‘e

= Adobe Reades 9 [91.0163 ]

i Defaull Applcation [1.0]

Irtemnet Explorer | 6.0.29005512 ]

Microzoft Clip Organizer [11.05510.0 )

Microgoft Qffice 2003 Save My Settrgs Wizaed [11.05510.0 ot

Application Paramelers:

ERICOM &pplication;

_:J Hefre-shl

Name Displayed to Llsar

Place |ean in Faldes:

< Back I [ I Firvish | Cancel | Help |

If the drop down list is empty, click the refresh button, if this fails check your
App-V connection settings.

At Step 3 a list of extensions will be displayed. The extension list is obtained
from the App-V server. This list will only be visible for App-V applications that
are streamed to a Terminal Server or virtual desktop.

NOTE App-V applications that are streamed to the Local Desktop have their
extensions managed by the App-V client.

Publishing App-V applications require Session Sharing so complete the
remaining of the steps of the wizard similarly for all App-V applications.

Launching App-V published applications

Launching published App-V applications are just like launching Terminal
Server based applications. The user simply has to point and double-click the
desired application.

Streaming applications to the end-user’s device

App-V applications may be streamed directly to the end-user’s device using
any of the Ericom user interfaces, such as Application Zone. For users who
are working on the internal LAN, applications may be streamed using the
RTSP protocol.

For users connecting over the Internet, configure App-V streaming to use
HTTP or HTTPS. If packages were created using RTSP, use the WebConnect
variable RDP_AppV_DefContentPath to override the setting in the App-V
database. The OSD files will need to be manually changed to HTTP/HTTPS.
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The process of streaming applications from the App-V server to the client is
performed solely by App-V, the PowerTerm WebConnect Gateway is not used.

Related Environment Variables

AppV_DatabaseConnectionString — contains the connection string to the AppV
Database. This value is automatically populated by configuring Server |
Streaming | Configure App-V Database Connection.

RDP_AppV_DefContentPath (optional) - This allows an administrator to
override the path specified in the App-V database for OSD files (ignore what is
specified in the App-V database.) This value defines the path to App-V
content folder and gives the Administrator the flexibility to override the path
contained in the existing packages without the need to change them.

The variable can be defined using a UNC path, this is the default setting for
App-V known as RTSP (applicable if all users are within the organization) or
an HTTP path (applicable for users located outside the organization).

For example, setting this to: RTSP://AppV:554/content/ will override the
location specified in the App-V database and look in the above location
instead.

RDP_AppV_SFT_SOFTGRIDSERVER - When the App-V client is installed, it
creates a variable named AppV_SFT_SOFTGRIDSERVER. This value contains
the name of the App-V server. Once set, this variable is automatically passed
to the client when the user logs into Application Zone. By default, App-V
Package Sequencer uses the "SFT_SOFTGRIDSERVER” Windows variable
inside the package which represents the address of the streaming server or
load balancing device. App-V requires that this variable will be configured on
all App-V client machines. This WebConnect variable is the equivalent of the
Windows environment variable. RemoteView will set the
SFT_SOFTGRIDSERVER variable on all App-V enabled machines for internal
and external users. Setting this environment variable requires administrator
privileges.

NOTE After this variable is set, the user’s machine must be restarted.

Copy a connection based on an existing one:

e Select a Connection to be copied and right-click it; then select
Copy. The Copy Connection dialog will appear.

e Type in a new Connection Name. This will be a unique identifier
for the connection. Once it has been set, it cannot be changed
later on. If you wish to change the ConnectionNname, simply copy
the existing Connection, enter the desired name, and delete the
one that will no longer be used.
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e Click OK. The new connection will be created and the Connection

Properties dialog will appear.

e Make necessary modifications. Verify that the Display Name is

unique and then enable the connection.

e Click OK. The new connection appears with its own unique

properties in the Connection pane.

NOTE A copied connection is initially disabled. It must be manually enabled for

users access it. Go to the Connection’s Properties | Information |

Advanced button to enable the application.

¥ Enable thiz Application

Publishing Applications/Desktops from a Citrix

XenApp Server

Existing Citrix XenApp servers may be used as Terminal Servers (or RDS
Servers) in an Ericom Terminal Server “farm”. Two configuration changes
need to be added to the XenApp server in order to allow incoming RDP

connections.

Enable RDP on the XenApp Server (i.e. Windows 2008 R2)

e Open the Remote Desktop Session Host Configuration

e Select Create New Connection

e Select RDP for the Connection Protocol

!’f:{'Remote Desktop Session Host Configuration

File  Action Wiew Help

= = [l B [en

Qﬂ RD Session Host Configuration:
¢ Licensing Diagnosis

Configuration for Remote Desktop Session Host server:
ohisxal

‘You can use Remote Deskiop Session Host Configuration to configure settings for new connection
connections, and delete connections. Y'ou can configure settings on a per-connection basis, or for
whole.

Connections

Connection Name I Connection Type I Transport | E ncryption | Commen;

e Click Next and complete the configuration. Go to the protocol’s
Properties to perform any additional configuration for RDP.
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Allow Application and Desktop Access

Citrix XenApp Servers prevent users from launching applications directly over

RDP. This restriction can be removed by performing the following on the

Citrix XenApp (6.0) server that will be used as a Terminal Server:

NOTE This information is taking from the Citrix website and may vary for
different versions of Citrix Presentation Server or XenApp. Website link:

http://support.citrix.com/article/CTX124745

Changing the Default Unfiltered User Policy Settings for ICA in the DSC

To change the default unfiltered User policy setings for ICAin the DSC, complete the following procedure:
1. Select Policies.
2. Activate the User tab (you notice the default unfiltered policy).
3. Toaccess the default policy settings, activate the Settings tab in the lower pane.
4. Click ICA on the Categories window.

Allowing Non-administrative Users to Connect to the Server Desktop

To allow non-administrative users to connect to the senver desktop, complete the following procedure:
1. Click the Add link for starting the Desktop.
2. Select Allowed.
3. Click OK.

Allowing Non-administrative Users to Start Any Application during Client Connection

To allow non-administrative users to start any application during client connection, complete the following procedure:
1. Click the Add link for starting the non-published programs during client connection.
2. Select Enabled.
3. Click OK.

F
i
|
i

wlces Console

s Informatien | Alerts | Computer User
tion Tools

(& Policies <n

| rrasvaonize Search User Policies

vl . . - . . nable  [E Disable
N ace) Launching of non-published programs during client connection

i N Enabled

If & custom client connection specifies an arbitrary program, it will run on farm servers

" Disabled
Only published applications and published desktops can be run

Help | Comment

#pplies to XenApp 6.0 or later
Spedifies whether to launch initial applications or published applications on the server, By default, only published
applications are allowed to launch.

Search ICA
o
ICA : i —oubli ing cli i
) Launching of non-published programs during client connection Edit Remo
Audio IcA
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"{@ Desktop launches

% Allowed
Non-administrative users can connact to a server desktop

€ Prohibitad
Al users, including administrators, prohibited from connecting to server desktop

Help Comment |

Applies to XenApp 6.0 or later (Terminal Server only)

Allows or prevents non-administrative users to connect to a desktop session on the ssrver,

When zllowed, non-administrative users can connect. By default, non-administrative users cannot connect to desktop
5255I0N5.

B
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13. CONFIGURING POWERTERM LOAD

BALANCER

The PowerTerm WebConnect Load Balancer is designed to distribute user
requests evenly in an Ericom Terminal Server farm and avoid resource
bottlenecks. The Load Balancer is comprised of three components:

e PowerTerm WebConnect Load Balancer Server gathers real-time
information from the Terminal servers and routes incoming users
requests to the least loaded server.

e PowerTerm WebConnect Load Balancer Agent provides the Load
Balancer with resource usage information of the server it is

running on.

e PowerTerm WebConnect Load Balancer Administration Console
manages settings associated with the Load Balancer. All settings
are stored in a XML formatted configuration file
(LoadBalancer.xml).

PowerTerm
WebConnect
Server

Permanent List

.-/' i
a«
Port 4020

Terminal Server
with LB Agent

o

B Port 4010 . o LB

Administration

Tool

Load Balancer
¥

. Broadcasting

Terminal Server Terminal Server
with LB Agent with LB Agent
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Load Balancing Process Overview

e End-user logs in to PowerTerm WebConnect Server and is authenticated.

* Once validated, the user is presented with a list of available applications and desktops available
from the Terminal Servers.

¢ When the user selects an application or desktop, PowerTerm Load Balancer will find the least
loaded Terminal server based on information provided by the Load Balancer Agent on each
Terminal Server.

e PowerTerm Load Balancer will provide the connection details of the target machine.
e PowerTerm WebConnect Server will provide the session attributes.

* The user is connected to the assigned application or desktop using RemoteView.

Installation

PowerTerm WebConnect Load Balancer is automatically installed with the Full
Installation option of the installer.

To install PowerTerm WebConnect Load Balancer Administration Console after
PowerTerm WebConnect Server has already been installed, go to <PowerTerm
WebConnect Installation Folder>\WebConnect
5.X\AddOns\LoadBalancerAdmin\LoadBalancerAdmin.msi.

The Load Balancer Server may also be installed independently by running
PTLBServer.exe that is included with the original installation media (same
location as the installer for PowerTerm WebConnect).

On Windows 2012 servers, enable .Net 3.5 when installing the Application
Server role. If .Net 3.5 is not installed, the following error message will
appear when the Load Balancer admin console is launched:

&y 1 PowerTerm WebConnect Load Balancer Administration Console
| L' requires the installation of NET Framewerk version 3.5,

You can dewnload the .NET Framework from:
http://www.microsoft.com/downloads/detail AFamilyld=333325fd
-2e52-4e33-b331-508d977d32ab8udisplaylang=en

You will need to restart Administration Console after the installation.

Do you want to download and install the NET Framework right now?

Yes I No
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PowerTerm Load Balancer Server

The PowerTerm WebConnect Load Balancer server runs as a Windows service.
By default, PowerTerm WebConnect Load Balancer server listens over TCP
port 4010. This can be modified using the command line or XML and cannot
be changed via the PowerTerm WebConnect Load Balancer Admin Tool.

The PowerTerm WebConnect Load Balancer Agent is periodically collecting
information about the server it is loaded on and reports the gathered data to
the Load Balancer server at a pre-determined interval. If no information is
received from a Terminal server within a five minute interval, the Terminal
Server is classified unavailable in the PowerTerm WebConnect Load Balancer.

Starting/Stopping the Load Balancer service

The PowerTerm WebConnect Load Balancer runs as a service and can be
started and stopped using the Services MMC plug-in (services.msc).

From the server running the PowerTerm WebConnect Load Balancer Server
run services.msc. Next, right-click on the PowerTerm WebConnect Load
Balancer Server, and select the desired operation.

* APowerTerm Load Balancer § System and ... Started Automatic

Start
Stop
Pause
Resume

Restart

All Tasks 3
Refresh

Properties

Help

Modifying PowerTerm WebConnect Load Balancer's Port

The Load Balancer’s port can be modified under the service’s properties.

From the server running the PowerTerm WebConnect Load Balancer Server
run services.msc. Right-click on the PowerTerm WebConnect Load Balancer
Server, and select Properties. Modify the Load Balancer's port by entering the
desired port number in Start parameters.
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Backing up the Load Balancer configuration

All settings are saved into the LoadBalancer.xml file. To back up the

configuration, simply copy this file to an alternate location. To restore/import
saved load balancer settings, simply copy this file back to the Load Balancer

folder and restart the service.

General | Log Dnl Recavery | Dependencies |
Service name:  PtLoadBalancerServer
Display name: |F'nwe|TErm Load Balancer Server
Description: ‘ ;I
[}

Path to executable:
"'C:MProgram Files\Ericom Softwarew'ebConnect 5.5% oad BalancerPtLo:
Startup type: Automatic j
Semvice gtatuz:  Stopped

Start | Stop | Fauze Fesume |
‘Y'ou can specify the start parameters that apply when you start the service
from here.
Start parameters: |4U1 1]

Ok I Cancel | Aol

Clustering the Load Balancer

For the Load Balancer to operate in Cluster mode, use the Load Balancer
Administration Console to specify the path of the cluster (shared) database.

All servers that will use the shared database need Full permissions to access

the Configuration file path.

Configuring the Cluster Path

e Open PowerTerm Load Balancer Administration Tool.

e Go to Configuration | File Location. Under the Actions pane, select

Change File Location.
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File Action View Help

= 2E BE
7 C)f

Actions

b4

1 Load Belancer Configuation s Location File Location -
f
J1 ChangeFile Location.

2 Refresh

h
) Statistics Default Location - View 3
7 Hel
Fi File Location || .o g Fies 6e86)\Encom Software\WebConmect 5.7\Load Baancer B e
“%, Configuration File (s
Load Balancer Configuration fle Location
Defaut Location
@ Speciy Paih (Local \ Remote ) [Vwmyciuster) =

[ ok ]| Cancs |

e Select Specify Path and enter the location of the centrally shared
directory of the database (XML file).

¢ Click OK.

NOTE Cluster mode can only be enabled if the full network path is defined in the
PtServer.ptr file; and the PtServer.ini file is defined with the /ocal path to
the license file.

If the full network path is defined in the PtServer.ptr file, but the
PtServer.ini file is defined with the network path to the license file, the
PowerTerm® WebConnect Server will operate in Failover mode.

PowerTerm Load Balancer Agent

PowerTerm WebConnect Load Balancer Agent (PtLoadBalancerAgent.exe) is
installed along with the Ericom Access Server. PowerTerm WebConnect Load
Balancer Agent runs as a Windows service and must be installed on every
Terminal Server that will be part of the Ericom PowerTerm WebConnect farm.

PowerTerm WebConnect Load Balancer Agent sends resource information to
the Load Balancer Server at least once every 5 minutes, or when there is a
5% or greater change in any of the Load Balancing Criteria. All related
activity is tracked in the log file (PtLoadBalancerAgent.log). The ten most
recent logs are saved (named as PtLoadBalancerAgent.bck-XX.log).

NOTE A new log is created each time the service is started, or when the log size
exceeds 1MB.

PowerTerm WebConnect Load Balancer listens over TCP port 4020, but the
port can be changed either via the command line or via the registry.

Support

To diagnose problems related to the Load balancer Agent, a log is required.
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Perform the following to enable logging for the Load Balancer Agent (this is
different than the TSAgent log).

e Open Regedit.exe and go to HKLM | SOFTWARE | WOW6432NODE
| ERICOM SOFTWARE | PTLOADBALANCERAGENT

e Change the value of CREATELOGFILELEVEL to F
e Restart the Load Balancer Agent service

e Alog file will be created under C:\Program Files (x86)\Ericom
Software\PtTsAgent named PtLoadBalancerAgent.log

Please send this log to Ericom Support once the issue with the Load Balancer
Agent is observed.

PowerTerm Load Balancer Administration Tool

PowerTerm WebConnect Load Balancer Administration Console
(PtLoadBalancerAdmin.exe) is used to view and set all of the Load Balancer's
parameters and attributes. The Load Balancer Administration Console is an
MMC snap-in module

Using the PowerTerm WebConnect Load Balancer Administration Tool, the
administrator determines the how the balancing criteria is applied across the
Terminal Server farm. The Load Balancer Admin Console may be launched
from the Start | Programs | Ericom Software | PowerTerm WebConnect | Load
Balancer folder or by click its icon from the Administration Tool.

%

NOTE When launching the Load Balancer Admin console from the PowerTerm
WebConnect Admin tool, it will use gateway mode, if a gateway is
configured. This is so the admin console may be launched securely from a
remote location using the Ericom Secure Gateway.

Connecting to Load Balancer

To connect to a Load Balancer Server launch the Load Balancer Tool
Administration Console and right-click Load Balancer and select Connect.

% Load Balancer - ILc |
g % Terminal 5el Connect...

) ) m® Load Balancer
: E% Configuratic

Yiew 2

Help
| IR

A Connect dialog will appear.
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Select the computer you want this snap-n to manage.

This snap-in will always manage:

@ Another computer:  LOCALHOST

Part: 4010

Host: " Local computer: {he computer this console is running on)

[ ok

l | Cancel |

Enter the address and port of the Load Balancer Server and click OK to

connect.

Adding Terminal Servers

Automatic Discovery

PowerTerm WebConnect Load Balancer Server sends broadcast messages to
all Terminal servers. If a Load Balancer Agent is running on a server, it will
be detected and added to the PowerTerm WebConnect Load Balancer server

list if the Automatic search is enabled under Server Search.

PowerTem Load Balancer serverlist

it will automatically be recognized and added to the

% Server Search

[¥] Automatically search for servers on my local network

oK | [ Cancel

% Load Balancer - [LOC/ Actions
SR, Terminal Servers % Load Bafancer Search Servers Settings Servers Search =
a % Configuration
& Criteria 2 Change Broadcast Sett...
1 Log File E Refresh
]
= Servers Search View »
o S_tahsms 1 PowerTemn Load Balancer sends out a broadcast message
{1 File Location x to ll Terminal servers on a local network. H Hep
If & PowerTem Load Balancer Agent is running on the server,

NOTE Clearing the setting will remove any active server from the load balancer
list that was added with the discovery feature

Terminal servers that have been found via automatic search will be displayed

in blue text, as shown here:
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. PoweiTerm WebConnect Load Balancer Administration Console [=n = T
Eile  Action Miew Help
= =E B
%, Load Balancer - [LOCH | stats Rank = Address IP CPU. Me. Sessions Actions
BB, Terminal Servers (| @ Active 1 US-YDIDEMO:1310 19..29%3 938 3 Terrninal Servers -
4 ' Configuration @ Active 2 US-BL2008R2:49179 19. 1900 877 4
= Criteria & Active 3 US-WM03:1704 . 2998 178 2 % Add...
3 Log File [EEusy 19999 [US-QAWC:310 11912963 20 12 | S Disable Logins Tempor...
‘-, Servers Search ﬂ- Set As Parmanent
A7) Statistics
J File Location S Remave
5" Properties...
@ Refresh
View 4
H Help

NOTE PowerTerm WebConnect Load Balancer broadcasts do not work across
subnets

Permanent Mode

A server added via automatic discovery can be converted to permanent mode.
A permanent server is one that is not managed by automatic discovery. If
automatic discovery is disabled, permanent servers will not be removed. If a
server is permanent, but not connected, PowerTerm Load Balancer will try to
reconnect every 30 seconds.

NOTE Automatically discovered servers cannot be removed manually from the list
unless it has been set to Permanent.

Manually Adding Servers

Additional servers can be manually added to the PowerTerm WebConnect
Load Balancer list by selecting Add. Enter the server address when prompted
to add a new server. All manually added servers are permanent mode.

% Add Server

Host:  |192.168.0.100]
Port: 4020
[ ok || cancel |

If any added server does not have the Load Balancer Agent running, it will be
displayed as Not Connected.

Viewing Server Properties

Double click on any Terminal Server in the load balancer list to view its
properties:
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Address: US-VDIDEMO: 1320

IP: 192.168.35.77
COperating system: Windows 2003 Server
Mumber of CPLUs: 1

CPU {MHz): 2993

Physical memory (MB): | 1.459

Close

Disable Logins

To prevent logins to any server in the list, highlight the desired server and
select Disable Logins.

& Disable Logins Temporarily

A Terminal Server that is disabled will be set to Busy and displayed in gray.

e gt R L TS
P

To enable logins in a disabled Terminal Server, click Enable Logins.

& Enable Logins

Removing Manually Added Servers

To remove a server from the load balancer list - highlight the desired server
and select Remove.

The administrator will be prompted to confirm removal of the server. Select
Yes to remove the server. The server can be added back in the future.

nen Are you sure you want to remove server 192,168.0.100:40207

NOTE When a server is removed from the Load Balancer, it will also be removed
from ALL connections that explicitly use it.

Logging
There are two different types of Load Balancer log files:

Standard - traces how the different servers connect and disconnect to
PowerTerm WebConnect Load Balancer.
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Verbose - traces all activity on PowerTerm WebConnect Load Balancer, such
as connection history, packet sizes, etc.

To enable logging, Launch the PTLB Administration Console and select
Configuration | Log file. The current log file will be displayed. To change the
logging setting, select Change Log Level.

Actions
9@ Load Balancer Log Definitions Log File -
. 1 Change Log Level...
a Refresh
Log Level E
View »
3 Hel,
Naone % Eod File ﬂ P
v Standard (default)
Verbose Log Level:
C:\Program Files («86)\Ericom Soff None
LogFile Standand {default) 7y
2010:05-28 04:

057715 304 S ©) Verbose B.7\Load Balancer\PtL =
7715304 R Balancer |
7715 304 V|

5337,
2010-05-28 04:53:3
2010-05-28 04:53.3
2010-05-28 04:53:3 77 .
2010-05-28 04:53:37.057715 304 C Log File Location:
2010-05-28 04:53:37.057715 304 C|
2010-05-28 04:54.07 046063 304 C 5 i 3

30100598 04.54.07 145053 304 C:\Program Files {(x86}\Ericom SoftwareWebConnect
2010-05-28 04:54.07 046063 304
2010-05-28 04:54:07 046063 304
2010-05-28 04:54.07 046063 304 C ———
20100522 04:54.07 046063 304 C [ ok ]| cancel
2010-05-28 04:54:07 046063 304 C|
2010-05-28 04:54.07 046063 304 C
2010-05-28 04:54:07 046063 304 Connection refused, Version is not compatible

2010-05-28 04:54:07 046063 304 Client 192.168.35.216:1183 disconnected

2010-05-28 04:54,07 046062 304 Connection refused, Version is not compatible

2010-05-28 04:54:07 046063 304 Cliert 152.168.35.125:4763 disconnected o5

« [ b

PowerTerm WebConnect Load Balancer server generates a log file in the
current directory (PtLoadBalancerServer.log). The last ten log files are saved
and named PtLoadBalancerServer.bck-01.log, PtLoadBalancerServer.bck-
02.log etc.

NOTE Every time the service is started or the log size of 1MB is reached, a new

log is created.

Optimizing the Load Balancer

Onrush Blocking

When a fresh server is brought online into a load balanced environment, the
tendency is to send all user logins to the new server as it is the least loaded.
The onrush of logins will overwhelm the new server and cause a "black-hole"
effect. An onrush situation is where users will be unable to connect to the
Terminal Server, and the server may even crash.

To avoid onrushing, PowerTerm WebConnect Load Balancer can be configured
to only allow a specific number of clients to connect during a set interval.
This will balance the amount of logins directed toward any specific server and
eliminate access problems associated with onrush activity.
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Configuring Onrush Blocking

Select Criteria from the Configuration menu and select Change Onrush
Blocking. Enter the values for the total amount of users that can connect
during any given interval.

File Action View Help

a5 2EEE

% Load Balancer - [LOC/

Actions
8B Terminal Servers “-;(ﬁ Load Baancer Calculation Defintians Criteria -
2 i Configuration =
B Gitera 7 Change Calculation Definitions...
) Log File [&. Change Calculation Exclusion Criteri
Balancing Crieria 3
&, Sne Starch &, Change Agents Settings..
A7 Statistics S
o 2
Ji File Location Server Exclusion Crkeria ¥ . (ChangeOnnich Blicking Satting:
2 Refresh
OnrushBlocking S View »
H vep
limi the amount of cients that can be added to each senver duing a speciic
time interval
Atotal of 10 cents can connect to the
same server duning the same 20 second interval,
AgentSetings ¥
2, Onrush Blocking

Atotalof 10 clients can connect ta the

same server duingthe same | 20 second irterval

C ) o

When a server has Onrush Blocking activated, it will be ranked with a -1.

%

== 7

=] M [rz)

File Action View Help

PR~ N SR -

i %, Load Balancer - [192.1? Status
B Terminal Servers| || & active

Setting the Balancing Criteria

The Balancing Criteria is a set of parameters that defines the most eligible
Terminal Server for user access. To change the criteria calculation go to
Configuration | Criteria | Change Calculation Definitions.

Built-In Load Balancing Options

Value

Definition

Memory Driven
(default)

Memory is given the most emphasis among the criteria

CPU Only

CPU is the sole emphasis among the criteria

Memory Only

Memory is the sole emphasis among the criteria

Sessions Only

The number of sessions is the sole emphasis among the
criteria
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Custom Balancing Configuration

The administrator can decide (by adjusting the two bars) what percentage of
the Memory, CPU and Sessions will be used to set the load balancing criteria.

The Memory Limit for Calculation balances the memory calculation between all
Terminal Servers. If one server has a much more memory than others in the
list, this setting does not give it an advantage over the other servers. This
value is substituted for the machine's memory size when calculating the
server's rank. The result is better user distribution between all listed servers.

Buitt-in

@ Custom

CPU (28%)

Memory {45%)

Sessions (27%)

If more free memory is available on a serverthan
the memory limit, this value will be used instead
when calculating the server's rank

Memary limit for calculation 350 ME

[ ok [ Caneal |

Server Exclusion Criteria

A server is disqualified from user access if it exceeds any of the specified
values in CPU usage or Sessions, or does not reach the required Available
Memory level. This is in contrast to the Balancing Criteria which determines
the eligibility of a server to accept requests.

Configuring Server Exclusion Criteria
Select Configuration | Criteria | Change Exclusion Criteria.

Specify the CPU usage (in percentage) that when exceeded will disqualify the
server from receiving user connections.

Specify the minimum Available Memory (in MB) that when reached will
disqualify the server from receiving user connections.

Specify the Concurrent Session count that when exceeded will disqualify the
server from receiving user connections.
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Actions

'";f} Load Balancer Caloulation Definitions Criteria -
E

©  Change Calculation Definitions...

% Change Calculation Exclusion Criteria...

Balancing Critesia ®
ﬁ Change Agents Settings...
e & Change Onrush Blocking Settings...
Z\ Refresh
View »
Memory (60%) % Server Exclusion Criteria ]
E Hep
Sessions (10%)
CPU usage {morethan) E 2
If more than 350MB free memory is Available memery fess than) 40 MB
350MB will be used instead when c
Sessions (more than) 1000
Server Exclusion Citeria A
[ ok ][ Caned
Load Palancer dose oot dirert caw clienfed rrer2e long = b

Agent Sampling Settings

The Load Balancer Agent on each Terminal Server collects sampling data
(CPU, Memory, or Number of Sessions) for transmission to the Load Balancer
Server. An average of these samplings is calculated for the specified duration
of the Sampling Period.

Configuring the Sampling Settings

Select Configuration | Criteria | Change Agents Settings. Specify the amount
of time (in seconds) in for sampling period on which the average will be based
on.

Notification Threshold

This is the percentage in the server's criteria that must change (between the
previous and current sampling) before a notification is sent to the Load
Balancer server. If there is a significant change in the Threshold percentage
since the last sampling period, a notification is sent to the Load Balancer.

NOTE If no notification is sent within five minutes from a Terminal Server, the

Load Balancer Server will classify it as unavailble.

Actions
jf} Load Balancer Calculation Defintions Criteria -

Change Calculation Definitions...

Change Calculation Exclusion Criteria...

DaldicinA Cileiia 0 ==
BB Change Agents Settings...
i & Change Onrush Blocking Settings...
D Refresh
View »
Memry (60%) %, Agents Settings (=) 7]
Help

Sessions (10%)
Resourcss Sampling Period 30 Seconds

ff more than 350MB free memor Processes Sampiing Period 10 | geconds
350MB will be used instead wh
Notfication Threshold 5 %
Server Exclusion Cikeria
[ ok [ conce

Load Bal does oo direct new cleniein 2 cenier2e oo as by
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14. DEPLOYING DESKTOPS WITH VDI

PowerTerm WebConnect DeskView is the built-in VDI connection broker for
users to access remote desktops over PowerTerm WebConnect. With
Presentation Virtualization, all users have access to applications and desktops
on a multi-user operating system provided by a Microsoft Terminal Server.
Desktop Virtualization is the concept of delivering applications and desktops
from a dedicated (private) operating system hosted on virtual machines and
physical machines. The connection broker grants each user access to his or
her own desktop session. Each session is an isolated environment, so, if a
failure should occur on one machine (physical or virtual) it will not affect any
of the other machines. DeskView also provides the ability to create custom
pools of desktops for flexible deployment possibilities.

PowerTerm WebConnect DeskView consists of the following components:

e PowerTerm WebConnect DeskView Server is the connection broker
service that interfaces between PowerTerm WebConnect Server
and the servers hosting the desktops.

e PowerTerm Connection Broker Administration Console is the
administrative interface for configuring PowerTerm WebConnect
DeskView Server.

e PowerTerm WebConnect Server provide necessary functions for
DeskView related to licensing, authentication, and publishing
characteristics.

Definitions

Pool A collection of desktops with similar traits (i.e., similar
applications installed on each, same OS, etc.).

DeskView PowerTerm WebConnect’s built-in connection broker

Virtual Desktop Any instance of a user workstation. This can be a VMWare
virtual machine, Hyper-V virtual machine, Parallels
Virtuozzo container, PColIP desktop, etc.

Ericom Tools An agent that is installed on each virtual or physical
machine. It communicates with the DeskView server.

PColIP PC over IP protocol by Teradici
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The VDI Connection Process

| The VDI Connection Process

End user connects from end-point device: thin client,
workstation, mobile device, etc.

Connection Broker authenticates user and assigns
appropriate resources. Monitors active sessions

f",ff A End user connects to virtual desktop to do work
L

g Virtual desktop is hosted on a virtualization host in
the datacenter

Getting Started with PowerTerm WebConnect

¢ Verify that Requirements are met
soyil| e Install PowerTerm WebConnect Full Option

¢ Launch the Connection Broker Admin Tool
¢ Configure the DeskView settings (i.e., directory service)

e Add Hosts
=s)c!| * Create or prep are a virtual desktop for cloning

¢ Create Machine Configuration templates for cloned desktops
Jo)i'| * Add and configure Pools or Auto-sizing Pools

¢ Test and validate connections
ep ¢ Instruct users on how to login from a workstation, thin client, or PColP client

~N

¢ When the user selects a pool, DeskView will connect the user to an assigned desktop

/

. Connection Broker Admin Tool: make changes to pool and entitlement settings
¢ PowerTerm WebConnect Admin Tool: make changes to publishing and Blaze settings |
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PowerTerm Connection Broker Administration Tool, is used to configure
settings related to VDI and managed systems (including PCoIP devices). This
console manages the PowerTerm WebConnect DeskView service. Use this
console to manage functions related to user entitlements, virtual desktop
configuration, and PCoIP device administration.

PowerTerm WebConnect Administration Tool, manages publishing of
applications and desktops. Manual deployment of VDI pools may be
performed using this tool.

Installation

Requirements

The server hosting DeskView and PowerTerm WebConnect must be running
Windows 2003 or higher. 800 MB of free hard-disk space must be allocated
to PowerTerm WebConnect Server and 256 KB of RAM for each active session

e Microsoft .NET Framework 4 Full edition must be installed on the
PowerTerm WebConnect server.

e For Web Portal Access: Enable IIS role on the server
e The server's Computer Browser service must be running.

e For VDI: Connection and login information for desired hypervisors

Installation

PowerTerm WebConnect DeskView is automatically installed with the Full
Installation option of the PowerTerm WebConnect installer.

To install DeskView manually after PowerTerm WebConnect Server has
already been installed, go to <PowerTerm WebConnect Installation
Folder>\WebConnect 5.X\AddOns\DeskView VDI and run
DeskViewServerSetup.msi and DeskViewAdminSetup.msi.

NOTE The connection broker cannot be installed on an operating system acting

as the hypervisor. For example, DeskView cannot be installed on the
Windows 2008/2012 operating system running the Hyper-V role.

Preparing Virtual Desktops

Gold Image

When starting off, create or prepare an existing desktop for use as the gold
image template. This desktop will be used as the base for all future desktops
(child desktops) and cannot be accessed by an end-user. Once a desktop is
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set as the gold template it cannot be modified as this would risk corruption in
all child desktops that are generated from it. The Gold image should be
configured with all the necessary applications and settings that go into
creating a standard workstation desktop in the organization. Here is a
checklist of actions to consider when preparing the Gold Image:

e Install, configure, and update the operating system

e Install any desktop agents used by third-party software (i.e.,
Ericom Access Server, Ericom Tools, etc).

e Install any applications that go into the standard workstation
image (i.e., anti-virus, software deployment tools, PowerTerm
WebConnect RemoteView client, etc.)

e Configure firewalls to allow ports that will be used by the agents
and installed applications.

e DeskView’s Sysprep feature uses port 21

e Access Server 3.x (AccessNow/Blaze) port is 8080 by
default

e Blaze 2.x port is 3399
e Ericom Tools uses 4045.

e Ensure that only one (virtual) network adapter is used in the
virtual desktops. Having multiple adapters (i.e., a VPN adapter)
may confuse virtual desktop agents that need to reference a local
IP address.

Ericom AccessNow

The Ericom Access Server is required to enable HTML5 RDP access. The
Access Server installer is found under the AddOns directory. Install this on
each virtual desktop that is planning to host HTMLS5 sessions.

Ericom Blaze

The Ericom Access Server is required to enable Blaze RDP Acceleration. The
Access Server installer is found under the AddOns directory. Install this on
each virtual desktop that is planning to host Blaze sessions.

Ericom Tools for Windows

Ericom Tools (VmAgent) is an agent that is installed on each virtual or
physical machine. It communicates with the DeskView server and relays
important information about the machine’s status. When using Free seating
(user name authentication), Ericom Tools will pass the authenticated
credentials to the target virtual desktop for provide single-sign on.
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NOTE On Windows 7 desktops, in order for the SSO to operate properly, the

desktop’s UAC (User Account Control) cannot be set to Never Notify. Use
any of the other three settings.

llj Mot recommended. Choose this only if you need to
use programs that are not certified for Windows 7
because they do not support User Account Control.

N ify

Once Ericom Tools is configured and running, use the Connection Broker
Administration Console to verify that the Ericom Tools status is Connected.
Once Connected the virtual machine will be available for user access.

NOTE Virtual machines must be added to a pool in the Connection Broker before
it can be accessed by end-users.

Requirements

Operating Systems Supported: Windows XP and higher

Ericom Tools Installer Package Files: The latest Ericom Tools for Windows
packages can be downloaded from the AddOns folder: <drive>\Program Files
(x86)\Ericom Software\WebConnect 5.X\AddOns\DeskView VDI

32 bit operating systems: EricomTools.MSI

64 bit operating systems: EricomTools_64.MSI

NOTE Install the appropriate version of Ericom Tools based on your operating

system. The x64 version of Ericom Tools must be used on x64 operating
systems

Installation Instructions

Run the Ericom Tools MSI on the virtual desktop. Enter the address of the
PowerTerm WebConnect DeskView server. Ericom Tools for Windows can also
be deployed centrally from the Administration Console if the following
conditions exist:

The IP address of the virtual desktop is detected by DeskView

The Domain administrator account configured under DeskView has
access to install applications on the virtual desktop

Centralized Deployment
Ericom Tools can be deployed to any virtual desktop using the Connection
Broker Administration Console. Right-click the desired virtual desktop and

select Install Ericom Tools. Ericom Tools can only be deployed centrally if the
IP address of the virtual desktop is recognized by the broker and the domain
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administrator (configured under Options | Network tab) has rights to install
applications on the local desktop.

HINT If the virtual desktop is not part of a Domain, the domain administrator

may not have access to install applications.

Broker Discovery

When Ericom Tools is first started, it initiates a discovery action for DeskView.
The desktop running Ericom Tools must be using DHCP to use this feature.

Ericom Tools performs the following discovery steps to determine the address
of the Ericom broker:

IP address if the RegistryFirst key is enabled (1) in the Registry
e DNS value: ericom-broker

e DNS-SRV value: _ericom-broker

DNS value: ws-broker (only when PCoIP environment is verified)

DNS-SRYV value: _pcoip-broker (only when PCoIP environment is
verified)

IP address if the RegistryFirst key is disabled (0) in the Registry

Connection Broker Administration Tool

The DeskView Connect Broker Administration Console is an MMC snap-in
module used to manage the connection broker settings.

Connection Broker Admin Console Panes

Hosts/
Pools

&——————— Action

Hosts/
Desktops

Propasties

o
General

Disglay Noms: W7 _838_100 Powes Stk

Properties

poat [ Eron Tocki Rt [Covecied @
Erable F
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NOTE All objects under Managed Hosts and Pools will be listed alphabetically.

Pane

Description

Toolbar

Window pane functions

Hosts/Pools

Tree view of available hosts and pools

Hosts/Desktops Detailed view of configured hosts and virtual desktops
Action List of available actions for selected object
Properties Displays Properties associated to the selected object

Hosts/Desktops Pane

| MName - | Power State | Ericom Tools | User | IP Address | Login Status | Login User

Right click on the Status bar to select settings to display

Column

Description

Name

The desktop’s name

Unique Identifier

A unique ID assigned to the desktop

Power State

The status of the desktop’s power state
Running, desktop is active

Stopped, desktop is currently in a stopped state
Paused, desktop is currently in a suspended state

Missing, desktop is not found on the host.

Ericom Tools

Displays status of Ericom Tools agent.

Running, Tools are active

Disconnected, Tools were previously connected, but is

currently disconnected.

Unknown, Tools never connected.

User Active user of the desktop
IP Address The desktop’s IP address
DNS Name The desktop’s DNS address

Operating System

The desktop’s operating system type

Unknown, the information is not found

Login Status

Displays the desktop’s user status.

Logout, the user is logged out.
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Connect/Disconnect, the user is logged in and
connected/disconnected.

Only available when Ericom Tools is installed.

Login User Last logged in user

Only available when Ericom Tools are installed.

Host Displays the name given to the host.

Host Type Displays the virtualization host type.

State Displays status of the desktop on the virtualization
host

Connected, the desktop is found

Disconnected, the desktop is not found (may be

deleted)
MAC Address MAC address of the desktop
Owners Displays current owners of the desktop
Current Action Displays any current actions that are applied on the
desktop by DeskView
More... Show dialog to configure the columns
Properties Pane
Field Description
General Displays the desktop’s details
Entitlements Displays the users/MACs/computers that have be
assigned to this desktop.
System Information Displays the system details
Machine Resources Displays the memory and CPU resources
Recent Tasks Displays tasks applied to the selected object by
DeskView

DeskView Server Options

To configure settings associated with DeskView Server, right click on
PowerTerm WebConnect DeskView and select Options.

Tab Description

General Failover and Refresh Interval Settings.
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Network Configure domain administrators. Specify the network
search range. Enable FTP server.

Log Files Configure server logging criteria.

PColIP Configure PColIP configuration for PColIP enabled hosts.

WYSE Plugin Enable and configure WYSE Plugin settings.

Administrators Configure Administrators for DeskView

Configuring Directory Services in DeskView

Directory Services must be configured in DeskView to assign user and group
objects to DeskView-managed desktops and pools. This is also required for
PCoIP user/group assignments. Add desired directory services (domains)
using the PTWC DeskView Options | Network | General dialog.

General Available Domains
FTP Server Specify the network domains that you use You will be able to assign rescurces to users
Lo Files and groups that belong to these domaing. In addition, managed machines can be
9 automztically added to these domains {this functionality requires that you provide valid
PCalP administrative credentials for the domains}).
General If & desired network domain is not listed, please verfy that you have provided appropriate
credentiala for the domain to which the DeskView server belongs, using the Properties
Firmware dialog for that domain. This will allow DeskView to obtain all the domains with which that
Authertication domain has a trust relationship. Use the New bution to add domains explicitly, even if they
do not hawve a trust relationship.
YER cconicca — — ——________[—m
Administrators T
[ Mew. |
[ Delete. |

NOTE All VDI assignments are managed using the PTWC Connection Broker
Administration Console, not the PTWC Administration Console

Ericom PowerTerm WebConnect DeskView uses Microsoft Negotiate to peek
the security support provider.

http://msdn.microsoft.com/en-

us/library/ms721625(v=VS.85).aspx# security security support provider gly
When PowerTerm WebConnect is running on the same domain that the LDAP
server is running on, Microsoft Kerberos is used. In Kerberos (version 5) the
password is not sent over network the network at all. See
http://msdn.microsoft.com/en-us/library/aa378157(v=VS.85).aspx - this is
the best security protocol on a Windows OS.

If the VDI server is not running on a system that belongs to the domain,
NTLM or simple binding is used.

Managed Hosts

To add a VDI host for management by DeskView, right click on Managed
Hosts and select Add Host.
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ﬁﬁ Power Term WebConnect Deskiiew

= Managed Hosts

Add Host
Find Machine

Wiew g

Refresh
Expork Lisk. ..

Help

This will start a wi

VDI Host Selection

E Addd & new Host
TN .. 00 Protrn

Chpke Hore:
e Virtuskzation Hast:

Dol ol Wivaen B4 B4 S
Weoresaft Hppar R2
Voot Syt Carr Y P
Pl Whszzo Containess

=
Add a new Host

zard to configure a new VDI host.

e Select the type of host to be added

Host Description

® Enter a name for the host (see supported platforms)
* Enter a description for the host (optional)

Host Configuration

e Enter the connection parameters for the host
e Certain hosts require credentials to connect to them

Default Pool

e Set a default pool if desired
¢ A Default Pool contains all machines of its Host

Supported Platforms Configuration parameters

VMware ESX/ESXi Web service address (https://<server>/sdk)

Username/Password

VMware vCenter

Web service address (https://<server>/sdk)
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Username/Password

Parallels

https://<IP>:4646

Domain Username/Password
Domain

Host-routed configuration is not supported

Microsoft Hyper-V R2

DNS/IP of the Hyper-V machine

Domain account that can access the host

Microsoft SCVMM

Server name or IP

XenServer Server name or IP
Root username/password
Oracle VM Server’s agent URL and Port (https://<IP>:8899)

Oracle VM Oracle Agent username/password

Xen based hypervisors

Driver

Transports

Server Address
Username/Password
Port

Path

Extra Parameters (if any)

Enomaly

Web service address (http://<IP>:8080/)

Username/Password

Host Menu

Right-clicking on a Host will display a menu.

II.E|‘=l Managed Hosts
G

Recanneck
Add Folder
Properties
Find Machine

Celete
Refresh

Help
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NOTE The Host menu may vary based on the type of host selected.

Menu item Description

Properties Opens the Host Properties

Reconnect Reconnects to selected host

Add Folder Creates a subfolder for the host - makes it easier to

arrange virtual desktops with similar traits

Delete Deletes the selected host

Refresh Refreshes the selected host

Machine Properties

Virtual Machine/Desktop specific settings can be set from its Properties page.
To access the Properties page, right click on the desired machine/desktop and
select Properties.

General tab

Displays status information of the selected machine/desktop. Use this page
to perform the following functions: change the assigned Pool of the machine,
Start, Stop, Suspend, Resume, edit Memo, and Enable.

Entitlements

Displays ownership information of the selected machine/desktop. Use this
page to perform the following functions: Remove current user assignment,
Add Users, Add Computer, Add PColIP client, Add MAC Address objects.

The Alternative Machine setting assigns an alternate virtual machine/desktop
to be the failover desktop. If the primary machine/desktop is unavailable,
users will be automatically redirected to the Alternative Machine. The
machine/desktop specified as the Alternative Machine must be contained in a
Pool, although the user requiring access does not need to be explicitly
assigned to the Alternative Machine’s pool. The feature is useful for PCoIP
users who need a backup desktop in case of mechanical failure of their
primary PColIP host desktop.

When the primary host is down upon user connection, DeskView will try to
start it with a wake-on-lan (magic) packet. If the machine is not active after
30 seconds, the Alternative Machine will be launched as the failover desktop.

System Information and Recent Tasks

Displays detailed information on the machines characteristics and past events.
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Machine Configuration

A Machine Configuration defines the parameters that will be used in the
Sysprep process when a virtual desktop is cloned. This enables cloned
desktops to be created with necessary characteristics and settings and start
on the network without causing conflicts with existing desktops. Multiple
Machine Configurations may be created to serve different purposes.

NOTE Ensure that Machine Configurations are only applied on desktops that are
properly licensed and activated. Applying a Machine Configuration on an
expired operating system will cause the Sysprep operation to fail.

Step 1: Starting the Machine Configuration Creation Process

Right click on Machine Configuration and select Add.

S

Properties
Delete

View 3

Refresh

Help

To create a new configuration, select Create configuration from scratch. A
new configuration can also be created using the settings from an existing
configuration.

Please specify machine configuration template

ldentification
Mame and Crganization (% Create configuration from seratch

Product Key " Use an existing corfiguration as a template

Administrator Password

Workcgroup or Domain

Computer Name

Time Zone and Regional Settings
Run Once

Time Out

Step 2: Set the identification parameters

Enter the Configuration Name and select the Windows operating system that
will be used. Three operating systems are available: Windows XP, Windows
7, and Parallels Virtuozzo Container.
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Machine Corfiguration Template o s i
Please specify configuration name and description
Identification

Mame and Organization

Product Key

Administrator Password
Wornkgroup or Domain

Computer Name

Time Zone and Regional Settings
Run Once

Time Out

The configuration name will be recorded as the Sysprep Identification
String in the registry of the corfigured machines.

Corfiguration Name: |UserDeskt0p

Select the windows product that will be installed using this configuration.

Windows Product: j

s 3 Windows XP
Description {optional)|\wWindows 7

Parallels Vituozzo Container

Step 3: Set the default name and organization

Machine Corfiguration Template
|dentification

Product Key

Administrator Password
Waorkcgroup or Domain

Computer Name

Time Zone and Regional Settings
Run Once

Time Out

Please specify the registered owner's name and
organization

Type the default name and organization you wart to uss.

Owner: IUser

Organization: IYour Compary|

Step 4: Enter the Windows product key to be used for the clones

Machine Configuration Template
Identification

Mame and Crganization
Administrator Password
Workgroup or Domain

Computer Mame

Time Zone and Regional Settings
Run Once

Time Out

Please specify Product Key

Type the Product Key for the destination computers.
You need a separate license for each copy of Microsoft Windows that you
install.

The Product Key you specify must match the Product Key provided to you
by Microsoft Licensing, Inc.:
i aninvalid Product Key is specified the configuration process will fail.

If the product key is invalid, this error may appear at the newly created VM’'s

console:
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Install Windows L'-&-J

. Windows could not parse or process the unattend answer file for pass
[specialize]. The settings specified in the answer file cannot be applied. The
error was detected while processing settings for component [Microsoft-
Windows-Shell-Setup].

——

Setup is applying system settings

Step 5: Enter the password for the Administrator account

Enter the current /ocal Administrator password used by the template desktop.
This is used to login to the desktop to apply the Sysprep operation.

ldentification = ==
Please specify a password for Administrator

MName and Organization account

Product Key
S

Workgroup or Domain Password:

Computer Name Confirm Password: i""""’

Time Zone and Regional Settings

I¥ - Encble AdminististorAccount
Run Cnce

HINT The Administrator’s password entered here should match that of the gold
template VM.

Step 6: Join the desktop to a workgroup or domain

Hachine Configurtion Tempiets Please specify Workgroup or Domain
|dentification

Mame and Orgarization &+ Join Workaroup

Product Key Mame: iericom|

Administrator Password

TEm———— o " Join Domain

Computer Mame

Time Zone and Regional Settings
Run Once

Time Out

Step 7: Set the desktops computer name

Two options are available. Either use the hypervisor’'s name as part of the
computer name or enter a custom string. The custom string can only be nine
characters. The suffix of the computer name will consist of a dash and five
digits. The Computer Name has a maximum of 15 characters.
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Machine Corfiguration Template i
Please specify computer name

|dentification

M d I This setting will be ignored and not used when applied to an auto-sizing pool. |
Extkc en) Cigonkz ol In that caze, the auto-sizing pool name will slways be used instead.

Product Key

Administrator Password " Use the hypervisor's machine name

Workgroup or Domain " |se the following computer name:

==

Time Zone and Regional Settings MNOTE:

Him Dace In_ case mult;ple machines are createc!,the name will be pr_efmed
with consecutive numbers, e.g. machine-00001 and machine-30002.

Time Out

Step 8: Set the time zone for the desktop

Machine Corfiguration Template = i b =
Please specify Time Zone and regional settings
|dentification
Mame and Organization Select a time zone for the destination computer.
Product Key Timezone:
Administrator Password Select the Language for non-Unicode programs.
Workgroup or Domain Locale: IEninsh {United States) _ﬂ
Computer Name Select the language you would like menus and messages displayed in.
Time Zone and Regional Settings Language: IEninsh (Urited States) ﬂ
ALl Select the locale used for numbers, time, cumency and dates.
e bt Locale:  [Englsh (Uited States) =l
Select the input locale.
Locale:  |Engish (United States) =

Step 9: Set the Run Once command

This is useful where additional commands need to be launched the first time
Windows starts.

Machine Corfiguration Template

Please specify Run Once command
Idertification
To automatically un a command the first time a user logs on, type the

N d Ozt
BLESH L command in the following box, and then click Add.

Product Key

Administrator Password Eocedo
Workgroup or Domain

Computer Nams Run these commands:

Time Zone and Regional Settings

Time Out

Step 10: Set the Machine Configuration process timeout

The Machine Configuration process will stop after the specified amount of time
has elapsed.
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Machine Configuration Template - .
Please specify process time out

Identification

Mame and Organization Time for the Machine Conrfiguration to be done, if the process will not

end at the specified time an emor will occur

Product Key

Administrator Pasaword Time out {minutes): I3|} 3:

Workgroup or Domain

Computer Name

Time Zone and Regional Settings

Run Once

Editing or Deleting a Machine Configuration

Right click on a Machine Configuration to edit its Properties or delete it.

Machine Configurations

e
UserDesktop
Properties

¥ Delete

NOTE A Machine must be a Stopped state before it can be deleted

Applying a Machine Configuration to an existing Desktop

To apply a Machine Configuration to an existing Desktop, right click on the
desired desktop and select Machine Configuration.

IE Run Machine Configuration "

NOTE When applying a Machine Configuration, a Sysprep is performed to the
desktop and certain characteristics are changed (i.e. Computer name).
The local Administrator account password is also changed.

Select the desired Machine Configuration and continue. Monitor the progress
under the Desktop’s Recent Tasks.

Ge :E‘f'.'.: :::|;'- ste f atio | achine Resources RecentTasks|

Name Progress Status Message
o R i guration [ S0E73 -

During the Machine Configuration process, the desktop will reboot. The entire
Sysprep process may take 5-10 minutes for each machine.

The newly created VM’s preparation and Sysprep process can be using to the
hypervisor’'s management tool and connecting to the console of the target
desktop. The configuration process may stall if an error was encountered (i.e.
invalid Product Key is entered by the Machine Configuration).

The VM may also reboot continuously if invalid data was received from
Sysprep; the error below may appear. If this occurs, delete the VM and start
over after verifying the Machine Configuration (Sysprep) data.
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| Install Windows

"W The computer restarted unexpectedly or encountered an unexpected
# error. Windows installation cannot proceed. To install Windows, click
"0K" to restart the computer, and then restart the installation,

Setup is preparing your computer for first use

Virtual Desktop Cloning

PowerTerm WebConnect DeskView provides a simple interface to clone
existing virtual machines. Standard cloning and linked cloning are supported.

NOTE Hardware based virtual desktops (i.e., PCoIP hosts) cannot be cloned

~
eSelect an existing virtual desktop to be used as the template

*Once a machine is set as a template, it cannot be turned on in the future

e|nstall Ericom Tools on the template if it is not present

oVerify that the virtual desktop is ready for cloning
eRight click on the virtual Desktop and select Clone

Preparation

e The gold template master generating linked clones cannot be
altered once clones have been generated. Modifying the gold
template will render all child clones invalid for use.

e When shutting down a VM in preparation for cloning, perform a
graceful Windows Shut Down rather than Powering off the VM.
The Windows error on boot up after an unexpected shut down will
interrupt the Sysprep process.

NOTE The VLAN ID value will not be maintained when cloning virtual machines
on Hyper-V.
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Linked Cloning

Linked cloning is supported with: VMware vCenter, VMware ESX, Microsoft
SCVMM, Microsoft Hyper-V, and Parallels. All clones with Parallels and ESX are
linked.

Cloning for Parallels does not execute sysprep on the container images.
Ericom Tools (VmAgent) will receive a command to add the container to the
domain. When selecting a sysprep configuration — DeskView will only take
the domain information and the name of OS information from the sysprep
configuration.

NOTE: When using linked clones with VMware vCenter it is not possible to use a
vCenter template as the source image for cloning. Only standard cloning
can use vCenter templates as the source image.

Step 1: Starting the Cloning process

Select the desktop that will be used as the template and make sure it is in the
Stopped state. Right-click on the selected desktop and click on Clone.

5 o) 200 pp—————

@ Power On

~Machine Informa) ™

Delete

Operating Syste
1P Address:

%

Move to Folder

DS Name: |'l Clone

MAC Address: Refresh

-
v
W Install Ericom Tools

Step 2: Set the parameters for the Clone

e Set the Base Name; this will be the prefix in the name for every
cloned desktop.

e Set whether this clone operation will be to create a single clone or
multiple clones.

e Set whether linked cloning will be used. This is on by default.
Diff-Disks are used with Microsoft Hyper-V in this example.
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Specify name and number of clones

Huost
Datastores Please specify the base name for the clones:
05 Configuration [inVDiclone

You can create one or mare copies of a vitual machine. In case muttiple machines are
created, the base name will be preficed with consecutive numbers, .0 machine-D0001
and machin :

Pleaze specify the number of clones you want to create:
¥ Create a single clone
 Create muttiple clones

Nurbe

Start numbering st | 1 E

¥ Use Diff-Disks with Rapid Provision

HINT Running a large batch of multiple clones may be resource intensive on the
virtualization platform so consider running these during off peak hours.

Step 3: Select the datastore where the clone will be saved to.

General
; Choose one or more datastores for the clone(s)
ost
Datastores - free
m Datastore Name Size{MB) ‘ Size(ME) ‘ Type
aurEen 152484 4501 Local
E: ] 7 Local

General . -
Please specify OS Configuration

Haosi

Datastores ¥ Machine Configuration

05 Configuration Saved Setups

Click Finish to being the cloning process. Look under the Recent Tasks to
monitor the progress of the clone creation.

al| E ents] System Information| Machine Respurces [Recant Tasks|
| Name | Progress | Stz | Message | Start Time
= [ Cloning W 10% #D Success 10/25/2010
Clone Creating @ Success 10/25/2010
® [ Stopping @ Success 10/25/2010

Once the Clone creation is completed, the status will change to Success.

| Hame | Progress | Status | Message [ Start Tim =
E @ Cloning @ Success 10/25/20
Clone Creating & Success 10/25/20
Clone LinkClone Disk @ Success 10/25/20
Clane Reconfiguring @ Success 10/25/20
Clone Reconfiguring @ Success 10/25/20,_
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The application of the Machine Configuration may take a few minutes to
complete. The preparation duration will depend on the amount of resources
available to the new desktop.

T \finVDI-clone # Running T Unknown Unknown

encral | Entitiements| System Information| Machine Resotirces RecentTask5|

| Name | Progress | status | Message Start Time
# [ RunSysprep Configuration |- 20% [#D In Progress Waiting for Ericom tools to connect 10/25/2010

NOTE The preparation and Sysprep process can be monitored in more detail by
using to the hypervisor’'s management tool and connecting to the console
of the target desktop. The configuration process may have halted if an
error was encountered (i.e. invalid Product Key is entered by the Machine
Configuration).

Remote Sharing

Any active machine running Ericom Tools is eligible for Remote Sharing
support. Remote Sharing enables an administrator to connect and shadow a
desktop being managed by the Connection Broker Administration Console. To
start a Remote Sharing session, right click on the desired desktop and select
Remote Sharing.

:ﬂ Remote Desktop

|E Femaote Sharing

o -
Privuar i

Log Off
@ shutDown
(W) Power Off

Only desktops that are Powered On and have Ericom Tools Connected are
available for Remote Sharing.

Logging

All DeskView Administration console functions are logged in the file named
DeskViewAdmin.log. The DeskViewAdmin.log file is created under the Ericom
folder in the user profile.

On Windows 7, 8, 2008, 2012, and higher the path will be:
<drive letter>:\Users\<user name>\AppData\Local\Ericom\DeskViewAdmin
On Windows XP and 2003 the path will be:
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<drive letter>:\Documents and Settings\<user name>\Local
Settings\Application Data\Ericom\DeskViewAdmin

All DeskView Server service operations are logged in the file named
DeskViewServer.log. The DeskViewServer.log is created under the
DeskViewServer folder where PowerTerm WebConnect is installed.

PowerTerm WebConnect Administration Console and VDI

PowerTerm WebConnect Administration Console manages a few important
functions for VDI sessions.

NOTE When PowerTerm WebConnect Administration Console is launched for the

first time, the Connection dialog is displayed with the user “"Administrator”.
No password is required to login, but this should be changed immediately.

NOTE By default, the Administration Console will deny connection attempts from
any system other than the local machine. This is set by the Access Limit
Mode.

Change publishing configuration for RDP sessions

Virtual desktops can be accessed via the Application Zone and Application
Portal. To change the desktop characteristics (i.e., color depth) modify the
Properties of the desktop pool under the Connections list. All published
properties are configured here (i.e., sub-folders, icons, redirection settings,
etc.)

Enable Directory Services

In order for PowerTerm WebConnect to work with Active Directory or LDAP
based users and groups, use the Administration Console to link to the
Directory Server. Go to Server | Directory Services and verify that desired
domains are on the list. Click New to add additional domains.

Directory Services

ericon. local Mew

Froperties

[Nelets

Tiest

N
[P
[ b
[

Drefault Domain: | ericom.local j

191




Using Pools

Pools provide a method to arrange devices into logical groups for assignment

to users. For example, virtual desktops hosting a sensitive HR application can
be added to the HR Pool. The HR Pool is then assigned only to an "HR"” group

in the Active Directory. Only users part of the "HR"” group will have access to
the HR specific desktops when logging into PowerTerm WebConnect.

Creating a Pool

Step 1: Creating a Pool

To create a pool, right-click Pools and select Create Pool. The Create Pool
wizard will start. Enter a Pool name (this is displayed to end-users) and a
description (optional).

STOP The name of Pool is restricted by length (max 9) and by valid characters
(no spaces, no underscores...).

NOTE Auto-sizing pool names must not be longer then 15 character and must not
contains some special characters. For example, if a pool is named
SCVMMpool, new virtual machines will be named SCVMMPool_00001,
SCVMMPool_00002. Since a Windows Computer name is limited to 15
characters, nine characters are allocated for the name and six are
allocated to the counter value.

Step 2: Specify the Assignment Type and Duration

e Static, resources in this pool are manually mapped to users,
computers, or PColP clients. Each device in the pool must be
allocated to a user or device in order for it to be accessed.

e Dynamic, a free resource in the pool will be assigned to the user
when the pool is launched. This enables a fixed group of virtual
desktops to be shared among users. Enable Auto-sizing Pools if
desired (see section on Auto-sizing Pools)

e Persistent, once the user receives an available resource, it will be
mapped permanently to the user until the Administrator resets the
assignment.

e Non-Persistent, the assigned resource is locked during use, but will
be available to the next user once the current user logs off.

e Users can be allowed to connect to more than one virtual desktop
within a pool.
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Step 3: Configure Entitlements

Click Add to browse your directory service for desired users and groups that

will have access to this pool. Click Add PCoIP Client to assign a specific
PCoIP Client to have access to the pool.

Step 4: User Privileges

This setting will assign configured owners (from Entitlements) to the virtual

machine’s local Power Users or Administrators group. Select Do not add to
bypass this setting.

Step 5: Availability

Hours marked in blue are times where virtual desktops in the pool may be
accessed. To deny access, select the desired hour(s) and click the white box
next to Deny | P, Selected boxes will turn white.

To allow, access select the desired hour(s) and click the blue box next to
Grant B 5 Selected boxes will turn blue.

Step 6: Not in use state

DeskView can stop or suspend machines that are not in use to make better

use of server resources. This feature is not available for all host platforms
(i.e., managed machines).

NOTE The time it takes to connect a user to a stopped or suspended machine will
be longer as the user will have to wait for the virtual machine to power on.

Enter a value greater than 0 for Machines in Started state to ensure that
an active machine is always available.

Step 7: Logoff/Disconnect Event

Similar to the Not in use state, a Logoff event will stop or suspend a virtual
machine when the user logs off. DeskView can also logoff the user from a

virtual desktop if the user has been idle for a set period of time. To set the
idle timeout check The guest account will log off box and set the Idle Time.

Perform the following action when user session is idle

[¥] The guest user account will log off
Idle Time {in minutes) 15

.

Check the Suspend the machine on disconnect checkbox to suspend the
virtual machine when a user disconnects from the virtual desktop (RDP

disconnect is different than a log off — the session remains active for a period
of time).

[¥]| Suspend the Machine on disconnect (%)
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Step 8: Add Machines

Finally, assign which virtual machines will be a member of the pool. To add
virtual machines, select (highlight) desired machines from the lower list and

press the Add button.

To remove machines from the pool, select (highlight) desired machines from
the upper list and press the Remove oo button.

Click Finish to complete the pool creation process.

Please specify machines belonging to the pool

Belonged Machines

Machine Name Host Operation System

_—

Available Machines

Hosts [Al] * Path |[[Al] Mame contains
Machine Name Host Path Operation System  Cument Pool it
Tech Desk‘top 1 Hyper R2 Hypery R2 Microsoft Windo... L

udeskops MpeVR2 eV B2 U

NOTE All machines of the same pool should have very similar characteristics, or
be identical, to maintain a consistent user experience.

Auto Resizing Pools

Auto Resizing pools will ensure that enough machines are running at any
given time. Virtual machines that are generated using an auto-sizing pool will
be linked clones if the hypervisor supports it.

NOTE Hardware based virtual desktops (e.g., PColIP hosts) cannot be members of
an Auto Resizing Pool. Certain virtualization platforms (e.g. VMware ESX)
may also not support auto-sizing pools.

Configuring an Auto Resizing Pool

During the Pool creation process, the Auto Sizing option can be enabled by
selecting the checkbox.
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@ Create a New Pool

General

Please specify assignment properties

Rt = Assighment Type:
Auto-Sizing
() static Assignment
Machine’s user must be pre-assigned using the Machine Froperties dislog

General
Hosts
@ Dynamic Assignment

Machine’s user is automatically assigned on first usage request

Datastores

05 Configuration
Auto-Sizing - Machines are created automatically by claning a specified template:
Entitlements

Step 1

e Select the template to be used for new desktops
* Determine the pool specifications

Step 2

= * Specify the datastore on the host where new
—1 desktops will be stored

Step 3

e Select the desktop configuration to be used
¢ Specify how machine machines to create in parallel

If there are insufficient resources on the virtualization host to clone additional
desktops, an error similar to the following will be displayed:

Auto-sizing Pool Process

Machine HelpDesk2-00003' RunSysPrep cannot start -
'HelpDesk2-00003' could not initialize. (Virtual machine ID
26D4657D-9FCC-4682-B0 2D-77568 1EDF749)

Failed to create partition: Insufficient system resources exist to
complete the requested service, (0x800705AA)

Additional resources may be freed up by stopping running virtual desktops or
deleting files that are no longer needed on the virtualization host (i.e., unused
desktops).

When an auto-resizing pool process fails, the pool will be disabled. Once
enough resources are available on the virtualization host, go to the pool’s
Properties to enable it. Click on the General tab and uncheck Disable and
click Retry to restart the auto-resizing process. Click OK to Continue. Monitor
the desktop creation status under the Host’s | Machines pane.
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¥ Digable

Retry Auto-Sized pool stopped: Machine HelpDesk2-00003 RunSysPrep cannot start -
"HelpDesk2-00003" could not initialize . (Wirtual machine 1D
26D4657D-9FCC-4682-BD2D-775B81EDF749)Failed to create partition: Insufficient sys...

When configuring the Auto-sizing Pool, point it to the temnplate VM while the
VM is still running. The Auto-cloning process will automatically shut down the
VM in preparation for cloning.

Properties
| | b Recent Tasks
MName Progress Status Meszzge
B Shut Down Maching = 0% | Waiting far Machine Shut Down
# @@ Starting & Success

NOTE Itis recommended to us a VM that is not domain-joined

Virtual Desktop Assignment Options

A virtual desktop may be assigned to one or more owners. Only owners in
the Entitlements list can access the machine. There are two layers of security
for virtual desktops: pool level and object level (higher precedence). If there
are no entitled owners listed under the object, the desktop is accessible by
the owners of the pool.

Fixed Seating: Assign a MAC address as Owner

The MAC address of selected computers/devices may be assigned directly to a
virtual desktop. This allows a “fixed seating” association where the virtual
desktop may be accessed only from predetermined locations. More than one
client device may be assigned to any virtual desktop.

e Right click the desktop and select Properties.
e Select the Entitlements tab.

e Click Add MAC Address and enter the MAC address of the client
machine to assign.

Fixed Seating: Assign a DNS Name as Owner

The DNS Name of selected computers/devices may be assigned directly to a
virtual desktop. This allows a “fixed seating” association where the virtual
desktop may be accessed only from predetermined locations. More than one
client device may be assigned to any virtual desktop.

e Right click the desktop and select Properties.

e Select the Entitlements tab.
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e Click Add DNS Name and enter the DNS name of the client
machine to assign.

Free Seating: Assign a Directory Service object as Owner

Selected users and groups based on a directory service may be assigned
directly to the virtual desktop. This allows a “free seating” association where
the desktop may be accessed only by assigned users from any location. More
than one user or group may be assigned to any virtual desktop.

e Right click the desktop and select Properties.
e Select the Entitlements tab.

e Click Add Users and enter the name of the directory service object
to assign.

Creating a Simple VDI Implementation

DeskView is designed to help administrators implement a VDI environment
easily without high costs or complexity. This section explains how to
implement a VDI environment with basic components.

Requirements

e VDI Server(s) running a desktop hosting platform: VMware ESXi,
Microsoft Hyper-V R2, or Parallels Virtuozzo
e Server to run PowerTerm WebConnect

e Virtual Desktops configured for deployment and ready for cloning.
Ericom Tools must be installed on the desktop to be used as the
template.
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VDI in 5 Steps

*Add a new host to DeskView
ap ¢All desktops running on the host will be displayed

eCreate a Machine Configuration to be used for all newly deployed desktops
ap eSysprep is used to apply a Machine Configuration to a newly created desktop

eCreate an Auto-sizing Pool to hold the desktops
ap eSelect the desired Machine Configuration for new machines

*Add and configure Directory Services in DeskView
=Je)t| *Assign users and groups to the Pool

eUsers connect using the Application Portal or Application Zone
=ole| *User selects desired Pool and a desktop will be provided

In this sample implementation, DeskView is the only management platform
required to configure a fully functional VDI environment,

¢ No additional costly management tools are required

e Virtual desktops are centrally brokered. DeskView provides the
following functions:

e Automatically create new machines when needed

e Assign desktops on a temporary or permanent basis

e Suspend or power off machines when not in use

e Restrict access to Pools to only certain hours of the day

e Additional hosts can be easily added in DeskView to increase
scalability of virtual desktops.

Creating a Remote PC Access Solution

Use DeskView to build a secure remote PC access solution. Physical PC’s can
be represented as virtual desktops in DeskView. As users connect to
PowerTerm WebConnect, only allowed desktop pools will be displayed. As the
user selects a desired pool, DeskView will connect to user to the destination
PC for secured remote access.
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¢ Add a Managed Physical host to DeskView using the Add Host wizard
¢ Add physical desktops and clients to the host

¢ Create Pools to hold the desktops.

¢ Add and configure Directory Services in DeskView
e Assign devices, users, and/or groups to the Pool

e |nstall Ericom Tools

¢ Users can also connect using Application Portal or Application Zone
ap of

Step 1 — Add a Physical Machine Environment

Managed Machine Environment:

") PColP (Teradici PE-over 1B} Managed Machines
¥ Physical Managed Machines I

" Teminal Servers

Step 2 — Create a Pool to hold the physical workstations

All physical desktops that will be assigned must be in a pool.

%F PowerTerm WebConnect - Connection Broker Administration Console

File Acton View Help

e 2= HE

;ﬁj PowerTerm WebConnect DeskView

US-Desks  1Machines
=] Managed Hosts =
(@) usa | W =|n m X =2
fﬁl VMware

Name - | Power State Erico
= [ Pocls ™, US-SUPPORTO
e conn

# Running & Cor|

E Machine Configurations
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Step 3 — Assign the desired owner(s) to the desktop or pool

MName ~ | Power State Ericom Tools | User IP Address Login Statu
™ US-SUPPORTD » Running & Connect... 192.168.35.199 Connect
IE Machine Properties -]
' Geners ystem Information I Recent Tasks I
Curent User: [
Since: [
[
selectusers K|l |
Select this object type:
IUsers Chbject Types... I
From this lncation:
IEmire Directory Locations... I
Add Computers I
Enterthe object names to select (examples): Add MAC Address |
[ Lheck Hames |
Advanced... | [0k I Cancel I
2 Select

Step 4 — Install Ericom Tools

Install Ericom Tools for provide tighter integration between the broker server
and the desktop.

USA  1Machines

™™, US-SUPPORTO

Step 5 — Ready for access

Once the desktop is configured and available in the broker, it is ready for
access from the Application Zone, Application Portal, or AccessToGo clients.

Creating an Enomaly Cloud

Use DeskView to build a secure cloud computing solution. Virtual desktops
can be deployed in the cloud using Enomaly and DeskView. As users connect
to PowerTerm WebConnect, only allowed desktop pools from the Enomaly
cloud will be displayed.

When adding Enomaly to DeskView, do not use the Admin Enomaly user to
add the managed host. Use the "customer” user (or member of the
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"customers" group only). Add a managed host for every Enomaly user
(customer) that will be used in DeskView.

CASE If there are five Enomaly users of the type "customers" on one Enomaly
host, add a managed host in DeskView for each one of the five (each
managed host must contain the username/password of its Enomaly user).

Once the host is added and configured, DeskView will have access to all the
virtual desktops of the respective Enomaly "customer" account, and will be
able to publish them to Active Directory users and groups.

NOTE When setting the entitlements of a pool or a virtual desktop using
DeskView, the administrator should use the Active Directory users and
groups; not Enomaly user accounts.

When creating a new virtual desktop on the Enomaly host, the administrator
must ensure that it is assigned to only one Enomaly user account.

Enomaly ECP 3.5 and 3.5.1 are supported. If 3.5 is being used, contact
Ericom for a required patch to support Auto-sizing Pools.

Connecting from WYSE ThinOS

DeskView supports connections from WYSE ThinOS devices (models S10,
R10L, V10LE, etc). This enables ThinOS thin client to connect to VDI and
Terminal Servers using PowerTerm WebConnect.

Enable WYSE Plugin Support

Open the Connection Broker Administration Console and right click on
DeskView. Go to Properties | Options | WYSE Plugin configuration.

Check the Enable WYSE Plugin box

Set the parameters that will be passed to the WYSE ThinOS device:
e Language
e Display resolution on the ThinOS device
e Background color

e Domains that will be available on the ThinOS device
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ﬁ Options E

f’ﬁ ¥ Options

Gener Pl ify Wyse seti
ease spec 'Se S ngs
MNetwork 5 4 i
General IV Enable Whyse Plugin support
FTF Server — Wyse Thin Client Options
Log Files Client resources access privilege: IHigh j
PColP -
Language on the deskiop display: |Eng|ish (United States) - us j
General
- Local display resolution: [16001200 |
Authentication Desktop background color: _ -
| .
= A list of domain names {separated by comma)that will appear in the
Administrators Thin Client’s sign-on window:
|
vV uNC shadowing Prompt
v Automatically sign-off an user when the last opened session is closed

Configuring Full Desktop Terminal Server Sessions

Ericom DeskView and the Load Balancer can be used in conjunction to serve
Terminal Server sessions to WYSE ThinOS devices. Seamless applications are
not supported. To add a Terminal Server Connection, perform the following:

Add a new host and select Terminal Servers
Managed Machine Environment:
" FGolF {Teradici PEover P Mansged Mathines
" Physical Managed Machines
i+ Teminal Servers

At the Display Name, enter a name for the connection. This is

displayed to the end-users.

At the Connection URL, enter the address of the Ericom Load

Balancer
Host Provider . . .
Provide the connection information
Display Name
Connection URL: Ieﬁcomloadbalancer.testlcom
Putomatically Add Machines URL format: <host name/1P address>
Defautt Pool Port: |4D1 0
Timeout: |3D Seconds

At the Default Pool dialog, create a new default pool for the host.

This will also be added to the Server Administrator Console.

Configure publishing related settings (i.e., color depth) using the

Server Admin Console.
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¢ Right click on the newly created pool and go to Properties |
Entitlements to assign desired users and groups. Assigned users
will now be able to access this connection.

DeskView Failover

Failover is a feature where if one PowerTerm WebConnect Server fails,
another will take its place. This configuration ensures that there is high
availability to the resources being managed by PowerTerm WebConnect
DeskView. Two servers will be required: one will be assigned as the Primary
and one as the Failover.

To begin, configure the Primary WebConnect Server Connection Broker
settings:

e Login to the Connection Broker Admin Console
e Navigate to the Server’s Options

e Enter the address for the Failover Server

=l
p -
# & Options
e s
General
_ Please specify general options
Network
General Failover Server
FTF Server Failover Server address: I
Log Files In case of server failure (hardware or software) control of the managed machines and active
PColP sessions will be automatically transferred to the failover server to insure work continuity.

e Add a Managed Host. This will be used to verify that the failover mode is

workin
a---um
RS T=

e Stop the PowerTerm WebConnect Server Service. The PowerTerm
DeskView (VDI) service is managed by the Server Service, do not
manage it independently.

e Configure the PowerTerm WebConnect server in a failover
configuration.

e Create a network share that will be accessible from the Ericom
server (it is recommended to place the share folder on highly
available storage with redundant network connections).

e Copy the Primary server’s Database and Downloads folder to the
share

e Copy the PTS.LF file from the Primary server’s bin directory to the
shared Database directory
(default: \Program Files\Ericom Software\WebConnect 5.x\bin)
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e Copy the Database.XML file from the Primary server’s
DeskViewServer directory to the shared Database directory

(default: \Program Files\Ericom Software\WebConnect
C v\Dacl \Iia\uCar\ler)

\DemoShareiDataBase
13 At Trai
= D Bitraps
(3 cornections
@ Groups
fhe (CPrinters
(ZAPtDefaults
[CAs5L_Certificates
Clice

T TereEasE Sl oL
FAILOVER Histary
=

(Bersr )

e Prerver

e The PowerTerm WebConnect services must be able to reach the

share. This may require that the PowerTerm services run with
elevated privileges.

e To configure this, go to each service’s properties and enter the

necessary credentials

General Log On | Hecovelyl Dependenciesl
Log on as:

" Local System account

I | Al service ba interact with desktop

€= This account ( Itesldomain\administlatnri ] Browse...
Pazzword: I-uu"""uu
Confim password; | [eeesevesssnssns

‘You can enable or disable this service for the hardware profiles listed belaw:

Hardware Profile | Service |
Profile 1 Enabled
Enatle | Dizable |

0K I Cancel | Apply |

e Perform this for the following services:
e PowerTerm WebConnect DeskView Server
e PowerTerm WebConnect Server
e PowerTerm WebConnect Server Starter

6) In the Primary’s server’s bin directory, create a text file named
PtServer.ptr

¢ In this file, enter the path to the PtServer.ini file
\\<servername>\<share_path>\database\ptserver.ini

e Backup the existing Database.XML file on the Primary server and
remove it from the DeskViewServer directory
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e Restart the Primary Ericom PowerTerm WebConnect server
e Login to the Connection Broker Admin Tool

e If the previously configured host is visible, the broker is operating
with the shared configuration file

e Failover configuration can also be verified in the
DeskViewServer.log file, search for an entry that appears similar
to:

5/21/2009 11:03:33 AM: Thread #:6 LoadDataBase( ):
Checking Database version: \\<server-
name>/<share_path>/database/Database.xml

e On the Failover server’s bin directory create the a PtServer.ptr
file with the path to the shared PtServer.ini (the PTR file will be
the same as the Primary server’s file)

& C:\Program Files\Ericom Software\WebConnect 5.64bin
Fle Edt View Favortes Tools Help ‘ e
G Back - = - @) | @ search G Folders | 0F G X v | B~
Address |a C:\Program Files\Ericom Saftware|WebConnect 5.8\bin =] @60
Name_~ [ size [ Type [ Date Modfied [ attributes [ =
[T Ptserver System Information.... ZKE Microsoft Office Exc...  5/20/2003 12:19PM A
PtServer.bck-001.L0G 8KE Text Document 5/20/2009 12:17PM A
PtServer.exe 154 KB Application 3[25/2009 11104 AM A
[Z] Ptserver.LOG 17KB  Text Document S[20/2009 12:19FM A
1KE PTRFile S[E2009 6:09PM A
PtServerInfoini 1KB Configuration Settings  5/20/2009 1201 PM A
I ptsshose.cab 167KB  Cabinet File 11/13/2008 1Z:08PM A
{2] ptssHoss.di 318KE  Application Extension  11/13/2006 12:08 PM
Iptssh.cab 156 KB Cabinet File 12/7[2005 11:22 80 A
phssh.dll 342KE Application Extension  12{7/2005 11:22 &AM J
AJpestarter Errors.csv 1KB Microsoft Office Exc... 5/20/2009 12:19FM A
F]pestarter System Information. .. 287KB  Microsoft Office Exc...  5/21/2003 1L1DAM A
Eptstarter.exe 106 KB Application 325[2009 1105 AM A
PiStarter LOG 10KE  Text Document 5/20/2009 1Z:19PM A
frar— i 154 1B b s Euboncion, st ionan 1 1une_aan =

e Repeat Step #5 if necessary
e Restart the Failover Ericom PowerTerm WebConnect server

e To verify that the Failover server is ready search for the
following lines in the Failover server’s PtServer.log:

09/05/21 11:18:02.322 | 6e0 | FAILOVER: Failover synchronization
initiated.
09/05/21 11:18:12.664 | 6e0 | FAILOVER: The current active server is

US-VDIDEMO.1368, activated at 09/05/21 11:03:28

09/05/21 11:18:12.711 | 6e0 | FAILOVER: Waiting to get the control
on FAILOVER

e Administrators will be unable to login to the failover Connection
Broker Admin console while the Failover server is in standby mode.

¢ When the Primary server becomes unavailable, the failover server
will come online and update all listed desktop devices with its
address

e To test this, disconnect the network to the Primary server
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¢ Note: Stopping the PowerTerm WebConnect Server service
on the primary server will force the failover server to
become the Primary Server

e The Failover transition takes approximately 2-4 minutes
e During this time the broker services will not be available

e Once the Failover server is active, the administrator will be able to
log in to the Connection Broker Admin Console

e To verify that the Connection Broker is in failover mode,
open DeskViewServer.log file and verify the database
source. It will appear as:

5/21/2009 4:23:28 PM: Thread #:5 LoadDataBase( ): Checking
Database version: \\<server-name>/<share-

path>/database/Database.xml

e Under the Failover server’s Options, verify that the Failover
machine value is the Primary server’s address

4¥ options
P R
i & Options :
s
. .
Please specify general options
Metwaork
General Failover Server
FTP Server Failover Server address: Iprimary.svr.test.locall
Log Files In case of server failure (hardware or software) control of the managed machines and active
PColP sessions will be automatically transfemred to the fallover server to insure work continuity.
|

e When the Primary server is re-enabled, it will regain control of the
managed desktops and Ericom Tools. The DeskView service will be
stopped on the Failover server as it returns to Standby mode.

Using the Built-In FTP Server

The DeskView Server includes an FTP server. This is used to push updates to
managed desktops, such as PCoIP firmware, Sysprep configuration, and
Ericom Tools. For PColP firmware deployment, place the desired firmware
files in the FTP root folder.

The FTP Server uses the following path as its root directory:

<drive letter>:\Program Files (x86)\Ericom Software\WebConnect
x.y\DeskViewServer\ftproot

By default, the FTP server uses port 21.

NOTE If PowerTerm WebConnect is installed on a server already running an FTP
server on port 21, there will be a port conflict.
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To disable the FTP server, or change the port value that it is using, go to the
DeskView Admin console and open Options menu. Click on the FTP server to
adjust the settings. To check if a certain port value is available, enter it and
click on the Test Port button. If a dialog message appears confirming that the
port is available, then this value may be used to host the FTP server.

TF Options
=

:L(:r; Options

i

General

Flease specify FTP Server options
MNetwark

General

I¥ Enable FTP Server

Low F“e FTF Fort |21

PCalP This server pravides built-in FTP server capabilities for automatically distributing files to

G | managed machines. Filez that can be distributed using FTF include Encom Tools [machine
EhEiE] management package] and device firmware updates.

Firrnvaare:
Authentication

. Test FTP server porkt E
WH'SE Plugin

Adrministrak
rinistrEtors This port is available for the FTP server

Troubleshooting

Desktops showing Power State as Missing

If all machines under the host start showing Power State as Missing, the

connection to the host could be timing out. To prevent timeouts try extending
the Timeout period.

Resolution: go to the Host's Properties and increase the Timeout setting from
30 seconds to 60 and reconnect DeskView to the host.

[T Host Properties

Edit Host Properties

Host Provider

Provide the connection information
Display Name
Automatics M

URL format: https://<host name/IP address>/sdk
Defautt Pool

User name: jroct

Timeout 60 Seconds

’,,— Run Hypenvisor Connector as  separate pracess

ot Besic\iewy senver accofirt
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Machine Configuration Failing — VM keeps rebooting

If the virtual machine keeps restarting after applying a Machine Configuration,

it is likely that the product key is invalid. Please verify that the Windows
product key is valid.

Machine Configuration

Identifization

Please specify Product Key
MHame and Organization

Type the Product Key for the destination computers.

Y'ou heed a zeparate license for each copy of Microzoft ‘Windows that you
Adminiztrator Paszword inztall.

Workgroup or ['omain The Product Key pou specify must match the Product Key provided ta pou

C e N by Microscft Licensing. Ine. . : —_
OmpLUEEr R ams It an invealid Product Key iz zpecified the configuration process will Fail.

Time £one and Regional Settings
Run Once

Time Out |aaaad - |I:|I:|I:|I:ub © |ococcoo T |u:|du:|du:| © |eeeee
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15. CREATING A PC-OVER-IP BROKER

PowerTerm WebConnect DeskView is a connection broker to manage access
between PCoIP Portals (clients) and hosts.

¢ Add a PColP host to DeskView using the Add Host wizard
=loil| * Add PColP desktops and clients to the host

¢ Create Pools to hold the desktops.

¢ Add and configure Directory Services in DeskView
=fo)e| * Assign devices, users, and/or groups to the Pool

e Install Ericom Tools if necessary

e Users can now connect from PColP clients
e Users can also connect using Application Portal or Application Zone

NOTE PColIP devices can only be managed by one connection broker (also known
as a CMS). If you have multiple PCoIP brokers running on the network,
make sure that a PCoIP device does not appear in more than one broker.

Step 1: Adding PColP clients and hosts

Right-click Managed Hosts and select Add Host, the Add a New Host wizard
will appear. Specify PCo-IP Managed Machines as the Host Provider and click
Next.

Enter a Display Name and a description (optional). Click Next. The Display
Name is a reference label used in the Connection Broker Administration
Console and will not be displayed to end-users.

Specify a Default Pool if desired (optional). A Default Pool allocates all devices
of the host into one pool. Devices within a host linked to a Default Pool cannot
be assigned to any other pools. This can be changed later under the host’s
Properties. Click Finished and the new Host will be added.

The PColIP host will initially be empty. To populate devices in the host list, use
the built-in SLP Discovery feature. Right-click the PCoIP host and select
Discovery | Find PColIP Hosts/Clients. The PCoIP Devices dialog appears
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displaying available devices.

Pleagze add devices o manage
FPColP Hosts - Discovered by SLP
| MAC Address | IP Address Firrnware Yersion
[~ O01AB4:8501:RE 192.168.35.234 18
[~ O01E:37F9CE:2E 192.168.35.84 22
Select Al Clear &l
QK | Cancel I

Select the hosts/clients to be added and click OK. The devices will appear
under the PCoIP Host/Client list.

NOTE SLP-based discovery is not designed for multi-subnet environments. For
multi-subnet support use DNS-SRV based Discovery. Information on this
may be found in the Teradici user guide. When DNS-SRV based discovery
is used, devices will automatically appear in the PCoIP host list. Manual
configuration is not required in the Ericom Connection Broker.

Step 2: Using Pools to deploy desktops

Pools are used to arrange PCoIP devices into logical groups. To access
resources, end-users simply connect from a PCoIP client or login to
PowerTerm WebConnect from a workstation. The dynamic assignment
feature of DeskView allows a group of users to share a common group of
devices. For example, if there are 100 agents in a call center, but only 10
users are active at any time, assign the 100 users to a pool of 10 devices.
This feature eliminates the need to manage mappings for every user.

Static assignment of PColP clients to hosts

PColIP clients may be statically assigned to hosts. Static assignment maps
PCoIP clients directly to PCoIP hosts. More than one client can be assigned to
a host. Perform the following to create static assignments.

¢ Right-click the desired machine (host) and select Properties.

e Select the Entitlements tab.
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When a user connects from an assigned PCoIP client, it will connect to the

Click Add PColIP Client to select a client to assign to the host.
Select the desired client and press Select.

Click OK. The Owner will be assigned.

host as mapped in the Connection Broker.

NOTE The PCoIP host must be allocated in a static pool in order to accept static
connections from PCoIP clients.

Username access without using Ericom Tools

For scenarios where Ericom Tools cannot be installed on the PCoIP host,

username access (free seating) is still supported. Go to the DeskView Options

| PColIP | General. Check PColP hosts do not contain Ericom Tools.

NOTE When Ericom Tools is not running on the PCoIP host, the host will not be

available for RDP access via PowerTerm WebConnect.

Selecting a PColP desktops in a Pool

A PColIP pool can be configured such that the user can select a specific PCoIP

host within the pool. To configure this, use the pool’s Assignment Type
property page and check the feature to enable machine selection (User is

allowed to select a specific machine). When the user selects the Pool, a list of

PCoIP hosts contained in the pool will be displayed for user selection.

fQIEPnnI Propetties

< 41
:e,Of Create a New Pool

e
Gerieral

Assignment Type

Aute-Sizing

General

Hosts

D atastores

05 Configuration
Enlitlements
User Privileges
Availability
Mot I Use Machine State
Logoff / Dizconnect Event

Add Machines

Step 3: Assign hosts and pools to users and groups

Please specify assignment properties

[ Agzignment Type

" Static Assignment
Maching’s uzer must be pre-assigned using the Machine Properties dislog

< Dynamic Assignment
Maching’s user is automatically assigned on first usage request

[ Auto-Sizing - Machines are created automalically by cloning a specified template

—Assighment Duration
+ Persistent

Maching is permanently assigned to a specific user
[can be explicitly released by administrator]

i Mon-persistent
Maching is automatically released when session ends.

™| Bevert machine state before use

™ User can be enlitled to rultiple machines in the same pool

IV Useris alawed to select a specific machine from the Paol (PColP only)

Assign desktops and pools to users and devices. Determine if Fixed or Free
seating should be used.
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Fixed seating connections (PCoIP client is mapped directly to a PCoIP host)
will mirror the PCoIP host exactly. System POST and BIOS information is
accessible when using Fixed seating assignments. This method can also be
useful for troubleshooting.

Free seating connections (users/groups are mapped to PCoIP hosts and pools)
will only connect users to PCoIP hosts where the operating system is ready.
In most cases, this method is more secure and reliable because the end user
will not have access to POST/BIOS information and will only connect to a
PCoIP desktop that is ready for use.

Step 4: Ericom Tools

Ericom Tools relay important information about the machine back to the
PowerTerm WebConnect server. It is recommended to install Ericom Tools
(but not required) in each virtual or physical machine that will be managed by
PowerTerm WebConnect. The Ericom Tools installer (vmagent.msi) is located
on the PowerTerm WebConnect server in <PowerTerm WebConnect
installation folder>\AddOns\DeskView VDI folder (default installation folder is
C:\Program Files\Ericom Software\WebConnect 5.x).

Step 5: Connecting to the PColP Host Desktop

Once PowerTerm DeskView has been configured, users can connect using
their PCoIP clients (also known as portals).

Static Mapped PColP Clients

If the PColP client is configured for Static mapping, only a Connect button will
appear. When the user clicks Connect, the PColIP client will be connected to
the PCoIP host as assigned in DeskView.

Dynamic Mapped PColP Clients

If the PColIP client does not have a static mapping assigned, a username login
dialog will appear:

(e (e i $4r-49 —
DH‘. ’E
Ik |
I !

g —
TERADICI

A user must enter a username/password/domain to login. The username must
be located within one of Domains configured under PowerTerm WebConnect
"Directory Services". When the user is authenticated, one of the following will
happen:
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o If the entered credentials are invalid, the login will be denied and
the prompt will reappear.

e If the user only has access to one desktop, the PColP client will be
connected automatically to the PCoIP host desktop.

e If the user has access to more than one pool, a list of pools will be
displayed. Once the user selects the desired Pool, a connection
will be made to a machine within the selected pool.

i—— = _'==g‘

TERADICI

HINT If you see a "No Machines are available” error check the following:
Verify that PCoIP Host operating system is not logged in by another user.
Verify that Ericom Tools is installed on the PCoIP Host.

Verify that CurrentOwner is empty, or is assigned correctly

Application Zone and Application Portal

PCoIP desktops may also be accessed via Application Zone or Application
Portal. When a user logs into Application Zone or Application Portal and has
access to a PColIP device, an icon will be displayed. Double click a desire
resource to launch it. Application Zone and Application Portal provides the
user access to PColP hosts from non-PColP devices. The following protocols
are supported: RDP, Blaze Accelerated RDP, and AccessNow HTML5 RDP.

NOTE When selecting a PCoIP pool from the Application Zone or Portal -
RDP/Blaze/AccessNow will be used as the protocol. PCoIP is only available
when both the client and host device supports PCoIP.

Administering PColP Devices

PowerTerm WebConnect DeskView provides management functions for PCoIP
devices. To access the PCoIP management features, right-click on PowerTerm
WebConnect DeskView and select Options and then click PCoIP. PCoIP
devices communicate to PowerTerm WebConnect DeskView (also known as
the PCoIP CMS) over port 50000.
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General

SLP Discovery

Check Enable SLP Auto-Discovery to use SLP to find all available PCoIP
devices on the network (subnet). SLP cannot traverse subnets.

To perform a manual SLP search, click Find all PCoIP Hosts or PCoIP Clients.

NOTE Only PColIP devices that are not registered with DeskView will be listed in
the search results.

SLP Discovery

[7] Enable SLP Muto-Discovery | Find all FColP Hosts I

Auta discovery interval in hours) |0 : | Find all PCalP Clierts :
Security

PowerTerm WebConnect DeskView can force all PCoIP devices to use a
predetermined password for firmware access. Enter a value for Browser
Password to set the password for all devices. Pushing one firmware password
secures all managed devices with a consistent password and saves time in
setting the password manually at each device.

Additional Functions

Ericom Tools is not required for PCoIP connections, although certain
functionality will be lost. To ignore the presence of Ericom Tools, check PCoIP
hosts do not have to contain Ericom Tools.

The client can be configured to automatically connect to an assigned host and
bypass the Connect button. This is useful for kiosk stations where the client
device should always be displaying the desktop of the host.

[¥] PColP hosts do not have to contain Eicom Tools to be used. {Using hosts without
Ericom Tools results in a loss of functionality such as Single Sign-On and remote suppart).

[7] Cliert connects to host immediately {does not require userto click the Connect button}
[¥] Generats CSV fils with connection evernts

|dentify broker to portal and host by
@ |P address

1 DNS Name

Allow Connections to host only via broker will block any PColIP portal from
connecting to a PCoIP host without using the broker. This is for enhanced
security by ensuring that all PCoIP connections are managed.

Amulet Hotkey Quad Monitor Support

Quad monitor configuration is supported with Amulet Hotkey PCoIP clients.
To add a PColP client supporting Quad monitor:
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e Add the desired PColP client to DeskView. Only the Primary PCoIP
device will be displayed. Verify the MAC address by going to the
Properties of the device.

e Manually add the IP address of the secondary PCoIP device.
@ PColF Hosts

PCalP Clients

Add Folder
Properties
Find kdachine

Discovery 2 Find PColP Hosts
Find PColP Clients
Add PColP Device

Wiewm 3

e The second PColIP device of the client will not be displayed in the
DeskView Administration Console. It will automatically be mapped
to existing entry of the primary PCoIP device. Once both PCoIP
devices are added for the PColIP client, Quad monitor support will
be enabled.

Firmware

When the DeskView connection broker is used to deploy firmware, all PCoIP
devices will use the same firmware version. Firmware is deployed using the

FTP protocol. The FTP server containing the firmware file is defined under FTP
Settings.

NOTE PowerTerm WebConnect includes a built-in FTP server. The default FTP
folder is located at <drive>:\Program Files\Ericom Software\WebConnect
5.X\DeskViewServer\ftproot. To view the contents use a browser and
navigate to ftp://<WebConnect server address.

To use DeskView to deploy firmware, enter the File name of the firmware file
(as hosted on the FTP server). Click Test Download to verify that DeskView

can access the firmware file. Leave the File name empty to disable firmware
deployment.

NOTE DeskView does not notify the users when the firmware is updated, there
may be unexpected reboots when new firmware is applied.

DeskView can be configured to deploy firmware only on predefined times of
the day. Configuring firmware deployment for off-hours will reduce or
eliminate user disruption from reboots. Click Specify update times to
configure this feature.
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Authentication

The Authentication tab sets the client verification type.
1~ Reqular
@ Raduis
e Regular - use directory services based credentials

e Radius - use Radius server based credentials. See the section on
Radius authentication for more details.

RADIUS for PColP Devices

PowerTerm WebConnect DeskView supports RADIUS authentication from
PColP clients. This section explains how to configure DeskView to use
RADIUS for client authentication.

e Open and login to the PowerTerm WebConnect Connection Broker
Administration Tool.

¢ Right click on PowerTerm WebConnect DeskView and select
Options.
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Click Network and add the Radius Domain if it is not already

rocant
|
" 5
p | Nf Options
General

General
FTF Server

Log Files

FCalP
General
Firmwsare
Authentication

W'SE Plugin

Administrators

Please specify network options

— Available Domains

Specify the network domains that pou use. You will be able ta assign resources to users
and groups that belong to these domainz. In addition, managed machines can be
automahically added to these domaing [this functionality requires that vou provide valid
administrative credentials for the domains).

If & desired network domain is not listed, please verify that you have provided appropriate
credentials for the domain to which the DeskYiew server belongs. uzing the Propertiez

dialog for that domain. This will allow Deskliew ta obtain all the domaing with which that
domain has a trust relationship. Use the New button to add domains explicitly. ever if they

da nat have a tust relationship,
Froperties |

Mew...

Delste |

test local

[ Allow asgighment of rezources to Local Users and Groups

Click PCoIP and select the Authentication button

Select Radius and enter the parameters for the desired RADIUS

server

(:r; Options

General
Metwork
General
FTP Server
Log Files
PCalP
General

Firmweare

WY'SE Plugin

Adrministrators

Please specify authentication settings

— Authentication Type

" Regular
% PRaduis
Server: |1?2.28.1D.21 9

Part: I 132 3:
Timeout (zeconds): I 3 3:

Retries: I 2 3:
Secret; I”’"‘"’1

1 FSA SeculD

Certain RADIUS servers require that the user enter the domain

prefix or UPN

Click OK and use a configured PColP client to test the RADIUS

login

- check the appropriate box if needed
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16. ENHANCEMENTS FOR TS AND VDI

Ericom AccessNow and Blaze

Ericom AccessNow and Blaze provides end-users with an enhanced remote
computing experience over slower networks: WAN, broadband, and air-cards.
This is achieved by significantly accelerating and compressing Microsoft
Remote Desktop Protocol (RDP). The results are higher frame rates, improved
response times, and smoother screen updates. Ericom AccessNow and Blaze
works with any x86 or x64 based host system that supports RDP, including
Windows Terminal Servers, remote physical desktops and VDI based
desktops.

AccessNow/Blaze Configuration Summary

eCreate a connection and enable Blaze under the Performance tab

*Set the Blaze Acceleration/Quality setting under the Performance tab

eInstall Access Server on all target Terminal Servers and VDI desktops (MSl is
S| locatedin the AddOns directory)

eConfigure firewalls to allow communication over the Blaze port

eRead the Blaze User's Guide that is installed along with the Access Server for
Seye| more information

NOTE Actual performance improvement over RDP may vary across different
types of devices and networks. The native Blaze client includes audio
compression and, this technology will be available in a future version of
AccessNow.

Ericom AccessNow/Blaze Configuration

Acceleration may be enabled for each published Windows application and
desktop. During the publishing wizard, the administrator will be prompted to
set the Blaze settings under the Performance dialog box. For an existing
connection, this screen is accessed by right clicking on the Connection,
selecting Properties, and going to the Performance view.
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Target and Description

User Access Choose your connection speed to optimize performance:

Appearance
AT R | [Vodom (5 Kbps) =

Requirements

Connection Types .

Servers Allows the following:
Owaner

Infarmation [v Desktop Background

[~ Menu and ‘Window Animation
W Themes

v Bitmap Caching

‘window Drag Behaviar:

|Show outline only ﬂ

[+ Enable Ericom Blaze Enhanced RDP Compression and Acceleration

|Very Fast / Good Quality (Recommended) j

0K | Cancel | Help |

By default, Blaze is disabled. To enable Blaze, check the Enable checkbox and
select the desired performance/quality setting. Blaze acceleration is included
in AccessNow HTML5 connections as well.

Ericom Blaze Acceleration / Quality Settings

e Moderate/Highest - Perfect quality (lossless compression).
Appropriate when exact image rendering is required.

e Good/Very High - Minimal image quality loss.

e Fast/High - Slightly less quality, slightly greater acceleration than
Best.

e Very Fast/Good - Balanced quality and performance, ideal for most
cases.

e Fastest/Fair — Lower quality but better performance. Appropriate
when bandwidth is limited, especially when using graphic intensive
applications.

Blaze Target Configuration

When manually defining an address for the server using the Servers
configuration, verify that the Port number is set to 8080 (the Blaze port).

Required Access Server Installation

Once Blaze is enabled, the connection will connect using the default Blaze port
of 8080. The target server/desktop must have the Access Server installed
and the firewall configured to allow incoming connections over the Blaze port.
The Access Server installation is located in the AddOns folder. This is installed
once on a Terminal Server, or on each virtual desktop.
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NOTE When Access Server is installed on a system where TS Agent is running,
uninstalling Access Server may disable the TS Agent (and its functions
such as seamless applications). Reinstalling the TS Agent may be
necessary.

AccessNow and Blaze Client Configuration

Additional AccessNow and Blaze related client settings may be configured in
the PowerTerm WebConnect server as an environment variable. Add the
variable BLAZE_SETUP_PARAMS and enter the desired parameters into the
Value field. Refer to a .blaze file for possible values (download the Blaze
client from the Ericom website to create a .blaze file).

In this example, the setting convert unicode to scancode is set to 1 to enable
scan code support (required for certain applications and any Linux session).

Define Environment Yariable |

MHarme:
IBLAZE_SETUP_P&HAMS

Walle

convert unicode o scancode: 1

Cancel |

To specify multiple values, separate each one with a semi-colon *;’.

NOTE Settings defined in BLAZE_SETUP_PARAMS will override any similar
PowerTerm WebConnect setting. For example, if audiomode:i:2 is set
(disables audio), this will take precedence over the audio setting in the
connection’s Properties.

Single Sign-on from Workstation

PowerTerm WebConnect supports single sign-on (SSO) using the same user
name and password credentials as those used when logging into the end
user’s desktop. The SSO feature streamlines the users’ access process by
reusing credentials that are already accepted and reduces the number of
times they must sign on.

Client Configuration

The SSO feature is enabled by installing an MSI on each user’s workstation.
The MSI can be found under the AddOns\SSO folder:

e PtSSOLogon32.msi — use this for 32 bit operating systems
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e PtSSOLogon64.msi — use this for x64 operating systems

After installing the SSO component, the user must logoff and back on for the
SSO component to capture the local credentials.

NOTE This component is not compatible with AccessPortal, AccessPad, and
AccessToGo clients

Web server Configuration

In order to use SSO, the client parameters must include /JUSER=##. This
parameter will force the ptagent component to use the credentials provided
by the SSO component.

Tal P l_ool Vel = TULCAL 1T, 1105 CTianne,

var PT_agentParameters =" -wc-client " + PT_server + " |/USER=## |/SHORT|
var PT clientnst = """

NOTE Users without the SSO component installed can still sign on normally with
the /USER=## parameter

Built-in Login Scripting

This product includes the PowerTerm TSagent. The PowerTerm TSagent
supports the ability to launch a .vbs script during certain RDP session events.
This adds an additional layer of functionality to run certain commands when
an application is launched or when a session is connected/disconnected.

Post-Startup Login script for all sessions (_login)

Create a file named _/ogin.vbs and place this in the scripts folder where the
TSagent is installed. If this folder does not exist, create it. This script will
execute after the TS/RDS session processes the Startup folder.

Pre-Startup Login script for all sessions (__login)

Create a file named ___/ogin.vbs and place this in the scripts folder where the
TSagent is installed. If this folder does not exist, create it. This script will
execute before the TS/RDS session processes the Startup folder.

Script for connecting into an existing session (_connect)

Create a file named _connect.vbs and place this in the scripts folder where
the TSagent is installed. If this folder does not exist, create it. This script will
execute upon connection into an existing TS/RDS session.
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Script for disconnecting from sessions (_disconnect)

Create a file named _disconnect.vbs and place this in the scripts folder where
the TSagent is installed. If this folder does not exist, create it. This script will
execute after a TS/RDS session is disconnected.

Login Script for a connection

Create a file named <connection-name>.vbs and place this in the scripts
folder where TSagent is installed. If this folder does not exist, create it.

For example, if a connection with the connection name WordPad exists. Each
time this connection is launched, the file wordpad.vbs will be launched as well
if it exists in the scripts folder.

Sample VB Script to create a new file

Set objFileToWrite =
CreateObject ("Scripting.FileSystemObject") .OpenTextFile ("newfile.txt",2,true)

objFileToWrite.WriteLine ("hello world")
objFileToWrite.Close
Set objFileToWrite = Nothing
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17. UNIVERSAL PRINTING

Introduction

Remote printing with a Terminal Server environment can sometimes become
problematic for the following reasons:

e Network traffic overhead of large print jobs transmitted from the
Terminal Server’s Print Manager to the local printer causes printing
to be very slow.

e The need to install each user’s printer drivers on every Terminal
Servers is cumbersome. If a required printer driver is not installed
on a Terminal Server, the user may not be able to print locally
from that server.

e Each time a printer driver needs to be updated, the administrator
must perform the update on each Terminal Server; the user has no

control.

Universal Printing is a type of redirected printing where a single (universal)
printer component is installed on each Terminal server and end user client
device. On the Terminal Servers, a server component receives the user’s
print request and redirects it to the user’s printer agent (connected to the
local printer). This form of printing simplifies printer driver management, but
may sacrifice print accuracy.

PowerTerm WebConnect is compatible with five types of universal printing

solutions:

NOTE Linux Native client support will be available in an upcoming version.
Please use AccessNow with Linux devices

Print solution

Platform(s) supported

Protocol(s) supported

Blaze Universal Printer

Windows, Mac, Linux

Blaze (All platforms)
RDP (Mac and Linux)

AccessNow Universal Any device with an AccessNow
Printer HTML5 compatible

browser that can print

to a local printer
Net2Printer Windows Blaze, RDP
triCerat Windows Blaze, RDP

223




Microsoft Easy Print Windows RDP

Supported universal print solutions will work with both Direct and Gateway
modes. Most printer connection types are supported: USB, LPT, serial, and
network (TCP/IP) connected printers.

NOTE Universal printers use a generic print driver to process the print jobs.
Certain printer specific features may not be available (i.e. duplex printing).

Printer Availability

When the triCerat/Net2Printer add-on is enabled, it will always be available
regardless of the Local Printer setting in the connection’s Properties.

Local Devices

[ Prirters Conne
lagged

This table explains which printers will be available when triCerat or
Net2Printer is enabled in conjunction with the Local Printer setting.

Windows (triCerat/Net2Printer enabled) Printer Available

Blaze enabled, Printer setting disabled triCerat/Net2Printer Printer

Blaze enabled, Printer setting enabled triCerat/Net2Printer Printer,
Blaze Universal Printer

RDP, Printer setting disabled triCerat/Net2printer Printer
RDP, Printer setting enabled triCerat/Net2printer Printer
Mac/Linux/Windows Printer Available

(triCerat/Net2Printer disabled)

Blaze enabled, Printer setting disabled None

Blaze enabled, Printer setting enabled Blaze Universal Printer
RDP, Printer setting disabled None

RDP, Printer setting enabled RDP Redirected Printer *

* On Mac/Linux, RDP sessions will use the built-in Blaze Universal Printer
instead of the standard RDP redirected printer.
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AccessNow and Blaze Printer on Windows 8
and 2012

Windows 8 and 2012 do not include the necessary built-in drivers to support
the AccessNow Printer. This functionality can be added by installing the HP
Universal Postscript (PS) Printing Driver.

For Win2012: ftp://ftp.hp.com/pub/softlib/software12/C0OL40842/ds-99376-
6/upd-ps-x64-5.6.5.15717.exe

For Win 8 32 bit: ftp://ftp.hp.com/pub/softlib/software12/C0OL40842/ds-
99375-6/upd-ps-x32-5.6.5.15717.exe

For Win 8 64 bit: ftp://ftp.hp.com/pub/softlib/softwarel12/COL40842/ds-
99376-6/upd-ps-x64-5.6.5.15717.exe

During the installation, when prompted for the Installation Mode, choose
Dynamic Mode. Use default settings for all other selections.

Installation Mode

Select an installation mode forthe "HP Universal Printing PS5 driver.

Setup can install the "HP Universal Printing P5" driver in either traditional mode or dynamic mode.

Select an installation mode, then click “Install”.

" Traditional Mode - Creates a regular printer object in your Printers folder. With this mode,
you select the destination printer now, and it remains ficed.

(+ Dynamic Mode - Creates a special ‘Universal Printer’ object in your Printers folder. With
this mode, you can dynamically select your destination printer each time you print. H

< Back | Install | Cancel |

Using Ericom Blaze Printing on Windows

MORE Some content in this chapter is taken from the Ericom Blaze manual.
Refer to the Ericom Blaze manual for additional details.

Ericom Blaze includes support for universal printing. The built in universal
printer is based on Postscript and will redirect remotely executed print jobs to

local printers. To enable universal printing, check the Printers (universal)
setting:
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Application Properties [ |

Publizhing T arget
Target and Description

Remote Computer Sound:

Ertengions - -

User Access IBrlng to this computer j

Appearance

Perfarmance .

Requirements Local Devices

[ tion T . .

32::: 1N 1ypes ¥ Frinters Connect automatically to these local devices when
Drer —— logged on ta the remote computer.

Erecution iles [~ Serial Parts

Infarmatian

[ Smart Cards

™ Diicle D

In this example, the Windows 7 system running the Blaze has two local
printers available:

|5 « Hardw.. b Devices and Printers »

- H, Searc

File Edit View Tools Help

Add a device  Add a printer See what's printing Print server properties = @
-

Name Classification Device category

» Devices (6)

4 Printers and Faxes (3)

[ Brother MFC-6800 USB on us-canfpc Printers and Faxes Printers and Faxes
/= PHASER on INTRANET Printers and Faxes Printers and Faxes

In the Blaze RDP session, the redirected printers will appear alongside any
local printers configured on the remote desktop. Redirected printers will have
the symbol “[PS]” along with the computer name in its label.

"JJ Printers and Faxes B@

File Edit ‘Wiew Favortes Tools Help i?

o Back > ) if /_.‘ Search { Folders v

Addrass 'q\d Printers and Faxes

A k ;?Brother MFCZ-6300 LISE on us-coﬁ f

o¥in & [=lia HP Laserdet 4000 Seyj j
: 23 PHASER on INTRANJ PS] (from us-supporkd I
[2] Add a printer = PS¢ pporkl)

5 Setup Faxing —

NOTE A generic HP Postscript driver is used to process the print jobs. Users will

be able to print to most types of printers, however, certain printer specific
functions may not be available (i.e. duplex printing, special trays, etc). To
support advanced features, consider using a third-party print solution or
standard RDP printing (by loading the printer driver(s) on the RDP host).

To print to a redirected printer, simply select the desired printer when the
application’s Print dialog appears.
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<= Print

General | Options

Select Printer

[ add Printer 153 PHASER. on
' Brother MFC-6800 USE on us-confpe [PS] (from us-suppork)

g, HP Laseret 4000 Series PS onintranet

< >

NOTE If the redirected printers do not appear, verify that the following printer
driver is installed: HP Color LaserJet 2800 Series PS. This is available on
most operating systems, and can be manually installed if it is missing.

Using Ericom AccessNow Printing

MORE This chapter is taken from the Ericom AccessNow manual. Refer to the
Ericom AccessNow manual for additional instructions.

Ericom AccessNow includes a built-in universal printer for redirecting remote
print jobs to the local web browser. Once the print job is received by the web
browser, it can be saved or printed.

Requirements.

In order for the AccessNow Printer to be added to the remote sessions, the
AccessNow Service must have rights to add a printer to the session. In most
cases the Local System account has sufficient rights. If it does not, go the
AccessN Server Properties and enter a user account that has the rights.

Usage

The Ericom AccessNow printer is added to the remote RDP session upon
connection. The AccessNow printer will appear as an available printer while
the session is active.

To print to the AccessNow printer, the user simply selects the desired printer
when prompted at the Print dialog window.

General I

— Select Printer

l?*‘.i_.ﬁ:!.l!'.clcl Prinker

EEricom Accesshow Printer (redirected 2)

Once the print operation is executed, AccessNow will send the print output to
the local web browser. A ready status dialog will appear when the print
output is ready for viewing and printing with the web browser.
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Print Output Ready

Click the View button to display the print output as a PDF.
You can then send it to a local printer, save it or email it.

View Cancel

When the user presses the View button to see the print output, the contents
will be displayed in a new browser tab using a one-time use URL. This URL
should not be bookmarked for future use.

Sample printout URL:

=107 162 25 100& nar—==8

|\' ow,/Ericom/FileTransfer/Print/P1/%787903DDCA-A91F-4A7E-8985-E6E216551921%7D?address=192.168.35.199&port=8080&secured=true |

Once the print output is displayed, it can be sent to the device’s local printer
or saved as a local PDF file using the web browser.

Universal Printing with Windows 8 or 2012
RDP Hosts

The HP Universal PS Printer driver is required in order to support universal
printing with AccessNow, AccessPad, and Blaze on Windows 8, 2012, and

2012R2 operating systems. Download the appropriate driver from the HP
website or Ericom’s Update Center website.

After installing the HP Universal PS Driver, the Ericom printer will appear at
the next user login (if printing is enabled for the session). Any instances of
the HP Universal Printer may now be deleted from the Windows Printers menu
as the driver is now present on the RDP host system.

Using AccessNow Printer in HP Universal PS
Mode

AccessNow Printer on Windows 2008R2 and 2003 uses a specific printer
model as the driver (LJ 2880 or 8500). If this driver does not return accurate
print output, AccessNow Printer may also be configured to use the HP
Universal Driver if it is installed (see the section prior to this one for
instruction details). Once the HP Universal PS Driver is installed on the RDP
host, perform the following to enable it in AccessNow with PowerTerm
WebConnect:
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e Add a new PTWC environment variable to Blaze_Setup Params:
se HP Universal PS Printer Driver:i:1

'@_D}SEWer Configuration

r— Client Sessions Prinfyiew Queues —

Inactivity Timeout: I 2 minutes. b & I ER535 L ERS I 1
E:EE:“ IrizEEE I<N0ne> 'l Default I B5535 Default: I 1

Define Environment Yariable [ x|

Administ b gme:
Auto Re IELAZE_SETUF'_PAFIAMS

Iu&e HF Universal P'S Printer Driveri |

Defaul Gn | Encivpted

ISUDE[ Us Cancel |

Unlinked C

]

CZ,.-’-‘n.-:c:essr'dc-w_Trainir'ug_CIﬁrc-rme.|:|:t:--: i’ ﬁ %AccessNow to Linus ﬂ
CZ,.-’-‘n.u:iriel's Desktop = % BYOD_Training. ppts

Lo_- < .

4 ILIJ E’ %EuunteﬁrPomt E?L ;I
Environment ' ariables: X | E
Hame | Yalue :I
Ab DefaultPort

e AccessNow sessions created with this setting enabled will use the
HP Universal PS driver for the AccessNow Printer.

Using Net2Printer with PowerTerm
WebConnect

Net2Printer installers are bundled with the PowerTerm WebConnect Server
installation. The installers for the Net2Printer components are located in the
AddOns\Net2Printer folder in the PowerTerm WebConnect application folder.
These include the installers for both the Terminal Servers and clients. When
Net2Printer is enabled, PowerTerm WebConnect will install the Net2Printer
client automatically on each user’s system when RemoteView is launched.
The printers will be mapped by Net2Printer during the logon process to the
Terminal Server.

Terminal Server Installation

To use Net2Printer Universal Printing, install NPSetupRDPServer.exe on each
Terminal Server that will be managed by PowerTerm WebConnect. During the
installation, the default selections can be used.
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FE'! Setup - Nefé?rlnter RDP/ICA Server

Select Components H
which conponents shauld be installed? SN

Select the components you want toinstal; dear the components wou do not wank to
Irstall, Click Next when you are ready to continue.

Single Server Full Instalati ;1

Single Server Full Instalation

Multi Sarver Full Installation

Mulki Server Application Only Installstion
Iulki Server License Service Onby Installation

Enabling Net2Printer

To configure Environment Variables for Net2Printer Universal Printing:
e Launch PowerTerm WebConnect Administration Tool.

e Select Server | Configuration. The Server Configuration dialog
opens.

e Set Net2PrinterUniversalPrintingVersion to 1.
e Set PRIV _UniversalPrinting to 1.
e Set RDP_DisableUniversalPrinting to 0.

e Click OK.

E rvironment ' ariables: I | B
Hame | " alue il
M et2Printerl niverzalPrintings ..

PRIV ChannePassimard

If Net2Printer is properly installed, the user will see a yellow Net2Printer

systray icon when the Net2Printer client is properly connected to the
Net2Printer server.

&

NOTE if the icon is white, the client was unable to connect to the server.

Once Net2Printer is active, additional configuration of the client can be

performed by right clicking the yellow Net2Printer icon and selecting
Configuration.

Usage

When launching any RemoteView session with Net2Printer enabled, the
Net2Printer Systray icon will appear on the user’s local system.
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Status Description

E;‘,'ﬁ Net2Printer is running, but not connected - not ready to print

%‘5 Net2Printer is running and connected - ready to print

When the icon is yellow (active), right click on it to open an action menu.
[l

Configuration...

Status...
Statistics

Support...
Help
About...

Menu Item Description

Configuration Select which local printer to redirect to the RemoteView
session. Set the default printer to be redirected. Access
Advanced Options page.

Status Displays the status of the Net2Printer connection
Statistics Displays how many jobs have been processed by Net2Printer
Support Displays the log activity. Set the logging level to Debug to

capture additional information for technical support.
Clear Log = Clears the current log contents

Save Log = Saves the log contents into a file

About Displays the version number of Net2Printer being used

NOTE The Net2Printer icon will remain active even after all RemoteView sessions
are closed. RemoteView sessions will remain open based on the setting
RDP_LogOffDelaySeconds. Net2Printer will deactivate once the RDP
session is closed.

Server Configuration

To configure the Net2Printer RDP Server component, open Net2Printer RDP
Admin from the Start Menu.
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@ Cisco Systems YPN Client 3 ﬁl Uninstall Met2Printer RDP Server
Microsoft Yisual
2003 I} webEx Recorder & Playver ¥ I Services 4
— é File Transfer Manager @ Supporkt 3
u!s Micrazoft Office | =) windows Resource Kit b €% Check for Lipdate

@ Windows Resource Kit Tools 1A MetZPrinter RDP Admin

AllPrograms - MES netzPrinter RDP 8 €54 NetzPrinter ROP Server

Log OFF E Shut Dowin

|2 start

Under the License Server tab enter the address of the Net2Printer RDP
licensing server, or activate a license on the current server.

Net2Printer RDP Admin x|

License Server | printer Sattings | SMTP Server | Communication |

IP Address or DHS Part
[22

License

Yersion 1.11 oK Cancel

On the second tab configure the printer settings, such as the naming
convention of the printers that will appear into RDP sessions. As the Printer
Prefix is updated, the Example window will change to reflect how it would
appear to the end user.

NetzPrinter RDP Admin x|

License Server  Printer Settings |SMTP Server | Communication |

Prinker Prefix Key:  %s - Session 1D
el - Username

Prinker Prefix

Example

[P Laser3et 4000

I™ Hide Printers From Other Ussrs
[™ Disabls Windows Printer Mapping

Wersion 1,11 0K Cancel

It is recommended to configure Net2Printer to hide any printers that it creates
from other users on the same Terminal Server. This will prevent users from
printing to someone else’s printer. It is also recommended to disable the
Terminal Server’s internal Printer Redirection feature from this dialog box.

The SMTP Server tab enables users to email PDF printouts. By printing to the
Net2Printer object named “Email”, users can email the PDF output of the print
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job. Enter the network’s SMTP server IP/DNS name, port, and if required, a
valid SMTP username and password.

Net2Printer RDP Admin x|
License Server | Printer Settings  SMTP Server | communication |

IP Address or DNS Port

| ts-ericomi] | 25

Username Password

[ ericominzpadmin [ s

Test
Wersion 1.11 oK Cancel

Licensing and Activation

Net2Printer licenses are not included with PowerTerm WebConnect. In order
to purchase Net2Printer licenses please contact Ericom Software.

To activate or reactivate a license, launch the Net2Printer Admin and go to
the License Server tab. Click on: View License and then on the Activate
Net2Printer RDP button.

i

& MNetZPrinter RDP Admin

NetZPrinter RDP Admin E

Printer Settings | Advanced | SMTP Server | Support |

1P Address or DNS Port

localhost !
Test Connection
Com

s T

Version 1.14.1 oK l Cancel |
Net2Printer RDP Admin - View License
License Type Support Expiration Date License Expiration Date
|'-4‘.Fr.— |,"_\‘\‘"f |1 i0zi09
License Mode Licensed Servers Licensed Lisers
I‘.'HZ‘.H.’ﬂ I I L inuse,
Adtivate Net2Printer ROP | )
- ———
Wiew Used License Seats I
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On the Activate screen enter the Net2Printer Signup Email Address with:
net2printer@ericom.com

Enter the Order Number that has been provided. Click Activate to complete
the online activation.

NOTE The procedures documented above requries an Internet connection. If the

system is not connected to the Internet, click the Manually Activate button
at the Order Number entry dialog box.

Marnally Ackivate

Disabling Scanning in Net2Printer

Net2Printer includes a built-in scanning redirection technology. This may be
disabled so that end-users will not have access to scanning redirection. To
disable the Net2Printer scanning, remove the Net2Printer TWAIN file. Simply
search the C: drive and remove all instances of NPScan.ds. This file may be
located under one of these paths:

e C:\Program Files\Net2Printer RDP\TWAIN\
e C:\Users\<username>\Windows\TWAIN

Troubleshooting

If there are technical issues with Net2Printer functionality, send Ericom the
debug log(s).

On the affected Terminal Server running Net2Printer - using the user account
that installed Net2Printer (i.e., local Administrator) do the following.

e Enable debugging on the printer service by going to Start |
Programs | Net2Printer RDP | Services | Configure Service.
Alternatively, launch FireDaemonUI.exe and click on the banner.

e Double click on the Net2Printer RDP Printer Service and change the
Parameters value to:
-remove_orphan_printers -run_as_service
-set_logging_level=Debug

VORI CreCory IL,. WFTOONENT TIES S NElZT TITIET ROT I

Parameters: I'emu:uve_orphanjrinters fun_as_senvice set_logging_level=Debug

e Press Update or OK and then restart the service. Existing sessions
will lose their printing functionality temporarily, so it is
recommended to perform this when users are not printing (off-
hours).
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e Next, go to the batch file for the server located under the
system32 directory of the server. Open the file NPserverRDP.cmd
and add the following parameter to the end: -
disable_process_monitoring -set_logging level=Debug

e The value entered will look similar to:
start /d"C:\Program Files (x86)\Net2Printer RDP\"
npserverrdp.exe -disable_process_monitoring -
set_logging_level=Debug

On Windows 2003 systems running the Net2Printer Server, debug log files

related to the server services are found under the N2P_SERVICE\Application
Data folder.

On Windows 2008/2012 systems running the Net2Printer Server, debug logs
are found here:
C:\Windows\SysWOW64\config\systemprofile\AppData\Roaming\Net2Printer
RDP Printer Service

Server logs are under the Net2Printer RDP License Service subfolder

Licensing logs are under the Net2Printer RDP License Service subfolder

File Edit “ew Favorites Toaols Help
O Back - O - ¥ | ! Search Folders | B @ X ) | (- | @._,Folder Sync
Address |c| Ci\Documents and Settings\N2P_SERVICE\Application Data

Mame = I Size | Type | Date Modified | Attributes |

:MetZPrinter RDP License Service File Folder 1/14/2010 6:07 PM
[)MetZPrinter ROP Printer Service File Folder 1/14/2010 £:07 PM

Each user will also have its own Net2Printer debug log file located under:

Windows 2003: <drive letter>:\Documents and
Settings\<username>\Application Data\Net2Printer RDP Server

Windows 2008/2012: C:\Users\<username>\AppData\Roaming\Net2Printer
RDP Server

In addition to sending Ericom the necessary log files, verify if there are any
Event Viewer entries on the Terminal Server. Net2Printer related entries will
have the source name of NPPrinterService or NPLicenseService.

File Action View Help

e~ | BHE B @ E

@ Event Yigwer (Local) Application 10,581 event(s)
: Application
ﬂj SeDcDurity Type Dake Time Source Categat Ewent User
; System @Information 1/6f2011 7i30:26 PM  MPLicenseService Mone 0 A
4wl ACFFvenlon @EInformation 5{25/2011 S:37ISOPM  MPPHnterService Mane 17 NfA
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Using triCerat ScrewDrivers with PowerTerm
WebConnect

The triCerat ScrewDrivers installers are included with PowerTerm
WebConnect. The installers for the ScrewDriver components will be located in
the AddOns\triCerat folder in the PowerTerm WebConnect server folder. The
server component needs to be installed on each Terminal Server. The client
component is used for manual installations on client systems. When triCerat
is enabled, its client components are automatically downloaded along with the
PowerTerm WebConnect client components.

NOTE triCerat ScrewDrivers may be installed and used independently of
PowerTerm WebConnect as well.

Terminal Server Installation

To enable universal printing on a Terminal Server, the appropriate
ScrewDriver server component must be installed. For x64 servers, the x64
installer must be used (ScrewDriversServer_v4.5.02.44_x64.msi).

The ScrewDriver server installation includes a Control Panel Applet that can
be used to configure its functionality. Each Terminal Sever installation needs
to be managed independently. Please refer to the triCerat ScrewDriver
documentation and online help for further details.

Enabling ScrewDrivers

Configure the following Environment Variables to enable triCerat printing:
e Launch PowerTerm WebConnect Administration Tool.
e Select Server | Configuration - the Server Configuration appears.
e Set PRIV _UniversalPrinting to 1.
e Set RDP_DisableUniversalPrinting to 0.
e Set TriceratUniversalPrintingVersion to 1 and click OK.

If triCerat ScrewDrivers is properly installed, the user will see a red
screwdriver systray icon when the RemoteView session is established.

Standalone Installation

If RemoteView is installed using the MSI installer, then the appropriate
ScrewDriver Client MSI must also be used. If a ScrewDriver plugin has
already been installed on the client device prior to the RemoteView
installation, RemoteView will detect and use the existing plugin.
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If RemoteView succeeds in loading the plugin, it will disable the RDP control
“Redirect Printers” property in order to avoid using duplicate printers on the
Terminal Server.

triCerat Printers Configuration Tool

If the triCerat client is installed using the MSI, the triCerat Client
Configuration Tool will be available from the user’s Windows Control Panel.

e Open the Windows Control Panel.
e Click triCerat Client Configuration.

If the triCerat client is installed using the PowerTerm WebConnect URL, the
Configuration Tool is accessed using the published application’s Start bar icon:

e Right-click on the Start bar icon and select Ericom Software from
the menu list.

e Select Printers Configuration Tool.

About. ..

Printers Configuration Toal
Request TechSupport's Assiskance
Request Admiristrator's Assistance

When working with a Full Desktop window, the Printers Configuration Tool is
accessed by clicking Options | Printers Configuration Tool.

&1 PowerTerm WebConnect RemoteView - I E|[§|E|

The Printers Configuration Tool is also accessible from the Application Zone.

Usage

When launching a RemoteView session with triCerat enabled, the redirected
printers will appear in the application’s Print dialog:
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!;! Print

General |
 Select Printer

l‘;“".-Qm.ﬂtdd Printer :Administrator: 2 (Phase
@Adminish’ab}r:;‘_ (Fax) & | erminal Server Microsc
=0 Administrator: 2 (Microseft ¥PS Document Writer)

1] | i
Status: Ready [~ Prnttofile  Preferences |
Location:

B Find Printer... |

Only the primary redirected printer will be viewable in the Print Manager. By

right clicking on the primary triCerat printer in the Print Manger, settings for
all redirected printers can be accessed.

« Printers and Faxes (2)

-~ 4

See what's printing
Set as default printer
Printing =

Printer properties
Delete print queue

Administrator: 2 (Phaser 4500M PS)
Administrator: 2 (Microsoft XPS Document Writer)
Administrator: 2 (Fax)

Create shortout

Remove device

Properties

Administrator:2 (Phaser 4500N PS)  Model: ScrewDriverd
Category: Printer

‘i‘g} Status: 0 document(s) in queue

Additional settings can be configured in the Screwdrivers Control Panel Utility
on the client’s device.

=5 e =
@@v|@ ¥ Cont. b AllC. » - | 4 |[ Seorch Cor

File  Edit iew Tools Help

Adjust your computer’s settings  iew by

I’;f ScrewDirivers Client vd I L

% Sound
= Y

Server Configuration

To configure the triCerat Server component, use the ScrewDrivers Admin
console from the Terminal Server’s Control Panel.
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B all Control Panel Ttems ==
——— - - {
‘k\ N I= - contr... - Alicon... ¥ - lmll?%

Adjust your computer's settings  View by:

ol ScrewDrivers v4 _d

4% Sound

1B System

These settings should be configured the same across all Terminal Servers to
maintain consistent printing behavior.

To allow redirection of all local printers, select Add all client printers under the
General tab. End-users can hide specific redirected printers by denying them
by using the client-side Control Panel ScrewDrivers utility.

:'.',.Lj ScrewDrivers vd EE

Advanced | Printer Ul - Export I Printer Ul - Action I Denial I License
General | Printer Maming I Printer Ul - Edended Options

— Printer Creation
Dretermines whick of the clignt's prinkers are added to the server when a
uzer logs in.

{" Do not add any client printers

% Add all clisnt printers

" Add anly the client's default printer

" Add client's first IT printers [ &lways add client's default

— Extended Settings
W Set the client's default printer as their default on the server

Allows default printer spoofing

Recapture the default printer after W seconds

Manitor clent for changes to the default printer, and reflect on zerver
Manitor clent for new printers, and add to zerver

Maonitar client far removed printers, and remowe from server

U BEY IR BCR NS

Delete printers on segzion dizconnect, add on reconnect
[~ “wait to complete login urtil printers are created, at mu:ustl 90 zeconds

Cappright © 2000 triterat, Ine. Al ights resensed,

ok | cance | ok | Hep |

Configure any remaining settings as desired.

Licensing and Activation

triCerat licenses are not included with PowerTerm WebConnect. In order to
purchase triCerat licenses please contact Ericom Software.
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Using Microsoft Easy Print with PowerTerm
WebConnect (RDP Only)

PowerTerm WebConnect supports Easy Print in most scenarios where
Microsoft RDP (mstsc.exe) will support it. On the client end, MS Windows XP
SP3 or higher is required. On the server end, MS Windows 2008/2012 or
higher is required. Once the RDP session is established, the redirected local
printers will appear in the remote session’s printer list and ready to accept
requests.

Ericom’s RemoteView client (PTRDP.exe) uses a 32-bit Microsoft RDP control
to support Easy Print. RemoteView currently does not support Easy Print from
Windows x64 operating systems.

Selecting the Default Printer
This section explains how to publish the Printer manager so users can select a
default server printer (printer that is installed on the Terminal Server).

When using seamless applications, the Print Manager of the Terminal Server
is not accessible to the user. To make the printer list accessible, publish the
Printer user interface. This will allow users to select their own default printer.

Publish a new connection and enter these parameters:

Application: Explorer.exe
Parameters: ::{2227A280-3AEA-1069-A2DE-08002B30309D}

Application Properties
’F'l..bi:hllE rﬁl
Esteresions .
Lires deemss |!".\€Eﬁ:-ll!f e
ﬁpmm-n:t
erboimance —
Frecqmrements "Warking Dinectony.
Connection Types |
Cervers
s P -
Evacisbion nibes Lol e
Irboimation | 22 FTAZE0 BAEA 05 3A D E E0026 303000
Hame Displayed bo Llser
[P‘Inler': Lt
Placa [con n Folder

When the user selects this connection, the printer list will appear. The user
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can right click on the desired printer and select Set as Default Printer.

i Printers [ 1O] %]
'\-":I"l:-.' o~ Prrters * [ [ search trraes fuil
Orgemm *  AddapTie  Socwhmalipmiyg  Scimddiefl  Sdecipringpinfeoem Ol Bmpme. = 8

o Fireried Micremaift XPF Dncurment i Ser

o L B =

& Dorregog -

25 Rever Pades

Prding Prefprences

This was tested with a Windows 2008 R2 Server.
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18. ERICOM SECURE GATEWAY (ESG)

MORE Portions of this chapter are taken from the Secure Gateway manual. Refer
to the Secure Gateway manual for full installation instructions.

During the ESG installation, the Connection Brokers configuration page will
appear.

Use this page to enter the address and port settings of the PowerTerm
WebConnect that will be used with the ESG.

= = —
« administrator el Connection Brokers

[

B Logout When both address and port are specified, ESG can act as a proxy to the Connection Broker.

In such setup, the Connection Broker server can reside behind the firewall.

¥ gecure Gateway

O WebConnect Server

£ secured Port Address localhost

L. Connection Brokers Port a0

¥ Web Server VMware View Server

“# Authentication Server Address 192.168.35.205

i.* Load Balancer Server Port 443

# Mail Alerts v SSL

“ Log Settings (Basic) [ Only allow connections from a connection broker.

# Log Settings (Advanced) Deny connections from standalone clients.

. Download

Save Cancel

Select the Deny connections from Standalone clients setting to only allow
connections through a connection broker. Connection attempts via the
standalone Blaze and AccessNow clients will be denied, requiring all users to
authenticate through a managed broker.

The PowerTerm WebConnect address must be configured with an address that
is reachable from the ESG server. Use the ping and telnet utility to verify
connectivity between the ESG and connection broker server.

Disabling HTTP/HTTPS content filtering

Port 443 on most firewalls are initially reserved for HTTP (and HTTPS) based
communication. Most firewalls will have a rule in place to filter out any non-
HTTP traffic. Depending on what the Secure Gateway will be routing, HTTP
filtering may need to be disabled on the firewall. On firewalls where HTTP
filtering cannot be disabled, choose a different port value other than 443 for
the Secure Gateway.

The Ericom Secure Gateway can proxy various types of traffic. Some are
HTTP based and some are not. The only configuration where HTTP filtering
does not need to be disabled is if the Web Application Portal and AccessNow
are used together.
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This table denotes the protocol used by each connection method:

Communication type Protocol used

Web Application Portal login HTTP/HTTPS

AccessToGo login HTTPS

Application Zone login TCP

AccessNow RDP session HTTPS (Secure Gateway required)
AccessToGo RDP or Blaze session TCP

RemoteView RDP or Blaze session TCP

On firewalls that have filtering enabled, but also support WebSockets,
configure PowerTerm WebConnect traffic to use WebSockets by adding the
client parameter /websocket.

PowerTerm WebConnect Configuration

PowerTerm WebConnect x.y client components support the Ericom Secure
Gateway. The Secure Gateway is typically installed in the DMZ and acts as a
single port relay proxy for all PowerTerm WebConnect related communication.
This means that only one port needs to be opened on the external firewall.
The Secure Gateway will securely tunnel all related communication through its
port: PowerTerm WebConnect (4000), RDP (3389), Blaze 2.x (3399),
AccessNow/Blaze 3.x (8080), HTTP (80), HTTPS (443), emulation (80), SSH
(22), and more.

In order to configure PowerTerm WebConnect for use with the Secure
Gateway, there are two steps to complete:

e Configure three environment variables in the PowerTerm
WebConnect Administration console to enable the Secure Gateway.

¢ (Optional) Configure Secure Gateway “sg” specific Application
Zone, Application Portal and AccessToGo clients that will be used
externally to point to the Secure Gateway for the PowerTerm
WebConnect address. The Secure Gateway is acting as a proxy to
the broker server.

e (Optional) If the Secure Gateway will be used for both brokered
and non-brokered access (i.e. Blaze Client) then the Authentication
Server will be required in order to provide security for standalone
clients.
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Configure the Three Broker ESG Variables

Open the PowerTerm WebConnect Administration Tool and go to Server |
Configuration. Scroll down the list of Environment Variables and go to the

Secure Gateway related settings:

SecureGatewayEnabled

1 - Enabled

0 - Disabled (will an alternate service
gateway built into the broker when
Gateway mode is specified)

SecureGatewayExternalAddress

The address and port of the Secure
Gateway server that will be reachable by
the Ericom clients. This address and port
must be reachable by end-users who will
be connecting over the ESG.

SmartlnternallsGateway

AccessNow and AccessToGo do not support
SmartInternal automatic detection. All
settings that are set to Smartinternal will
automatically use Direct by default with
these clients. To force all SmartInternal
connections to use Gateway, set this value
to 1

In this example, all Ericom clients will connect to the Secure Gateway at the
address: securegateway.ericom.com over port 4343.

E nvironment Y ariables:

Securels atewank nabled 1

Securel atewayE stemaltddress  securegateway. ericom. com; 4,343

NOTE If the Secure Gateway is using a trusted certificate, enter the DNS address

of the Secure Gateway rather than the IP address here. A trusted
certificate will need to recognize the domain name of the address.

If SmartinternallsGateway is set to 1, all “"Access” components (AccessNow,
AccessPad, and AccessToGo) will use Gateway mode when the connection’s
Gateway setting is set to Smartinternal.

| Smart nkernallsa ateway

NOTE

“Access” components currently do not support the Smartinternal feature

(this will be available in a future release).
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Configure the Client files

When WebConnect is set as the Default ESG Web Server folder, the default
page will be pointed to sgstart.html.

Internal Web Server

Default Folder WehConnect

This may be changed in the .config file under folder_name="WebConnect”:

<add folder_name="WebConnect" default_page="sgstart.html"
allow_access="true" />

The “sg” versions of the Application Zone and Web Portal page files on the
PowerTerm WebConnect broker may need to be configured to point to the
Secure Gateway for the PowerTerm WebConnect Service.

STOP When using the same address (e.g. sg.acme.com) for internal and external
users make sure that the external DNS for sg.acme.com will reference the
external IP/address of the Secure Gateway (such as the address of the
firewall that is forwarding port 443), and that the internal DNS will
reference the internal IP/address of the Secure Gateway.

Optional /websocket parameter

When the Secure Gateway is using port 443, certain traffic may be filtered by
the firewall. To prevent connectivity issues, configure the external facing
firewall to allow all TCP traffic over the Secure Gateway port.

On firewalls where HTTP/HTTPS filtering cannot be disabled, configure

PowerTerm WebConnect traffic to use WebSockets by adding the parameter
/websocket.

Application Zone Configuration

By default, the sgapplicationzone.htm/ will use the address and port in the
URL. In most cases, not customization is required in this page.

However, hardcoded values can be set for the “server:” and “port” variable.

In this example, the sgapplicationzone.html is pointed to the external Secure
Gateway address on port 4545 (securegateway.ericom.com:4545) in order to
access the PowerTerm WebConnect Service.

,. sgapplicationZone.html - Notepad
File Edit Format ‘Wiew Help

Tdentifylvm: "Identifylvm. class",
jawvabownloaderImagesURL: "images",

windowsagentTURL : "L Swindows /ptagent. cabh”,
TinuxAgentURL : VAR VA xB@fgter‘m—wc. zip",

an N1=T I " At acient Fin
Server: Tsecuregateway. ericom. com
ort: "4545",
|- .

» Uz OEradTe TO a0 TOrT
a2 L n

245




To enable WebSockets mode, add the parameter /websocket:

+ "N /websocket JSHORTCUT=BOTH /AUTOLOGIN=NO";

Web Portal - sgLaunch.asp Configuration

By default, the sgLaunch.asp will use the address and port in the URL. In
most cases, not customization is required in this page.

Similar to sgapplicationzone.html, hardcoded values can be set for the
“server:” and “port” variable.

,. sglLaunch.asp - Notepad

Filz Edit Format ‘iew Help
S Parameters for downloader.is
var PT = {

windowsDownloaderURL : "L Awindows Sptdownloader. cak™,
javabownloaderurl : "../bownloader_signed. jar”,
Jdentifyawm: "L Tdentifyavm, class ™,
javabownloaderImagesURL: ", . Simages",
windowsAgentURL : "L Awindows ‘ptagent. cabh'y,

l g - ! 15y S _ ]

macAgent URL: Lo /ptagent. zipT,
SEFVEr: "securedateway. ericom. com,
port: 14545",
13 Oy ’ Eo] 1=, ot i Eo

To enable WebSockets mode, add the parameter /websocket:

+ "f /websocket [SHORTCUT=BOTH /AUTOLOGIN=NO";

Web Portal - Comportal.INlI Configuration

If the PowerTerm WebConnect Server and the IIS are running on separate
machines, then configure ComPortal.INI to point to the Secure Gateway
address and port. In this configuration there is no need to modify the
Launch.asp or sgLaunch.asp file.

In the following example, the Comportal.INI is configured to point to the
Secure Gateway in order to reach the PowerTerm WebConnect service.

I ComPortalini - Notepad

File Edit Format Wiew Help

[General]
MaxLogFilesizek=<Default>
MaxLogBackups=<Default>
LogFlags=Run Services
[server=webConnect]

ustomaddress=securegateway.test. com:443| I
= =
Min-Instances=1

10

LY EY Trct+ o,

L=y = o

To enable WebSockets mode, add the parameter /websocket to the
Launch.asp or sgLaunch.asp file:
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+ " /websocket JSHORTCUT=BOTH /AUTOLOGIN=NO";

AccessToGo Client Configuration

Once PowerTerm WebConnect is configured for remote access with the Secure
Gateway, it will support AccessToGo connections. Perform the following to
connect to PowerTerm WebConnect using AccessToGo:

e Download the AccessToGo app
e Create a new PowerTerm WebConnect connection

e For the Server field, enter the server address and port (e.g.
securegateway.test.com:4423)

e Click OK and tap on the connection to launch it.

Connecting using the Secure Gateway

When using the Secure Gateway with PowerTerm WebConnect, direct the
users to the URL of the Secure Gateway. The user simply has to enter
https://securegateway.test.com (or http):

;’a [ PowerTerm® WebConne * \\ =

€ C [ hitps//securegateway.test.com

And the page will automatically redirect to
https://securegateway.test.com/WebConnect/sgstart.html

' 4 ®
y O PowerTerm® WebConne X \__

[ {2=100 ) ttps://securegateway.test.com/WebConnect/sgstart.htm

A Welcome to the PowerTerm® WebConnect
Easy Access Page

¢ _ERICOM

. Access Done RIGHT

PowerTerm WebConnect provides flexible and secure enterprise-wide
access to business-critical applications and desktops

Select the access method you want to use

PowerTerm WebConnect

enables you to access AppIICCﬂ'IOI’] APP]ICGNOH
your published applications Zone _Portal

and deskfops via the )

Applicaﬁon Zone or the Rich client interface with local Web-based access from within
Applicaﬁcn Portal desktop integration. the browser.

Since the Secure Gateway is acting as a proxy to the Web server, all
subfolders and filenames will be intact (i.e. /webconnect/sgstart.html).
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If a port other than 443 is used as the Secure Gateway port, it must be
explicitly specified in the URL (i.e. “:4343"):

o PowerTerm® WebConnect

=2 C | @ nhttps//securegateway.testcom:4343 /webconnect/sta t..'.i-‘.':|

‘%ERIEDM Welcome to the PowerTerm® WebConnect

Ercve Arrace Prmia

NOTE All Smartinternal connections will automatically use Gateway mode when
the user connects to PowerTerm WebConnect using the Secure Gateway.
Direct connections will not be affected.

Manual Configuration of ESG

In addition to using the Configuration GUI, settings that were previously
configured during the installation process may be changed by manually
editing the Config file. This is a sample configuration where the Secure
Gateway is configured to work with a PowerTerm WebConnect Server (PTWC)
at address 192.168.35.134:

<WebConnectServer>
<add key="Address" value="192.168.1.134"/>
<add key="Port" value="4000"/>
</WebConnectServer>
<WebServer>
<add key="Address" value="192.168.1.134"/>
<add key="Port" value="80"/>
<add key="SecuredConnection" value="false"/>

</WebServer>
Authentication Server

The Authentication Server is used in the following use cases:

e Support standalone clients in addition to WebConnect clients
e Provide support for RADIUS based two-factor solutions

e Provide the ability to recognize and change expired passwords with
AccessPad and AccessPortal.
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Configure the Authentication Server

The Authentication Server is required to secure standalone clients that will be
used in the environment as well. In this scenario PowerTerm WebConnect
and the Secure Gateway must work with the same Authentication Server. To
configure PowerTerm WebConnect to use a specific Authentication Server,
perform the following:

Go to the PowerTerm WebConnect Administration Tool

Files | Configuration | Main

ew | Files | Tools Options Help
| Configuration 4 || Main |
Defaults k Users
: 1 As floe e

Go to the end of the file and search for the “Authentication Server”
section. If you imported an earlier ptserver.ini file, the section
may not be available and will have to be created

Set the Address to be that where the Authentication Server is
running at. In the example below, the Authentication Server is
running on 192.168.0.2

[Authentication Server]
Address=192.168.0.2
Port=444
CertificateDnslIdentity=
MaxClockSkewMinutes=180

In the Secure Gateway configuration file
(EricomSecureGateway.exe.config) go to
<externalServersSettings> | AuthenticationServer and set the
value of Address to be the same value that is set in step 4.

<externalServersSettings>
<AuthenticationServer>
<add key="Address" value="192.168.0.2"/>
<add key="Port" value="444"/>

Configure RADIUS Two-Factor Authentication (2FA)

Requirements

PowerTerm WebConnect 6.0 or higher

Ericom Authentication Server 3.4 or higher
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e Ericom AccessPad or AccessPortal
e Operational third-party RADIUS system

To configure RADIUS support in the Authentication Server, login to the
Authentication Server’s web admin console by navigating to the URL
https://<authentication-server-address>:7443/admin

Select Radius and enter the parameters for the 2FA RADIUS server:

@k Dashboard DALV IC Catt moe ) o
RAUIUS S2TUNES »setup and configuration of R S serve
& Active Directory
# Radius
S - on
& Security RADIUS emabled Wl
i Abou Server Address | 192.168.2.36
Service Description | RADIUS Login
Shared Secret | seesees
Authenticatation Method | Password/P v
Authentication Port | 1812
Server Timeout (Seconds) |3
Maximum Retries |3

The Authentication Method configured in the Authentication Server must
match the setting in 2FA system. If the incorrect method is configured, an
error message will be displayed to the end user:

Reason: Ericom Authentication Server error (code 10030002}

Authentication error: ACCESS_REJECT

Try a different Authentication Method and test again.

HINT Use telnet to verify port connectivity between the Authentication Server
and the 2FA server

Click Save to apply the settings on the Authentication Server

Changing the title of the Radius login prompt

The title of the RADIUS login prompt may be customized to describe the 2FA
system that is being used. To set this label, configure the Service Description
in the Authentication web console.
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Update succeeded

Enter your RADIUS settings
RADIUS enabled G

Server Address

Service Description | Two Factor Login

The next time a user authenticates with a supported WebConnect client, the
new label will be displayed:

Two Factor Login

Paszcade

Logging in using 2FA (Password/PIN setting)

2FA support is available with AccessPortal and AccessPad 3.3.1 and higher.
Users will login using their Active Directory (LDAP) credentials at the initial
login prompt:

AccessPad

RADIUS Login

Please enter the host name or IP address of Ericom Server and your network credentials
SRFver:

webconnect.acme.com

User name:

abc@acme.com

Passward:

And then the RADIUS passcode prompt will appear:
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RADIUS Login

If both entries are valid, the user’s resource list will be displayed.

If either authentication fails, the error message below will be displayed and
the user will have to attempt the login again.

sson: Ericom Authentication Serwver error (code 10

Authentication error: ACC REJECT

Disabling Non-supported Clients

Authentication Server is designed to only work with AccessPad 3.4 (and
higher), AccessPortal 3.4 (and higher), WebConnect Mobile Client 3.5 and
higher, and AccessToGo 3.5 (and higher). Older WebConnect clients that do
not support Authentication must be disabled to ensure robust security.

NOTE The instructions below require that all connections from AccessPad and
AccessPortal are originating from the Secure Gateway

Disabling Application Portal

e Delete the AppPortal folder or move it to a location on the web
server such that it is not accessible from the ESG.

e Edit the PtServer.ini file and ensure that the Machines setting is set
to only localhost or 127.0.0.1

Disabling Application Zone

e Login to the Secure Gateway Admin console and go to the
Connection Broker dialog

e Remove the WebConnect Serer Address and click Save
WebConnect Server
Address |
Fort {4000

Disabling AccessToGo (versions prior to 3.4)

e Open the file: ..\Program Files (x86)\Ericom Software\WebConnect
6.0\web\AppPortal\AccessToGo\web.config

e Find <add key="AcceptOIldClients" value="True" />

e Change the value= to False then save the file (iisreset.exe not
needed).
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19. TERMINAL EMULATION WITH HOSTVIEW

Introduction

PowerTerm WebConnect HostView provides Terminal Emulation for legacy
servers (i.e., IBM AS/400, UNIX, AIX, etc.) The following features of the
terminal emulator can be modified centrally using the Administration Tool:

Menus and menu options: Entire menus or specific menu
commands can be hidden from specific users.

Screen attributes such as display colors, number of rows and lines,
cursor shape, and tab stops can be configured differently for each
user and group type.

Function buttons: There are two types of function buttons. Power
Pad is a floating panel of buttons that the user can position
manually on the screen. Soft Buttons are functions Buttons (Soft
Keys) that are fixed to the bottom of the emulation screen.

Keyboard mapping: Traditional terminal keys can be mapped to
the physical system keyboard. Keyboard mapping also maps
automated functions (also known as macros).

Configuring Legacy Connections

Legacy host connections are configured using the Administration Tool.

Creating a Legacy Host Connection

Select Action | New | Host Connection. The New Connection dialog
appears.
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e Configure the legacy host’s Connection properties:

'2. Add Connection E
Connection Mame: Display Mame: :
Il Settings... |
Usage Type: Owner: Display Path Key Mapping... |
IHeguIar j @ [ Server] j
Alternate Connection: Power Pad... |
I[ Mone | j I Enabled —IAD ElE s Login Script |
~ Eefiegm Terminal Tppe:
m
WT420-7 = |
% Taminal Emulation Terminal Madsl J Memo..
erminal Model:
" Remate Desktop Access |VT22D d Fublisking... |
— Communication Help |
Type: Host Name: Terminal Mame:
Poirt Mumber: K.eep &live Timeout:
I 23 I 0
IV Setwindow Size
Metwork Mame: Securi
[Pusiic | Typz: [Mone 7| M
Erwiranment Y ariables: Fi 4 ‘ B
Mame | Walue | | ok I
Cancel |

&

e Click OK and the new connection will be created and added to the
list of connections. Any user that has been assigned to the
connection will also see it in their Application Zone automatically.

Copy a connection based on an existing one:

e Select a Connection to be copied and right-click it; then select

Copy. The Copy Connection dialog will appear.

e Type in a new Connection Name.

e Click OK. The new connection will be created and the Connection

Properties dialog will appear.

¢ Make necessary modifications. Verify that the Display Name is

uniqgue and then enable the connection.

e Click OK. The new connection appears with its own unique

properties in the Connection pane.

NOTE A copied connection is initially disabled. It must be manually enabled for

users access it. Go to the Connection’s Properties | Information |

Advanced button to enable the application.

¥ Enable thiz Application
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Testing a connection:

e Right-click on the connection in the Connections pane and select
Test. The Login dialog appears.

e Provide a valid password and click OK. The desired host connection
will be launched.

NOTE Testing the connection helps ensure that it is working properly before
deployment to end-users.

Modifying connection settings:

e Select the desired connection and right-click it; then select
Properties. Or, select Action | Properties. The Connection
Properties dialog is displayed.

e Make any modifications.

e Click OK. The new modifications will take effect.

Legacy Connection Properties

e Connection Name: Unique identifier used by PowerTerm
WebConnect

e Display Name: Title of the connection displayed to the end-user.
This value does not have to be unique, although it is recommended
to avoid end-user confusion.

e Settings button: Displays the Settings dialog which configures the
emulation window’s appearance and behavior.

e Key Mapping button: Drag and drop keyboard mapping feature.

e Power Pad button: Programmable buttons to map commands and
scripts.

e Login Script: Opens a text window to add scripts to be run after
communication is established by the emulation client.

¢ Memo button: Opens a text file to track information for the
connection.

e Publishing button: Determines where to place shortcut icons on the
user’s desktop.

e Up and down arrows: Clicking these arrows switches to the
previous (up) or next (down) object.

NOTE The arrows are not displayed in the Add Connection dialog when you
create a new connection.
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NOTE If the next connection is a RemoteView connection, the Properties page will
be displayed.

e OK and Cancel buttons: Save or discard your changes
(respectively), and close the dialog box.

Deleting a connection

e Select a Connection to be deleted and right-click it; then select
Delete. A confirmation message appears.

e Click Yes to delete the connection permanently.

Disabling a connection

e Select a Connection to be disabled and right-click it; then select
Properties. The Connection Properties dialog appears.

e Clear the Enabled checkbox.

e Click OK. The connection is now disabled.

Enabling a disabled connection

e Select a Connection to be enabled and right-click it; then select
Properties. The Connection Properties dialog appears.

e Select the Enabled checkbox.

e Click OK. The connection is enabled.

NOTE When a connection is deleted or disabled the user will no longer be able to
access it. If the connection will be used at a later point, disable the
connection rather than delete it. A disabled connection can be re-enabled.

NOTE If a parent connection is disabled, its child connection will also be implicitly
disabled. (A child connection is a connection that has another connection
as its owner.)

PowerTerm WebConnect HostView Settings

To configure settings at the user level:

e Double-click the desired User. The Properties dialog is displayed.
e Click the Settings button. The Terminal Setup dialog is displayed.

e Configure desired settings.

To configure settings at the group level:

e Double-click the desired Group. The Properties dialog is displayed.
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e Click the Settings button. The Terminal Setup dialog is displayed.

e Configure desired settings.

To configure settings at the connection level:

e Double-click the desired Connection. The Properties dialog is
displayed.

1. Click the Settings button. The Terminal Setup dialog is displayed.

2. Configure desired settings.

To configure settings at the server level:

e Select Server | Default Settings. The Terminal Setup dialog is
displayed.

e Configure desired settings.

Keyboard Mapping

It may be necessary to map host terminal keys to the PC keyboard to
properly emulate the original terminal. Any keyboard key may be configured
to emulate a key, macro, or script. The keyboard mapping definitions are
stored in a file with the same name as the current terminal setup file, but with
the extension .ptk. For example, the default keyboard mapping definitions
are stored in a file named ptdef.ptk. The setup files are stored on the
PowerTerm WebConnect server. End-users can load their own settings if they
have the proper permissions (i.e., member of Super Users group).

To view key mapping configuration:

¢ Right click on the connection to be configured and select
Properties. The Connection Properties dialog will appear.

e Click the Key Mapping button.

e Move the mouse over the different keys. The bottom line of the
dialog shows the corresponding PC and terminal keys.

HINT Point to the “t” key of the VT keyboard and the corresponding PC key “T”
will be displayed. Use this to track existing key mappings.

To map a PC key with a host key:

Using the Key Mapping window, drag a key from the upper Terminal Keyboard
to the desired key on the lower PC Keyboard.

Click the <Control> key on the terminal keyboard to display additional key
options.
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HINT Click the <Shift> key and the alphabet keys on the terminal keyboard will
be displayed in upper case. These keys can also be assigned or mapped.

To map combinations of Alt, Ctrl, and Shift keys

Using the Key Mapping window, click any combination of <Alt>, <Ctrl>, or
<Shift> key on the PC Keyboard.

Drag the desired key from the Terminal Keyboard to the desired key
combination on the PC Keyboard.

To copy a PC key to another PC key

Using the Key Mapping window, hold the <Ctrl> key while dragging the
desired PC key to the PC key to be mapped. Both keys now have the same
functionality.

To replace a PC key with another PC key

Using the Key Mapping window, drag the desired PC key onto the PC key that
will be replaced (mapped).

To restore a PC key to the default value

Using the Key Mapping window, drag the desired PC key to the wastebasket
icon. This restores the default function of the PC key.

To restore the default keyboard mapping of all mapped keys
Using the Key Mapping window, click the Clear All button.

To assign a script command (macro) to a PC key

e Using the Key Mapping window, right-click a key on the PC
keyboard to be assigned, and select Enter Script Commands. The
PC Button dialog appears.

e Enter the script (PSL) command and click OK. The PC key has now
been assigned a script command.

Power Pad

The Power Pad is a floating keypad with programmable buttons. The buttons
are by default named F1, F2, F3, etc., with a few default functions, such as
Clear, Enter, and Insert. The number of displayed buttons and their names
can be modified.

The Power Pad can be defined at the server's level or at the connection level.
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Power Pad Buttons

Hnwl Colu... | D escription ‘ Script Command HUWS:J
F1 zend <f1 3 =
F2 send <[> ol —l
F3 send <f3> o “"E
Fa zend <M 4 ==
send <f5: (=
FE send 16>

F7 send <[7>

Fa send <(3>

Fa send <f9x i
] e e 3 6‘0” Clean Pawer

Pad

m | »

il e

Help

R R R i
R R - e
-

o

Function Buttons

Clean
1 | Description Seript Command Calumns: Functions
1 F1 send <f1>

e
2 F2 send <f2»

3F3 send <f3> Clear All
4 F4 send <f4>
5 F& send <[5

B FB send <f8> T :I
L i . 3
Cancel

m| s

To open the Power Pad & Function Buttons at Server’s Level

Select Server | Default Power Pad. Configure as needed.

To open the Power Pad & Function Buttons at Connection Level
e Select the HostView connection to be configured.

e Right-click the connection and select Properties. The Connection
Properties dialog appears.

e Click the Power Pad button. The Power Pad & Function Buttons
dialog will appear.

To program the Power Pad

e Double-click the row/column line for the button to be programmed.
The Power Pad Button dialog appears.

e Enter its Description and Script Command.

HINT To hide the PSL command, add an asterisk to the beginning of the
command.

3. Click OK.

To reset the Power Pad
e Click the Clean Power Pad button.

e Click Yes at the confirmation prompt to restore the default values.

To adjust the number of buttons in the Power Pad

Enter the desired number of Rows and Columns to appear in the Power Pad.

NOTE There is a maximum of 10 rows and 10 columns in the Power Pad. The
default is 9 rows and 4 columns.
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Function Buttons

Along the bottom of the PowerTerm emulation window are Function buttons.
By default, these are configured for F1, F2, F3, etc. These can be renamed
and programmed to execute custom scripts. The Function buttons can be
defined at the server's level or at the connection level.

To open the Power Pad & Function Buttons at Server’s Level

Select Server | Default Power Pad. The Power Pad & Function Buttons will
appear.

To open the Power Pad & Function Buttons at Connection Level
e Select the HostView connection to be configured.

¢ Right-click the connection and select Properties. The Connection
Properties dialog appears.

e Click the Power Pad button. The Power Pad & Function Buttons
dialog will appear.
To program the Function buttons

e Double-click the row/column line for the button to be programmed.
The Function Button dialog appears.

e Enter its Description and Script Command.

HINT To hide the PSL command, add an asterisk to the beginning of the
command.

4. Click OK.

To reset the Function buttons
e Click the Clean Functions button.

e Click Yes at the confirmation prompt to restore the default values.

To adjust the number of Function buttons

Enter the desired number of Columns to appear for the Function Buttons.

NOTE There is a maximum 24 columns in the Function Button bar. The default is
12 columns.

Custom Background Bitmap for HostView

Add a custom background image in HostView

e Select Files | Put Background Bitmap. The Select Background
Bitmap File dialog will appear.
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e Find and select the desired bitmap file.

e Select the desired file and click Open. The custom bitmap is now
configured as the Server default.

To change the background image:
e Go to Server | Configuration

e Set the Background Bitmap File Name

Background Bitmap File Mame:

ActiverOrniginal cab
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20.

QuickFTP

QuickVNC is centrally managed by the PowerTerm WebConnect server, so
some settings are not configurable by the end-user. It can only be launched
via the Application Zone. The Application Portal and AccessPad are not
supported.

Installing QuickFTP

In order to use QuickFTP, the end user must install the component onto the
local system. The installer may be obtained from the PowerTerm WebConnect
server at this path:

C:\Program Files (x86)\Ericom Software\WebConnect 6.0\AddOns\QuickFTP

Launching QuickFTP

Published QuickFTP connections will appear in the user’s Application Zone,
AccessPad, or Application Portal once assigned. It may only be launched from
the Application Zone.

TN

L 4

CuickFTP

QuickFTP connections are configured and published by the PowerTerm
WebConnect Administration Console. The publishing steps are very similar to
publishing a HostView connection.

To begin, in the Administration Console go to Action | New | Host Connection.

Select Remote Desktop Access and FTP as the Communication type.
Configure the settings as desired and click OK to create the new FTP
connection.
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Connection Name: Display Name:
[My FTR [FTP Server Access :l— Label Displayed to end-user

Usage Type: Owiner: Display Path
[Fegier =] R@isever =] |
Alternate Connection:
W AD G e : :
e =] Enabled roups | L Directory Services Assignment
Category
" Terminal Emulation M
% Femote Deskiop fiooass Publishing.
Commurication Help
Type: Host Mame: User Mame:
WHE |ftp serveraddress |predefmed uzemame
FTP Mode Passworck Acsount
Luﬂ Mumber Lwe_ FTP Connection Parameters
21 Auta hd
Local Folder: Fiemote Folder
Jiviial folder [iitatfolder
Metwark Name: ————y
Data Conversion Setting — [pie o] Options F R FTP Session Preferences

STOP All QuickVNC connections MUST have a username and password

predefined. This cannot be entered manually by the end-user.

Using QuickFTP

When a QuickFTP connection is launched, the component will connect to the
FTP site as configured centrally on the PowerTerm WebConnect server. Once
the FTP connection is established, the FTP user interface will appear.

Start by selecting Copy or Append (Default is Copy).

Next, set the transfer type to Ascii or Binary by clicking the Transfer Type
button (Default is Ascii). This can also be set under Settings | Transfer Type.

Navigate to the desired source and destination folders for the file transfer.

To download files, select the desired files to be transferred from the file list
under Remote and click the left arrow button.

To upload files, select the desired files to be transferred from the file list
under Local and click the right arrow button.

HINT Depress the control (CTRL) key while clicking files with the mouse to select

more than one file for transfer.
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[E PowerTerm FTP Client - ftp.cfg (=2 EcR )
File Settings Services Help
e d & LI x
220 ftp.ericom. com
— | Local Remote —
Diectes == e
c:\progn_am files\ericam
[ Binary [
- . ~ Change
Local directories 3 foris |: Remote directories
i
(=13 ieate
=d Flemove
L | == v Refresh —
Files: Files:
— | o] |l -
[ as400.ptx -
[ blaze.cab (“: EDW ’
PP
Localfiles [y bhazecre Remote files
. [ cabarc.exs - — Fp
(user's system) [ fodeviesdl ( server
[ fip.cla Open
[ ftp_anline.cnt - Delete —
Rename
I [‘bo:00:08

NOTE The directory and file panes do not support drag and drop. Select desired
files by navigating to the appropriate directories.

Click the Disconnect button to disconnect from the FTP site. From the File
menu, select Exit to exit the application.

Menu ltems
File Create, open and save a configuration. Exit FTP client
Settings Select preferences for file transfer data translation mode
Services Display the FTP log; refresh the file list in both the local and
remote directory; open the Connect dialog.

Toolbar
New Create a new configuration file
Open Open an existing configuration file
Services Display the FTP log; refresh the file list in both the local and
remote directory; open the Connect dialog.
Save Saves a configuration file

Preferences Displays current session preferences

File Select options for data conversion.
Transfer
Setup
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Connect Enter connection parameters for file transfer
Log Displays FTP session details

Window

Close Exit the FTP client
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21. IMPROVING PERFORMANCE

This chapter provides best practice recommendations for optimizing
PowerTerm WebConnect and Terminal Server performance.

Using a Dedicated Server

For optimal performance, install PowerTerm WebConnect on a dedicated
server. Installing PowerTerm WebConnect on a server with heavy load will
adversely affect performance of the server. PowerTerm WebConnect should
not be installed on a server running any of the following:

e Microsoft Active Directory or any other directory service
e Microsoft Exchange or any other mail server

e Microsoft Terminal Server or Citrix Presentation Server
e Corporate Web server

e Any server under constant heavy load

NOTE For prototypes and small to medium sized deployments, installing
PowerTerm WebConnect on a Terminal Server is most practical.

Running PowerTerm WebConnect separate from the Web Server

The PowerTerm WebConnect installer assumes that there is a web server on
the same system. It is possible to host the web folder on a web server
external to the PowerTerm WebConnect server.

Memory Resources

For optimal performance ensure that the PowerTerm WebConnect has
sufficient resources. It is important to allocate sufficient memory for the
PowerTerm WebConnect server, and to ensure that the server does not need
to use the virtual memory swap file.

Use the server’s Performance Monitor to monitor the system’s performance
and resource usage over time. Inspect memory related statistics such as
Memory\Pages/sec and Memory\Page Faults/sec. High values indicate that
more RAM is needed as memory is constantly swapped to and from the disk.
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Alternate Connection Points

The default installation assigns the main connection point to the first known IP
address of the computer and port 4000. These values are specified in the
Address and PortNo entries of the [ConnectionPoint=name] section, in the
server’s Main Configuration (PtServer.ini).

Additional connection points can be added by simply copying an existing
connection point and modifying the values. Connection points allow
connections to the PowerTerm WebConnect server through additional ports.

EXAMPLE - in this connection point the server address is configured as
126.1.1.177 and the port of 443 will be used to accept connections to
PowerTerm WebConnect. Only SSL connections will be accepted via this port.

e [ConnectionPoint=Secured]

e Address=126.1.1.177

e PortNo=443

e SSL-Required=True

e LoginRequestTimeoutSeconds=10
e EchoTestFrequencySeconds=60

e EchoTestTimeoutSeconds=30

e KeepAlive=False

e UseConnectingMachineName=True

HINT When adding a new connection point, ensure that the server firewall allows
traffic though the new port. Also verify that there is not another service
on the server already using the port.

After configuring Connection Points, restart the PowerTerm WebConnect
Server service.

Best Practices for a Healthy Environment
Do not use vendor-supplied defaults for system passwords and other
security parameters

Ericom recommends changing the password for the PowerTerm WebConnect
Administration Console immediately after installation. The default password is
<blank>.

Uninstall unused applications from Terminal Servers

Keep Terminal Servers optimized by not installing extraneous applications.
Uninstall applications that are no longer used. Terminal Servers are accessed
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by many users each day and should be optimized to run applications that are
needed the most.

Virtualize servers to ease the backup and rollback process

Before making significant changes to any server (i.e. upgrading WebConnect)
take a snapshot of the server. This will create an image of a “working” server
and provide a simple method of rolling back the server.

Develop and maintain secure systems and applications

An Ericom PowerTerm WebConnect Terminal Server environment stores all
data within the datacenter (minimizes impact of critical data loss due to
equipment theft). Centralized data sources are easier to maintain and secure.
Manage redirection features to meet security standards; such as disabling file
upload and download to the Terminal Server.
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IMPLEMENTING ACCESS SECURITY

An effective server access solution must ensure that critical computing
systems are not compromised. This is especially important when access to
these systems is extended beyond the local network to areas not managed by
the IT department. PowerTerm WebConnect provides features to secure
access to published applications and desktops.

Encrypting with SSL

PowerTerm WebConnect uses Secure Socket Layer (SSL) for establishing
secure communication between the PowerTerm WebConnect server and the
clients.

PowerTerm WebConnect supports three levels of communication security:

Unsecured (No SSL): Communication between the server and the client is not
secured by PowerTerm WebConnect. For example, Telnet communication is
transmitted as clear text, including user names and passwords.

Encryption without Authentication (Anonymous SSL): SSL is used for
encryption only. The client will not verify the PowerTerm WebConnect server's
identity. This is the default security level used by PowerTerm WebConnect.

Fully Secured (SSL with Server Certificate): SSL is used to both authenticate
the server when communication is established, and to encrypt the
communication data stream. In order to use this level of security, a certificate
and primary key, must be placed on the server. The client will access a copy
of the certificate from a source (file system, a Web server, or an FTP server)
and will use it to verify the server's certificate. The certificate can also be
downloaded from the PowerTerm WebConnect server and saved on the
client's machine upon receiving confirmation from the end-user.

NOTE The security level of the communication between the PowerTerm
WebConnect server and clients, does not affect the security of direct
connections between clients and hosts. Direct connections are independent
of PowerTerm WebConnect security and handled by its protocol (i.e., RDP).

Configuring No SSL Security Level

Client side configuration

Add the following parameter to the command line (i.e.,
ApplicationZone.html): /NOSSL

Server side configuration

Using the Administration Tool, go to File | Configuration | Main (PtServer.ini).
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Set SSL_Required= to False. This will allow the server to accept unsecured
client connections.

To verify that no SSL is used, go to the About dialog on the client side (i.e.,
Application Zone) and there will be no lock icon (%

NOTE To disable compression set UseCompression=False

Configuring Anonymous SSL Security Level

Client side configuration

Add the following parameter to the command line (i.e.,
ApplicationZone.html): /SSL

Server side configuration

Verify that the pair of security files (PTS.crt and PTS.key) are not in the same
folder as PtServer.exe. If they are located in the same folder, the server will
use them for authentication. If they are not in the folder, the server will use
anonymous SSL.

Using the Administration Tool, go to File | Configuration | Main (PtServer.ini).

Set SSL_Required= to True. Now PowerTerm WebConnect will only accept
SSL connections.

To verify that SSL is used, go to the About dialog on the client side (i.e.,
Application Zone) and verify the presence of the lock icon.

Install Folder: g

Source Location:

Server Address: 1

Server Build: 5

G@) Organization: 5

User Name: iE

Configuring SSL with Certificate Security Level

Client side configuration

Add the following parameter to the command line (i.e.,
ApplicationZone.html): /SSLCERTFILE or /SSLCERTPATH

/SSLCERTFILE is used to reference specific certificate files.

/SSLCERTPATH is used to reference a folder containing one or more certificate
files.

The certificate filename or path is configured as follows:

270




/SSLCERTFILE=filename or /SSLCERTPATH=path

NOTE The certificate path is not searched recursively

Using multiple certificates

Both command line parameters can reference multiple files or paths:
/SSLCERTFILE="filel;file2;file3”
/SSLCERTPATH="path1;path2;path3”

Server side

Verify that the pair of security files (PTS.crt and PTS.key) are placed in the
same folder as PtServer.exe. If they are not in the folder, the server will use
anonymous SSL.

Using the Administration Tool, go to File | Configuration | Main (PtServer.ini).

Set SSL_Required= to True. Now PowerTerm WebConnect will only accept
SSL connections.

NOTE The first time the certificate files are placed in the server’s folder (and
anytime they are replaced) the PowerTerm WebConnect Server service
must be restarted.

If the server’s certificate does not match the certificate file referenced by
/SSLCERTFILE, or is not located in a directory referenced by /SSLCERTPATH,
the connection is rejected.

To override this operation place an asterisk (¥*) in front of the certificate file
name, or directory path. In this case, if the file does not exist or does not
match the server’s certificate, the server’s certificate is presented to the user.
If the user accepts the certificate, it is saved and the connection will be
established. If a file name is provided without specifying a folder, the file will
be saved to Ericom-folder/certificates.

NOTE Distributing a certificate in this manner is less secure than manually
placing them on the client computer (there is no way to verify the source
of the certificate.)

If the SSLCERTFILE file name is not specified, a search in the default folder
will be conducted for the following:

ServerName=ServerIP-ServerPort.crt
Example: steven= 127.0.3.37-4000.crt

Ericom-folder is a private user folder. It is located under the user’s profile
(i.e., C:/Documents and Settings /User-Account-Name/Application
Data/Ericom)
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For certificate authentication, place the CA certificate in the web side root
folder and specify its path in the following manner:

https://webserver/WebConnectV.v/server.crt
Example: https://www.customer.com/WebConnect5.1/server.crt

To verify that SSL is used, go to the About dialog on the client side (i.e.,
Application Zone) and verify the presence of the lock icon.

Install Folder: d
Source Location:
Server Address: 1
Server Build: 5
G% Organization: 5
User Name: hE

SSL with Server Certificate (Administrative Access)

In the Connect dialog of the Administration Tool, the Administrator can
connect to a server without a certificate. During a connection attempt, a
dialog will appear stating the file name and path of the certificate that the
Administration Console failed to find.

The administrator can choose one of the following options:
e Reject this certificate
e Accept this certificate

e Accept and Save this certificate to the specified server location

Enabling FIPS Compliancy in RDP

FIPS compliancy is supported by the RDP protocol. This is a vital feature
when sensitive data (i.e., credit card information) is sent over public
networks. FIPS is enabled using the Terminal Services (Remote Desktop)
Host Configuration.

Encroption level: I FIPS Compliant j

All data sent between the client and the server iz protected by
uzing Federal Infarmation Pracessing Standard 140-1 validated
encephion methods,

To enable FIPS Compliancy on Windows 2003 Terminal Servers:
e Open Terminal Services Configuration.
e Double click on RDP-Tcp and go to the General tab.
e Change the Encryption level to FIPS Compliant.
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£ onfiguration’,Connectio - |0 x

e iton You
= | [ X & B o .
Remate Contral | Client Settings | Metwork Adapher I Permissions I

,, Terminal Services Configuration General [ — | Sessions | Erwironment
a Connections
B[] Server Settings

Tupe: ticiosaft RDF 5.2
Transpoit: tep

Comment: I

I~ Security
Security layer RDP S ecurity Laper |

Communication between the server and the client will use native
RDF encryption.

Encryption level: Low j

Al data sent from client ta server { 0%

on the masimum key strength sup) EI_'E'T Compatibl=
ig

Cerlificate: |<nnne> Edit |

More information

[~ Use standard Windows logon interface

0K I Cancel | Apply |
| \ |
To enable FIPS Compliancy on Windows 2008/R2/2012 Terminal Servers:

e Open Remote Desktop Session Host Configuration.
e Double click on RDP-Tcp and go to the General tab.

e Change the Encryption level to FIPS Compliant.

File Action Wiew Help
¢ [ B

@ RD Session Host Configuration:
3 Licensing Diagnosis

Configuration for Remote Desklop Session Host server:

us-bl RDP-Tcp Properties

You car boti
connec Remote Cortrol | Client Settings | Network Adapter | Security | rf
whole General | Log on Settings I Sessions I Environment
Conne  Type: RDP-Tep
Conne:  Transport: tep fpm
MED oo
— Security
Security layer: Megotiate 'I
The most secure layer that is supported by the cliert will be used. I s
supported, S5L{TLS 1.0) will be used.
Edit ¢
G Encryption level:
7 Al data sent between the client and the serveris protected by using
[ De Federal Information Processing Standard 140-1 validated encryption
[ Ust methods
I Re
1 Ui AMlow connections only from computers running Remote Desktop with
= Network Level Authentication
Lice Certificate: Auto genersted
[#re sz | Defaut |
| Re
v Leam more sbout configuring security settings
RD(
[ me oK Cancel | Apply

NOTE Blaze connections do not support FIPS.
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Secure Access Based on Subnet

PowerTerm WebConnect includes functionality to limit access to published
resources based on the user’s subnet.

Use a dedicated ESG for the desired subnet of users

Create a dedicated ESG and give it an address that only the computers in the
subnet can recognize (e.g. add the address to the local HOSTS file).

Create the resource and configure it to work in Gateway mode.

(=g L=y LRl e e | ey L= e e

Alwayz uze PowerT erm WebConnect Gateway

" Advanced I j

At the Information dialog, click on the Advanced button

TEMVErT
[ winer
lm Tipe: (TR

Fram: |Tarmina| Server

04 | Cancel | Help |

Click on box icon to add new variables. Add the following two variables:
SecureGatewayEnabled = 1

SecureGatewayExternalAddress = 192.168.0.5:4343 (the target ESG address)

¥ Enable thiz Application

E nvironment ' aniables;

Securel atewayE nabled 1

SecureGatewayE stemaldddress 192.168.0.5:4343

Click OK and then OK again to close out of the Properties (and save the new
settings).

When a user tries to connect from a machine that does not recognize the
target ESG, the following error will be returned.
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PowerTerm WebConnect RemoteYiew

@ Error occurred at 14/06/2012 21:50:57 - The secure gateway '192, 168.0.5:4343' host does not respond because it is shut down or it does not exist, {# 100600

Deny access outside of a specified subnet

Make sure that the Terminal server can be accessed directly from the desired
users (e.g. a VPN tunnel is established).

Create the application and at the Information dialog, click on the Advanced
button:

SEVETS s T
Ol
lmm_ Type: Pancbelies

Frar: |T erminal Server

agK | Cancel | Help |

Click on box icon to add new variables. Add the following three variables:

SecureGatewayEnabled = 1

SecureGatewayExternalAddress = UNAUTHORIZED LOCATION (or the
message of your choice)

SmartinternallPRanges = the subnet that will have direct access to the TS
(126.0.0 will include all addresses 126.0.0.%*)

NOTE This method is not strongly secured because if the user goes home and
matches their subnet to the configured one, the user will be able to
connect from an unauthorized location. Try to give the desired subnet
something non-standard (such as 172.10.2)

E nvironment Y ariables:

Securels atewayE nabled 1
SecureliatewayEwternaldddress. UNAUTHORIZED LOCATION

Smartlnternallph anges 126.0.0
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Click OK and then OK again to close out of the Properties (and save the new
settings)

When the user tries to connect from an IP outside of the range, one of the
following messages will appear:

Blaze session error:

@ Unable ko conmect ko Ericom Secure Gateway: "UNALUTHORIZED LOCATION"

;;' Ericom Blaze Client

04

james. lui@ericom, local &

RDP session error:

PowerTerm WebConnect RemoteYiew

Error occurred ab 14/06/2012 21:41:40 - NO_DATA error encountered calling 'gethostbynamed "UNAUTHORIZED LOCATION" ¥ (#11004)
The requested name is valid, buk no data of the requested kype was Ffound
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23. JUNIPER® SSL VPN INTEGRATION

Juniper Network’s SSL VPN solution, in conjunction with Ericom’s PowerTerm
WebConnect, provides secured remote access to mission critical applications,
ensuring a cohesive and complete Server Based Computing environment.

Juniper SSL VPN version 7.4 R1 or higher supports Websockets in the
rewriter. This feature allows Ericom’s AccessNow HTML5 to communicate
natively using just the rewriter so no component downloads are required
whatsoever. This configuration is recommended for most deployments as it
will work with the most type of devices: tablets, PC’s, Mac’s, Chromebooks,

etc.
.QH "“"'-._:#&NRE
i
Windows hl,rE
Terminal Savers —
LinuodIND Apnes e ==
= R —=am=
. "ﬁ@em
f"i Wi o
l ‘[ Legary Apps

General Portal Configuration

Add Profile in Juniper

To display the PowerTerm WebConnect Portal inside the Juniper web
interface, create a new Juniper Resource Policy, and select Web.

User Realms k

User Roles ’

Resource Profiles | Web

L, SRR A R e SR E A W o - PR

Click New Profile and define the settings to the URL of the PowerTerm
WebConnect Application Portal.

Base URL: http://server.test.local/webconnect/AppPortal/index.asp

Web Access Control: http://server.test.local/webconnect/AppPortal/*
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Web Application Resource Profiles =

Production

Resource | Ro

Type: * Custom

Name: * PowerTerm WebConnect Portal

Description:

Base URL: *
resoy
ter

rver.test.local/webconnect/AppPonaliindex. asp ]is

Autopolicies: Autopolicies are resource policies that correspond to this r
fully qualified domain name in your base URLs.

Show ALL autopolicy types ==

/| Autopolicy: Web Access Control

Use this autopolicy to control access to web =ervers and URLs.

(eiz] [#] (&)

[l Resource Action

Allow -

[T] http://server.test.local:80/webconnect/AppPortal/* Allow

PowerTerm WebConnect Configuration

Configure PowerTerm WebConnect to allow connections from the SSL VPN.

e Browse to the WebConnect DataBase folder. (Usually in
“X:\Program Files\Ericom Software\WebConnect\DataBase",
where X" is the drive letter in which PowerTerm WebConnect is
installed.)

e Open PtServer.ini and search for Machines=/ocalhost;127.0.0.1.

e Add the server address to this line
(Example: Machines=Ilocalhost;127.0.0.1;juniper.testdomain.com)

e Search for the section beginning with: [ConnectionPoint=Internet]
e Add this line at the end of this section: CheckIPMatch=False

e Restart the PowerTerm WebConnect Server Server service.

NOTE If this is not configured, users may receive an error stating Credential
Token Error. Behavior may vary based on the version of Ericom and
Juniper that are in use.
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Form POST Single Sign-On with Portal

NOTE: Juniper

Advanced License is required for SSO Form POST in the IVE

platform.

Configure the HTML Form POST to enable Single-Sign-on from the SSL VPN to
the PowerTerm WebConnect portal.

Click Users | Resource Policies | Web | SSO Form POST | New Policy

Resource: http://<server>:80/webconnect/AppPortal/Index.asp

Resource

Specify the resource for which this policy

* Resource: -B0/webconnect/AppPortal/index asp

Roles: Select desired roles that will have access to this policy.

POST to URL:
http://<server>/webconnect/AppPortal/LoggedIn.asp

Login / Login / Not modifiable

domain / widgets / Not modifiable
username / <USERNAME> / Not modifiable
password / <PASSWORD> / Not modifiable

POST details

* POST to URL: eheannect/sppPortal/Loggedin.asp|

[ Deny direct login for this resource

':: Allow multiple POSTs to this resource

(Detete ] [#] [#]
[ user label Name Value User modifiable?
Mot modifiable b
[C] Domain Domain ericomzk3 Mot modifiable hd
7] Login Login Login Mot modifiable b
username <USERNAME> Mot modifiable -
password <PASSWORD: Mot modifiable v
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Set Ericom Portal Page as the Default

To set the PowerTerm WebConnect Portal page as the default Juniper page,
go to the desired User Role and configure its UI Options. Set the Custom

page to the Portal URL. If a POST SSO policy has been set for this URL, it will
auto-login the user directly into the Portal.

Clunbening

Logidcniionng &

Sigring In

fedooict Sacurty +| [_Saw Changes ] Restors Factory Defauts |

Auth. Servwrs

buzdor
Admin el

Admin Rl 0| L]
i o Cument appearanca; éﬂvﬂ!par
Eer Rasime . p—

Lar Relan o Lo imape; | _Browse.. _I
Agsouns Profday . e i
kit Background color:  [#E3EEEY %!
Sushary .| Sub-hesdars
Hnerdbpon Current appearance: [ETSMI
Punh Config g P S i
e . Background color:  [BX3GETY LR
L e 1, e Text cobar: [FFFFFF )=
Start page

The stert cepe determings whars & usar stars after slgaang is.

© Bookmarks page
Wilcome message: |r'u'-'e:cur'1t' ta the
Portal Niame: i'Et.;-cum r'l.c:u'::.- =5L VPN

7 Mestings page

= Costom page

Srart page URL! [ﬂ-l-'-mexﬁr.ﬂett'ﬁpﬁ’ﬁrtal-‘-n-dek asgl

AccessNow HTMLS5 with Rewriter (Client-less)

Juniper SSL VPN devices running version 7.4 R1 or higher supports
WebSockets natively. No additional configuration is required in the SSL VPN
to use Ericom’s AccessNow. Simply click on the desired connection from the
Application Portal and the resource will appear as a new tab in the web
browser. No client-side download or configuration is required. This combined
solution will work on any device with a modern HTML5 compatible browser.

NOTE AccessNow is enabled by default in the Ericom Application Portal

Network Connect Usage (All Clients)

No additional configuration is needed when using PowerTerm WebConnect
with Network Connect. Just make sure to launch Network Connect before
launching any PowerTerm WebConnect published applications and desktops.
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| Client Application Sessions |

£ Metwork Connect G |

Set ActiveX Rewriting Parameter (Native
Windows Downloader)

To configure ActiveX Parameter Rewriting (rewriting specific to Ericom’s
WebConnect):

From the Juniper IVE browse to Users | Resource Policies | Web |

ActiveX Parameters

Add: Class Id: 7ZEC816D4-6FC3-4C58-A7DA-A770EE461602

Parameters: Src | Rewrite URL and response (Static and

dynamic HTML)

CEAD

7ECB16D4-6FC3-4C58-A7DA-A770EE461602 SRC:Revrits URL and response (Static and dynamic HTML)

Ericom WC

JSAM Configuration (Native Clients)

To configure JSAM to tunnel PowerTerm WebConnect’s application traffic and
ensure that the proper users have access:

From the Juniper IVE, browse to: Users | User Roles | <role
name> | General | Overview

Scroll down to Access features section

Select Secure Access Manager | Java version
Access features

Check the features to enable for this user role, and specify any role-bazed optior
other roles assigned to the user,

vV wWeb 6 Bookmarks | Options
¥ Files, Windows 3 Bookmarks | Options
[T Files, UNIX/NFS 0 Bookmarks | Options

¥ Secure Application Manager 0 Applications | Options

© windows version

* Java version

[T Telnet/SSH 0 Sessions | Options

From the Juniper IVE, browse to: Users | User Roles | <role
name> | SAM | Options

Select Java SAM
Configure JSAM Port Forwarding

a. From the Juniper IVE, browse to: Users > Resource
Profiles > SAM > Client Applications
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b. Select New Profile
Cc. Set Type to JSAM

Set name to something descriptive, such as “PowerTerm

WebConnect Servers”

Set Application to Custom

Add your PowerTerm WebConnect Server and Terminal

Servers to the JSAM Port Forwarding section. The
PowerTerm WebConnect Server port is 4000, and Terminal

Server ports are 3389.

Client Application Resource Profiles =

Select “Save and Continue”

New Client Application Resource Profile

Type: * JSAM vl

application: * | Custom e
Mame: * "WehConnect Server

Description:

J1S5AM Port Forwarding

15AM secures traffic destined for the following server(s). It listens for this traffic on a local loopback address,
vou can alsa specify (valid loopback addresses are 127.0.0.1 or 127.0.10.x and higher). 15AM will autarnaticz

choose and configure the client loopback addresses if yvou leave them blank. If you leave the Client Port blan

will use the Server Port for that server.

Delete |

Servers:

Server Mame * gsrr:ir Client Loopback IP g!?:t
|

[T ericomtsl 4000 4000

[T ericomtsi 3389 3389

[T ericomts2 3389 3389

[T us-misl 3389 3380

h. Select the Roles for this Resource Profile to be applied to
and Add them to the Select Roles area. Click Save
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Changes”.

Client Application Rezource Profiles >

WebConnect Servers

Resaiiea]  role: |

Successfully created resource profile: 'WebConnect Servers'. Mow select user ro
resource profile.

Select the roles to which the resource profile applies. These rales will inherit the resource palic
by the resource profile.
Available Roles:

MC Users Al

QA users

Selected Roles:

Users kain ;I
Users

Sawve Changes |

WSAM Configuration (Native Windows Client)

To configure WSAM to tunnel PowerTerm WebConnect’s application traffic and
ensure that the proper users have access:

From the Juniper IVE, browse to: Users | User Roles | <role name> | SAM |
Applications

Add Server: server.widgets.com (the WebConnect Server name )

PowerTerm Port(s): 4000 (or the custom port number)

From the IVE browse to Users | Resource Policies | SAM | Access
Control | Resources: server.widgets.com:4000
(<servername>:<port>)
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e —

[ Add Application ] [ Duplicate ] [ Delete ]

WSAM supported applications

For client applications not listed above, specify what servers (if any) should be allowed. These ser

WSAM allowed servers
[ EricomTS

[ EricomTS1

[ 182.168.35.210

[] 182.168.35.211

Client applications that need to bypass WSAM.

[ Add Bypass Application__ ] [ Delete ]

WSAM Bypass Applications

Configure the “Allowed Servers”

Boles = Users >

Allowed Server

Name: E_.EricomE ; _ . B - .
Description: - - |
* Server: ieric?mts.zim@cg\ )
o [uom
Save Changes I [ Save as Copy

* indicates required field

Set up Selective Rewriting policy, within the Juniper IVE, browse
to Users | Resource Policies | Web | Selective Rewriting

Add the server to the Initial Rewrite Policy
Define the roles that the policy applies to.
Select Rewrite content (auto-detect content type).

Server gets added to Resources as: http://server.widgets.com:*/*
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Application Portal Icons Fix

If portal icons do not appear properly in Juniper, configure a policy to not
rewrite the getimage.asp page:

Go to Resource Policies | Web | Selective Rewriting

Rescurce Policies »

=! Maintenance

Sy=stem b
Import/ Export b
Push Config b
Archiving v

Troubleshooting +

=
i
o

=
E

Talnet/SSH H 850 Form POST
Terminal Services +| 550 Cookies/Headars
Network Connect 1| SAML 550

Emszil Client

Web ACL
SAML ACL
Basic Auth/NTLM 550

Caching

Caching Options

Java ACL
Code-Signing

Selective Rewriting

Enter the getimage.asp path for the Resource. Make sure to enter

‘*’ at the end:

Resources

Specify the resources for which this policy applies, one p

* Resources:

ample

http://ab.acme.com:80/webconn # b
ect/native/getimage.asp® Ho

Add a new Policy with the Action: Don’t rewrite to the target web

SEerver:

Action

71 Rewrite content {auto-detect content type)
=) Rewrite content as...
HTML

o Doo't fewrite coptent: Rediiect o taget wob carer

@ Don't rewrite content: Do not redirect to target web server

-

el i
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24. MONITORING AND AUDIT TRAILS
Monitoring Online Activity

The Administration Console provides information about user status and
activities. This information is presented in two ways:
e By connection source: view status for computers, users, or groups.

e By sessions: view information about active client sessions.

Status Information for Computers, Users, and Groups

Three views report by connection source: the Users pane, filtered by Runtime
Information; the Groups pane, filtered by Runtime Information; and the
Machines window.

Identification Information Fields

The Users pane, Groups pane, and Machines window, each show runtime
information for different characteristics of a connection source. The following
table lists and explains all the runtime information fields, and indicates which
are shown in each window (a V indicates that the window shows the field).

Fields displayed in the Users pane pertain to individual users; fields in the
Groups pane pertain to all the users in a specific group; and fields in the
Machines window pertain to all the users accessing the server from a specific

computer.
Column Description User Group Machines
IP Address IP address of the remote - - '
client.
Sessions Total number of sessions that Vv ' \'
Count are currently used by the
group.
First The date and time of the login Vv - -
Entrance of the user.
Last The date and time of the last Y4 ' -
Entrance login of the user.
Logins The number of logins 4 - v
History performed by the user.
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Output Bytes

The total bytes of application
traffic that were sent to the
client.

Input Bytes

The total bytes of application
traffic that were received from
the client.

Output
Messages

The total of application
packets that were sent to the
client.

Input
Messages

The total of application packet
that were received from the
client.

Active Users
Count

The total number of the
group’s users that are
currently active.

Show Preset Columns Types

Right-click an object (not the column title) and select Columns

Shut Down

Send Message
Attach

Columns 3

Basic Information
Identification Information

/0 Information

Set Size by Text Width
Set Equal Size

Set Default Order
Set Default Size
Set Default Order & Size

Select one of the following sets of information: Basic, Identification, 1I/O

Information.

Viewing Active Sessions

In the Client Sessions view, a new entry is created each time a user connects

to PowerTerm WebConnect and opens a new session (i.e., RemoteView,
HostView, etc.)

The fields in session information table are divided into two groups: static

fields that identify the session and I/O Information fields that show realtime
information about the session (until it ends).
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Viewing sessions for a user
Right-click on the desired user and click Sessions.

OR

Right-click on the user object and select Properties. The User Properties dialog
will be displayed. Click the Sessions button.

View sessions opened by all users of a group
Right-click the desired group and click Sessions.

OR

Right-click on the group object and select Properties. The Group Properties
dialog will be displayed. Click the Sessions button.

View sessions opened by all users

Select View | Client Sessions or click the icon.

Viewing administrative sessions

The Administrative Sessions window displays the online activity of users that
have administrator status. Every entry in the table represents one

administrator session, so if an administrator logs on twice, two lines are
added.

Select Views | Administrative Sessions or click the icon.

Viewing intruders list

The Intruders window shows suspected attempts at breaching PowerTerm

WebConnect. Every entry in the table represents an instance where a user
either:

e Attempted to connect using HTTP, or through an incorrect port.
e Entered a wrong password.
e Entered an unknown username.

e Entered a correct username and password, but connected from an
IP or computer not specified in the user or group Allowed List.

e Attempted to connect from two different computers, although the
Allow Concurrent Machines is disabled.
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After several intruder attempts, users are blocked temporarily. The number of
attempts and the time period of blocking are defined in the Intruders fields of
the Server Configuration dialog.

In addition to showing suspected intrusion attempts, the Intruders window
allows the administrator to remove restrictions on users. The administrator
can also prevent users from being detected as an intruder in the future.

To open the Intruders view select View | Intruders or click the icon.

y

HINT To remove a user restriction right-click the desired user entry in the
intruders table and select Allow. The allowed user will now be able to login
to PowerTerm WebConnect using correct credentials.

Viewing Current Server Statistics

The Deployment and Performance Statistics dialog, displays current
information (i.e., license count) for the PowerTerm WebConnect server. To
open the Deployment and Performance Statistics dialog in the Administration
Tool, select Server | Deployment and Performance Statistics.

Semer Lifetime: 1+ 230021

Startup b rnory

B eqgir: 060810 15:21:23 Wwiorking Set: 43116 K
End: 06/08/1015:21:57 Peak \warking Set: 50,380k
Elapzed:  0:00:34 FPage Faultz Count: 934 BB
Logins CPU

Firet: 0E/028/1019:28:20 F.ermel: 0:00.02 0.009%
Last ORAN3A 016 05-RE Lzer an-nd aan4s

NOTE To refresh the information under Deployment and Performance Statistics,
close and reopen the dialog window.

Event Viewer Access

Information related to server’s operation will be tracked in the server’s Event
Viewer. The Administration Console provides a shortcut to the Windows
Management Console Event Viewer. Select Tools | Event Viewer.

System Logs

Each start of the PowerTerm WebConnect server or starter service generates
two new (standard) log files, PtServer.LOG and PtStarter.LOG. PowerTerm
WebConnect maintains backup versions of these log files. They are named in
the format: exename.LOG.bck-00N.
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e PtServer.LOG represents the general log file of the PowerTerm
WebConnect server.

e PtStarter.LOG represents the log file of the PowerTerm
WebConnect starter.

e Failover History records the Failover state transition of PowerTerm
WebConnect servers working in Failover mode

e Errorlog, is an Excel CSV document detailing errors from the
PtServer log.

e System Information log, tracks periodic system checks, gathering
information about the server-starter processes.

e Communication Events log, logs the LOGIN, LOGOUT, LOGIN-
LOST, RECONNECT, etc. caused by client sessions (not
administrative sessions).

The last log message contains the “~" character. If the maximum log file size
is reached, then the last line contains the “~” character, indicating that any
new log messages will be written at the start of the new log file.

Viewing the PowerTerm WebConnect Server log
Select Files | LOG files | Server | Standard Log.

Viewing the Failover log
Select Files | LOG files | FAILOVER History.LOG.

Viewing Audit Trails

The Audit Trail is a chronological record of the PowerTerm WebConnect user
activities. This includes user login, application/desktop access, and other
various actions. To view the audit trail using the Administration Tool: select
Files | LOG files | Audit Trail. An editor supporting CSV is required to view the
file (i.e., Microsoft Excel, Notepad, etc.)

Audit Trail Options

The Main Configuration (PtServer.ini) has a setting to define Audit Trail
options. AuditTrail_Options can be configured with the following parameters:

* /JLAYOUT= Establishes the layout mode

MINIMAL (default)

FULL
* One of /TITLE, /NOTITLE or Enables/disables/specifies the usage of the
JTITLE=... column titles row.

/TITLE The default column titles will be used

290



(default).
/NOTITLES Column titles will not be used.

JTITLE=... The supplied list of column titles
will be used. The very first character will be
used as separator.

* One of /READ_ONLY or
/READ_WRITE

Establishes the write permission mode of the
file when it will be closed at midnight.
Default: /READ_ONLY

* /DIR=

Specifies the folder of the audit trail output,.
By default the Audit Trail (PtAT.dll) creates
files in the folder <database>/Audit Trail.

The value specified by /DIR= <option> may
contain the logical folders <database> and
<exe>.

* /FILETITLE=

Specifies the file title format of the audit trail
output, other than the default. By default the
PtAT.dll creates files name PtAT-<YEAR>
<MONTH> <DAY>. The following
placeholders are available:

<YEAR> Year with century, as decimal
number.

<YEAR2> Year without century, as decimal
number (00-99).

<MONTH> Month as decimal number (01-
12).

<MONTHNAME> Abbreviated month name.
<MONTHNAMEFULL> Full month name.
<WEEKDAY> Abbreviated weekday name.

<WEEKDAYFULL> Full weekday
name.<DAY> Day of month as decimal
number (01-31).

<COMPUTER> PowerTerm WebConnect
server’s computer name.

* JEXT=

Specifies the file extension of the audit trail
output, other than the default. By default the
PtAT.dll creates files of CSV type.

* One of /DAILY, /WEEKLY or
/MONTHLY

Establishes the file replacement (renewal)
mode.
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/DAILY The file will be replaced at midnight
(default).

/WEEKLY The file will be replaced on
Mondays at midnight.

/MONTHLY The file will be replaced at
midnight on the 15t of the month.
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25. RECONNECT FEATURES

PowerTerm WebConnect includes four types of Reconnect features to ensure
that end users have high availability to the PowerTerm WebConnect
resources.

Type Clients supported

Application Zone Reconnect Application Zone

Session Reconnect RDP RemoteView sessions

Blaze Reconnect Blaze RemoteView sessions

Application Zone Reconnect

When an active Application Zone loses connectivity to its PowerTerm
WebConnect server, it will automatically try to reconnect to the server. The
Application Zone systray icon will start blinking when it attempts to reconnect.

Power Term WebConnect Application Zone

Connection to gerver lost,
HOccurred at 15:44:47

Qr

Right-clicking on the systray Agent gives the user options to force a Retry or
to Quit the Application Zone.

Retry Now to Login to the WebConnect Server
About Application Zone

Quit
Once the network connection is re-established and the Application Zone

properly reconnects to the PowerTerm WebConnect server, the Systray Agent
will stop blinking and remain solid.

Two common cases where the Application Zone loses connectivity:
e The PowerTerm WebConnect server is shut down

e The client system loses network connectivity to the PowerTerm
WebConnect server.
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Session Reconnect

What is a Disconnected Session?

Disconnected Terminal Server sessions are user sessions on the Terminal
Server that contain active applications, but not currently connected to by a
client. Sessions may be become disconnected for various reasons, such as:

e A network fault or any loss of communication.
e The Administrator disconnects the session.

e The user disconnects the session or closes the RDP client without
logging out of the session.

Disconnected sessions have a finite lifespan as defined by a timeout period
set on the Terminal Server (configured by the administrator). At the end of
this timeout period, the session will automatically be reset. A user can
reconnect to disconnected Terminal Server sessions as long as it is active.

NOTE PowerTerm WebConnect Session Reconnect does not require or use the
Microsoft Session Directory service. As a result, Enterprise versions of
Windows server is are required.

Client Usage

Disconnected Sessions are reconnected by just launching a new application.
When a user is logged in to the Application Zone and has a disconnected
session assigned, the following icon may also appear in the Application Zone

and the systray agent: |:{|

A balloon message will also appear displaying "Power Term WebConnect
Application Zone. You have disconnected sessions. Right click the icon in
order to resolve them.”

Right clicking on the disconnected icon will provide three options to the user:

Reconnect all Reconnect to all disconnect sessions
Close all Close all disconnected sessions
Hide notification Hide the disconnect icon and do nothing

NOTE The user can only reconnect to disconnected sessions belonging to it.

Double-clicking the icon will reconnect the user to an active session. The icon
will no longer be displayed if the user hides it or if there are no longer any
disconnect sessions.
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Logging off a user using the Administration Console

To close a disconnected session:
e Launch the Administration Tool.

e Click on the Terminal Server Sessions button. A list of all
active Terminal Server sessions will be displayed, L
including the disconnected ones.

e Select the disconnected session(s) to be closed. Use the Ctrl key
for multiple selections.

¢ Right-click on the selected session(s) and select Log Off
Disconnected Sessions (or Log Off AIII Disconnected Sessions).

Logoff Disconnected Sessions

e Click on Yes to confirm.

NOTE Disconnected Session Reconnect is only available for sessions created
through PowerTerm WebConnect and the Load Balancer.

NOTE Disconnected Session Reconnect Network Reconnect is only available from
Windows clients. This feature is not available for users connecting from
Mac or Linux systems.

Blaze Reconnect

Ericom Blaze sessions use a different reconnect mechanism built into the
client component. During a network interruption, the Blaze session will
attempt to reconnect to the active session. During the reconnect process the
user will be presented with a dialog box with the number of connection
attempts. The user may stop the reconnection attempts by clicking the
Cancel button.

= The connection has been lost,
Atternping ko reconnect Lo your session,

Conneckion attempk 535,

Initializing remate connection,

g

Network Reconnect

Network Reconnect will automatically resume sessions that have been
interrupted by a network disruption.
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There are three available modes:

None Will not reconnect an interrupted session.

OnDemand Will reconnect only sessions connected through the
PowerTerm WebConnect server’s gateway.

Wireless Will reconnect any session automatically. All wireless
sessions use the PowerTerm WebConnect server’s
gateway.

The Network Reconnect configuration process consists of the following:

e Configure the PowerTerm WebConnect Server to use Network
Reconnect (Network Reconnect is disabled by default).

e Specify which PowerTerm WebConnect objects have permissions to
use Network Reconnect.

e Configure the client parameters to use Network Reconnect

e When the user launches a PowerTerm WebConnect component, the
reconnect mode is activated for the session.

Enabling the Network Reconnect

Network Reconnect is disabled by default. Configuration to the server and
client components are necessary to enable Network Reconnect.

Client

Server Configuration for Reconnect Mode
Inactivity Timeout; F minutes.

To begin, set the Default Reconnect Mode. This

will be the default value when Network Reconnect Eﬁ?;lmemmw Wireless =
mode is not configured in objects that have higher
precedence.

e Select Server | Configuration.
e Select the desired Default Reconnect Mode.

When the Highest Reconnect Mode is set as <Default>, the Server’s value will
be used.

To set the Reconnect mode for a group:

e Right-click on the desired group and select Properties. The Group
Properties will appear.

HINT The default group of the server is Novice Users and its Reconnect Mode is
None by default. This must be changed to enable Network Reconnect.
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HINT Non-persistent users do not belong to a group by default. Assign a Default
group to the Default AutoCreated User to set the Reconnect Mode.

e Select the Highest Reconnect Mode.

To set the Reconnect mode for a user:

e Right-click on the desired user and select Properties. The Group
Properties will appear.

NOTE For Non-persistent users, the Reconnect Mode must be set at the group
level

e Select the Highest Reconnect Mode.

NOTE The user setting has the highest precedence.

Main Configuration Settings (PtServer.ini)
LastSentMessagesMaxCount

When Network Reconnect is used in Wireless mode, PowerTerm WebConnect
tracks the packets for every connection and saves them so any lost data can
be restored after a reconnection.

If the value of LastSentMessagesMaxCount is too low the server may fail to
reconnect because there is not enough data stored. However, if the value is
too high, Network Reconnect may consume too much memory from the
PowerTerm WebConnect server.

The default value (64 packets per connection point) should not be modified.
Every time the server fails to reconnect, it automatically increases the
LastSentMessagesMaxCount value. After a few failed connections,
LastSentMessagesMaxCount will be automatically adjusted to an optimal
value.

Client Configuration for Reconnect Mode

To enable Network Reconnect in a PowerTerm WebConnect component, add
one of the parameters listed below to the command line, or in the
corresponding HTML file (i.e., ApplicationZone.html).

Client Parameters for Reconnect Mode:
/RM_NONE (*)

/RM_ON DEMAND

/RM_WIRELESS

/RM_INTERACTIVE - enables the user to select the mode during login
(HostView clients only).
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Once a component is connected to the server, the activated Reconnect mode

appears in the bottom right of the About dialog:

Server Address:

Server Build:

G% Organization:

User Mame:

Session ID: 55

License ID: ch

Reconnect: {(OnDemand)

If the Reconnect mode is not displayed, Network Reconnect is disabled.

If the network connection is interrupted during a session enabled with
Network Reconnect, a connection dialog will appear while the client attempts

to reconnect to the server.

192.168.35.116:4000

CONNECTING

Cancel
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26. UPGRADE INSTRUCTIONS

An existing configuration of PowerTerm WebConnect can be imported into the
new version by using the Upgrade utility. The PowerTerm WebConnect
installation and upgrade requires administrative access to the server.

NOTE If the web server components are installed on separate machines, the
Ericom web components will also need to be updated on the web servers.

Areas covered by the upgrade

The following list of files and features that have been modified in an earlier
version will be imported into the new environment as part of the upgrade
utility:

e The main Ptserver.ini database file along will all supporting
database files

e Load Balancer XML configuration file

e DeskView Connection Broker XML configuration file

Areas not covered by upgrade

The following list of files and features may have been modified in an earlier
version, but will not be imported into the new environment as part of the
upgrade utility:

e All web pages: applicationzone.html, launch.asp, etc.

e All ComPortal files: comportal.ini

e AccessNow config file(s): config.inc (under AppPortal folder)

e Ericom Secure Gateway configuration file

e Any updated files that were placed in the Downloads directory
e Custom logos and banners

Any changes that were applied to these areas must be manually configured
back into the new environment. Do not copy configuration files from old
versions to newer versions as certain settings may not apply in the new
version.

STOP Backup the entire WebConnect directory before uninstalling the
application, so the modifications are not lost. When reapplying the
modifications to the new version, refer back to the previous configuration
files to verify accuracy.
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Uninstall the Current Installation

Before installing the new version, first uninstall the existing version. The
licensing will be maintained on the server and the configuration files will be
backed up as part of the uninstallation process.

Stop the PowerTerm WebConnect Server service before running the
uninstaller. To uninstall PowerTerm WebConnect, remove the application
using the Control Panel | Add/Remove Programs (or Uninstall Programs link).
At the first installer prompt select Remove.

Ol 4
@ Femove all installed components.

| iztallStaield

< Back | Mexst > I Cancel |

Backup the Previous Installation

Manual Backup (Recommended): simply copy the application folder to a
backup drive.

e The default path is <Drive>\Program Files (x86)\Ericom
Software\WebConnect X.X

Automatic Backup (Not required if Manual Backup has been performed):
During the uninstallation of the current version, the administrator will be
prompted to back up the current configuration. Simply specify a path for the
backup files.

Question Entes the locstion whese you want 10 save the DstaBiaie
9 WARMING: The PoweiT s WebConnect Installshon hokdat vl be iaied dung unnatsl
\..‘/ Da you wish to save the PowerTerm WebConnect DataBase For future use? Younesd b zave the DataBace b another folder,

Broveen

Four configuration folders will be backed up: Database, DeskViewAdmin,
DeskViewServer, and Load Balancer.

Import after new installation

Once the installation is completed, import the previously backed up
configuration.

e Go to Start | Programs | Ericom Software | PowerTerm
WebConnect | PowerTerm WebConnect Upgrade Utility

=
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e Click Yes to the warning message. All existing configuration will be

nviarmairittan durina thic neacadiira

- | DATABASE CHAMES WILL BE LOST.
P Are you sure that you want to continue?

e Click Yes to stop the Server service. All active users will be
disconnected.

@ ) The service 'PowerTerm WebConnect Server 5.7" is running. Do you

{ ¥ want to stop it?

e Click Yes when prompted to use previous settings, and select the
desired PtServer.ini file to import. Click OK to continue.

After the settings are imported, restart the PowerTerm WebConnect Server
service for the settings to take effect.

Verifying the LoadBalancer.xml file

e Open the XML file and verify that the XML path is correct (update
the version number in the path if needed):
XMLFilePath="C:\Program Files (x86)\Ericom
Software\WebConnect 5.X\Load Balancer\">

Upgrading Terminal Server Components

Ericom Terminal server related components need to be updated manually or
by using a third-party deployment tool.

NOTE TSagent, Ericom Blaze and Ericom AccessNow Servers have been merged
into one application called Ericom AccessServer (3.3.1 and higher). This is
the replacement for the Ericom AccessNow server and Ericom Blaze Server
installations. If you have individual agents installed: AccessNow Server,
Blaze Server, and TSagent,

e Terminal Server Agent - uninstall previous versions of the TSagent
and install the Access Server (located under C:\Program Files
(x86)\Ericom Software\WebConnect 6.0\AddOns\AccessServer).
32 and 64 bit versions of Access Server are available.

e Blaze Server - uninstall previous versions of the Blaze Server and
install the Access Server (located under C:\Program Files
(x86)\Ericom Software\WebConnect 6.0\AddOns\AccessServer).
32 and 64 bit versions of Access Server are available.

e AccessNow Server — uninstall previous versions of the AccessNow
Server and install the Access Server (located under C:\Program
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Files (x86)\Ericom Software\WebConnect
6.0\AddOns\AccessServer). 32 and 64 bit versions of Access
Server are available. If the Access Server is already installed for
Blaze use, it does not need to be installed again.

Updating the AccessNow Folder on Web
Server
When Access Server is updated on the RDP Hosts, the corresponding web

pages also need to be updated on the web server hosting the PowerTerm
WebConnect AppPortal folder.

e To update the pages simply copy the “AccessNow” folder from the
Access Server and copy it to the web server

e The AccessNow folder on the web server is located under: ..
\Ericom Software\ WebConnect 6.0\web\AppPortal\AccessNow

e Rename the existing AccessNow folder (e.g. AccessNow-original)
and copy the updated AccessNow folder into the same location.

Updating the Native Clients on the Broker

To update any component in WebConnect, please visit the online components
page: http://www.ericom.com/PowerTerm-WebConnect-
Components.asp?ref=update

NOTE Back up the existing components before overwriting them with the latest
versions for ease of rollback.

Applying Windows Updates/Patches

When applying server updates (i.e., Windows update) the Ericom environment
should be updated off hours during a period with little impact to the end-
users. Update the Terminal Servers first, and begin with servers that have no
users logged in. Once the initial set of Terminal Servers is updated, update
the Terminal Servers that have users logged on them, but send a broadcast
message warning of possible server reboot. Once Terminal Servers are
updated, apply the updates to the PowerTerm WebConnect servers.

Updating Terminal Servers

e Ensure that there are no users on the system before applying updates

e If there are idle users present, inform them that the server will be
restarted for maintenance (send a message using Terminal Server
Manager or call the user). Use the Terminal Server Manager to logoff
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any active users.

Users | Sessions I Processes I

|1zer Seszion | 1] | State | Idle Time |
) R 1 Active )
Zanmeck

2 I 27 2 Active 44
Disconmeck

Send Messa

Femote Control
Reset
Skatus

Log Qff

e Stop the Load Balancer agent service so new users will not logon.

PowerTerm Load Balancer Agent Properties [Local Comptter) @

General I Log On | Recovery I Dependencies |

Service name:  [RINEREEnetoae]
Display name: PowerTerm Load Balancer Agert

Description: [Dbtains peformance data and session iformation
b \and transmits i to the PowerTem Load Balancer

Path to executable:
"C:\Program Files (BE}\Ericom Software'\Pt TsAgent'.PtLoadBalancerfgent.

Startup type: | Automatic % |

Help me configure service startup options.

Service status:  Started

Start | Stop | Pauss Resume

fou can specify the start parameters that apply when you start the service
from here.

e Apply necessary updates

e Reboot the server if required, or restart the Load Balancer Agent
service once the updates are completed

e RDP to the server to ensure that it still accepts connections. Test
PowerTerm WebConnect access.

Updating PowerTerm WebConnect

e Ensure that there are no users logged into PowerTerm WebConnect
before applying updates.

e If there are idle users present, inform them that the server will be
restarted for maintenance (send a message using the Admin Tool or call
the user). Use the Admin Tool to logoff any active users.

e Apply Windows updates.
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Reboot the server if required. Reboot the Database server first and
then the WebConnect servers immediately afterwards.

After the reboot, login to PowerTerm WebConnect Admin Tool on a
server to ensure that everything is operating properly.

If PowerTerm WebConnect is using Cluster mode, login to the Admin
Tool on the second WebConnect server and verify that the Monitor-
mode message appears (this means that the servers are running in
cluster mode). If the Monitor-mode message does not appear, verify
that the Database server has rebooted properly.
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27. Customizations

PowerTerm WebConnect'’s interfaces can be configured to incorporate the
owner’s logo and images to provide a private-label look and feel.

Use a custom logo in the Ericom web pages

There are three web pages where users usually navigate to in order to login to
PowerTerm WebConnect. The logos at each of the pages are located in the
following paths:

App Portal Logo

C:\Program Files (x86)\Ericom Software\WebConnect
x.y\web\AppPortal\Images\ericomlogo.gif

Application Zone logo

C:\Program Files (x86)\Ericom Software\WebConnect
x.y\web\images\BackgroundUp.jpg

Start page logo (place customer logo in the white space below the Ericom logo)

C:\Program Files (x86)\Ericom Software\WebConnect
x.y\web\images\left_column.jpg

Create a custom Application Zone title

e From the Administration Tool, go to Files | Configuration | Main.

e Find the ClusterName setting and enter the custom name (i.e., My
WebConnect).

& PowerTerm WebConnect Administraticn Console - [localhost:4001]

Action Server View Files Tools Optons Help
Sewl wHrsHm IBEEL @

7
Fle Edit Format View Help
[server]

hl

e Close and save the file.

e Restart the PowerTerm WebConnect Server service
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o After the restart, all Application Zones will use the new title.

ElMy WebConnect - Ericom Application Zone Q@
Eile Options Support Yiew Help
. ® B
‘ _ — T R B R
< >
/ james. lui@ericom. local

Use a custom external PowerTerm WebConnect Server address

The PowerTerm WebConnect server can be given a custom name for external
users. This protects the identity of the Ericom server.

To configure the external name, open the PtServeriInfo.INI file under the bin
directory. Edit the PublicServerldentification field and enter the desired
name. In this sample PtServerInfo entry, Ericom Server is used as the label
displayed to end-users.

] PtServerInfo - Notepad

File Edit Format View Help

[Server] =]
startCount=6

publicserverIdentification=ericom server|

The custom label will be used in any dialog boxes referencing the PowerTerm
WebConnect server.

PowerTerm WebLonnect Apphcation Zone - Login Rejected E

The gystem could net ieg you on.

Make sure your user name and domain are coiredt, then type your
pasvward again,

Letters in passwords must be fyped usirg the cormect case.

Server:  Encom Server
Time 201071202 01419

Changing this value requires a PowerTerm WebConnect Server service restart.

Closing the web browser automatically after Ericom is launched

Add the following code to the HEAD of the desired web page to closed the
browser automatically after the PowerTerm WebConnect components are
downloaded and installed (user will be prompted for confirmation).

<HTML>

<HEAD>

<TITLE>PowerTerm WebConnect </TITLE>

<SCRIPT language="JavaScript">

setTimeout ("window.opener=window;window.close ()",300000) ;
</SCRIPT>

</HEAD> ..
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In this example, the window is closed after 300000 milliseconds, or 5
minutes. Leave enough time for the Ericom components to fully download
before closing the browser. The user will be prompted to close the browser:

"-.I The webpage you are viewing is trying to close the window.

Do you want to close this window?
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28. Appendix A — Environment

Variables

This chapter covers all available environment variables that can be configured
with PowerTerm WebConnect. Environment variables may be configured for
users, groups, connections, and the server.

NOTE An empty value indicates that there is no initial value

Upgrade: empty

Variable name Values Description
AGENT_AllowMultiple 1 =on Privilege to run multiple agents
for the same user (from
Default: 1

different IPs).

AGENT_ExitCleanMode

DoNothing (Leave icons)
CleanCredentials
CleanApplications

CleanAll = Removes
credentials and all the
created shortcuts.

Disable = The user cannot
exit the agent.

Default: empty = CleanAll

Specifies which Application
Zone components to remove
upon exit.

AGENT_SysTray

Regular
HoldUp
Hide

Default: empty = The
command line value will be
used.

The state of the Application
Zone systray agent.

AGENT_UserViewMode

UserDefined

Classic

UserDefined (or empty) -

This is the default value for the
variable. The Application Zone will
use the user’s current view (“Classic”
by default).

Classic - The user is forced to work
with the “Classic” view only.

This environment variable has higher
precedence over the /SNE flag which
sets the mode in ptagent.
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AN_DefaultPort

Sets the default port used
by AccessNow

Default value is 8080

BLAZE_SETUP_PARAM
S

Sets additional parameters
for Blaze enabled
connections

Any Blaze parameter, refer to
a .blaze file for possible
options. Separate multiple
values using a semi-colon ';".

ClientIdleTimeoutMinutes

Sets the timeout value for
Application Zone

Default is 0 (disabled)

Any value greater than 0 will
enable the timeout for the
specified amount of minutes

MODE_SessionOverlap

Default: empty

Sets the session overlap mode
for the very first session.

PRIV_ChangePassword

1 =0n

Default: empty

Enables the user to modify
his/her password.

PRIV_CopyToFile

1

Default: empty

Enables the user to copy the
screen contents to a file.

PRIV_CreateShortcut

Default: empty

Enables the user to create a
shortcut.

PRIV_FileTransfer

Default: empty

Enables the user to use the
File Transfer of the HostView
clients.

PRIV_Keyboard

1
Default: empty

Enables the user to open
and/or save the keyboard
mapping of the emulator
clients.

PRIV_KeyboardMap

1

Default: empty

Enables the user to view
and/or modify the keyboard
mapping of the emulator
clients.

PRIV_Online

1

Default: empty

Enables the user to switch the
emulator client off/on line.

PRIV_PowerPad

1

Default: empty

Enables the user to modify,
open and/or save the Power
pad and Function buttons of
the emulator clients.

PRIV_RunDFT

Default: empty

Enables the user to run
Ericom’s DFT utility.
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PRIV_RunQuickFTP Default: 1 Enables the user to run
PowerTerm WebConnect
QuickFTP client.

PRIV_RunRDP Default: 1 Enables the user to run

PowerTerm WebConnect
RemoteView client.

Enables the user to run PSL
commands and scripts, to edit
and to record them.

PRIV_Script

Default: empty

The maximum resolution of the
Desktop bitmap image to be
attached to a message. 0
(zero) means than no image
can be attached.

PRIV_SendImage_BitsPe
rPixel

0,4, 8, and 16

The maximum size (in kB) of
the compressed Desktop

Default: 4 . )
bitmap image. 0 (zero) means
than no size limitation is
applied.
PRIV_SendImage_MaxSi  Default: 32 Enables the user to use the
zeK messaging facility of
PowerTerm WebConnect.
PRIV_SendMessage 0 = off Enables the user to modify
. . and/or save the setup of the
1 = single messaging target

2 = multiple messaging
targets

Default: emtpy

emulator clients.

PRIV_Setup

Default: empty

For sessions running on a
Terminal Server. Only
evaluated if
PRIV_CreateShortcut is
enabled.

PRIV_TerminalCanCreate
Shortcut

Default: empty

Enables the user to use the
trace facility of the emulator
clients.

PRIV_Trace

(empty)

Enables the user to use the
Universal Printing feature of
the RDP client.

PRIV_UniversalPrinting

Default: empty

Enables the user to open a
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Upgrade: empty

new emulator client.

PRIV- 1 Specifies Terminal Server

NewTerminalWindow authentication level (see
Microsoft documentation)

RDP_AuthenticationLev Default: 0 Remove "@...” from user

el name leaving only the
unqualified name

RDP_CutFullUserName 1=o0n Disable RDP bulk compressor

Default: 0

RDP_DisableCompressi 1 =on Disables the PrintScreen

on Default: 0 funcFlon in RemoteView
sessions.

RDP_DisablePrintScreenK 1 = on Disables the Session Sharing

ey Default: 0 of RemoteView sessions.

Upgrade: empty

RDP_DisableSessionShari
ng

1 =o0n
Default: 0

Upgrade: empty

Disables the Universal Printing
feature of RDP client.

RDP_DisableUniversalPri Default: 1 The TSAgent logs off the

nting Upgrade: 1 sess!on |mm.e'd|at'ely when it
receives notification from the
session that it has become
disconnected.

RDP_LogoffDisconnecte Default: 1 Force MS Seamless

d

(RemoteApp) or Ericom True
Seamless regardless of
connection settings and host

type.

RDP_ForceSeamless

MS-Seamless
Ericom-Seamless

Default: empty

Determines if a Full Desktop
session will run in multi-
monitor or open in a preset
monitor.

RDP_FullScreenMonitor

Default: 0

Primary Monitor: 1

Secondary Monitor: 2

Sets the RDP logoff timeout
from the point where the user
closes the last seamless
application.

Also sets the AccessNow and
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AccessToGo screen idle
timeout logoff.

RDP_LogOffDelaySecond

S

Default:900 (seconds)

Min value (AccessToGo and
AccessNow sessions): 3

Min value (RemoteView and
Blaze sessions): 30

Set to 3 for lowest value

Name of file to run before
running the TSAgent.

RDP_PreTsAgentExe

Default: empty
Upgrade: empty

Specifies what protocols to
redirect, like http, https, etc.

RDP_RedirectSchemes

Default: empty

Upgrade: empty

Specifies what URLs not to
redirect.

RDP_RedirectExclude

Default: empty
Upgrade: empty

Sets an alternate location for
the script folder

RDP_ScriptFolder

Path to scripts folder (i.e.,
\\fileserven\scripts)

Suppress error message if
connection to server is lost

RDP_Suppress_Service 1 =on Run with hidden Windows
_Stopped_Message Default: 0 Explorer in seamless session.
Useful for: Publishing folders
and apps that don’t work
without Explorer
RDP_WithExplorer 1 =on Turns local cursor to an
Default: 0 hourgla.ss whenever mouse
button is pressed. Improves
perceived response time for
slow connections.
Not supported by Blaze.
RDP_WaitCursor 1 =on Enter the desired octets
Default: 0 separated by semi colons. A

range may also be specified.

For example:10.3.2;10.4;11
includes: 10.3.2.x and
10.4.x.x and 11.x.x.x

Range: 131.100.2.1-
131.100.2.120;192.168.1.3-
192.168.1.199

SmartlnternalIPRanges

Default: empty

Specifies the To e-mail
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parameter to be used by the
SendEmailToSupport facility of
the Administration Tool.

Support_ERICOM

Default:
tech.support@ericom.com

Specifies the Bcc e-mail
parameter to be used by the
SendEmailToSupport facility of
the Administration Tool.

Support_MailBcc

Default: empty

Specifies the Body e-mail
parameter to be used by the
SendEmailToSupport facility of
the Administration Tool.

Support_MailBody

Default: The attached file
contains material required
by Ericom to reconstruct
the situation for which the
user is requesting
assistance.

Specifies the Cc e-mail
parameter to be used by the
SendEmailToSupport facility of
the Administration Tool.

Support_MailCc

Default: empty

Specifies the Subject e-mail
parameter to be used by the
SendEmailToSupport facility of
the Administration Tool.

Support_MailSubject

Default: empty

Specifies the e-mail address of
Ericom Support

Support_MailTo

Default:
tech.support@ericom.com

Specifies the terminal
language (code page set) for
HostView.

TerminalLanguage

R, REGIONAL or

REGIONALS = Evaluates the

current user’s regional
settings.

E or ENGLISH = English
terminal

H = RTL languages terminal

?, I or INTERACTIVE = Asks
the user for his preference.

Default: empty

Enables the user to use the
version of triCerat plug-in
client. Used for multiple
triCerat plug-in clients support.

TriceratUniversalPrinting
Version

Default: empty
Upgrade: empty

Replaces USE_CLIENT_activex
and USE_CLIENT_exe

USE_CLIENT_HostView

If not empty, any new
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emulator client will be logged
off immediately, displaying the

specified text.

on

W2H_LoginDisabledReas  Default: empty

The text sent to the client

requesting support when the

request is accepted.

W2H_SupportAccepted

The text sent to the client

requesting support when the
request is rejected explicitly by

the support.

W2H_SupportRejectedBy
User

The text sent to the client

requesting support when the
request is rejected due to the

timeout being exceeded.

W2H_SupportRejectedOn
Timeout

Useful Blaze Setup Params Values

NOTE These variables will have the highest precedence and override any
previously configured settings. Separate multiple entries using a semi-

colon ';’.

Value

Description

use HP Universal PS Printer Driver:i:

1 - enables Blaze universal printing -
required for Windows 8 and 2012

disable menu anims:i:

1 - disables menu and window
animations for better performance

convert unicode to scancode:i:

1 - uses scancodes for typing.
Required for certain applications such
as VMware vSphere client and Blaze
client. Also required when
connecting to Linux desktops over
RDP
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29. Appendix B — Administration
Console

Action Menu
Command/Submenu Toolbar Description
Button
New 21 Opens the Publish Application and the
g Remote Desktop wizards, as well as

the Add User/Group/Host Connection

—_i dialogs.
A

Quick Access Dialog Launches the Quick Access dialog.

Copy - Copies the object’s property definition
resulting in a mirror copy except for
the name, which must be unique.

Delete - Deletes the selected object.
Shut Down - Shuts the selected object down.
Send Message - Enables you to write an instant

message and send it to the selected
object’'s members.

Properties - Opens the object’s properties dialog.

Sessions - Displays the active sessions that are
related to the selected object.

Exit - Exits the Administration Tool.

Server Menu
Command/Submenu Description
Connect/Disconnect Connects/Disconnects the Administration Console
from the server.
Configuration Opens the server’s configuration dialog.
Default Settings Opens the Property pages where you can define the
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default settings for all users in the system.

Default Power Pad

Opens the Power Pad & Function Buttons dialog.

Memo

Opens a Notepad so you can write text file memos.

Deployment &
Performance Statistics

Displays the Deployment & Performance Statistics
window.

Refresh ActiveDirectory
Information

Manually refreshes the Active Directory Tree data.
(Automatic refresh will occur at a pre-determined
daily time.)

Reload the License

Refreshes the license file.

Directory Services

Opens the Directory Services dialog.

Send Message to All
Users

Opens the Send Message dialog to send an instant
message to all the system users.

Send E-Mail to All users

Opens the default e-mail application to send an e-
mail to all the system users.

Attach Server’s Machine

Attaches to a user’s session upon request.

Start Server

Starts PowerTerm WebConnect Server.

Shut Down Server

Shuts PowerTerm WebConnect Server down but
does not close Administration Console
(recommended method).

View Menu

Command/Submenu

Toolbar Description
Button

Connections

Expands the Connections pane and
hides the other two panes.

-

Users ] Expands the Users pane and hides
ol the other two panes.

Groups 1‘ Expands the Groups pane and hides
Sl the other two panes.

All Views - Displays all three panes.

Environment Variables

- Opens the Environment Variables
window, with all the environment
variables in the system.
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Client Sessions

Displays real-time information for
current Client sessions.

Administrative Sessions

Displays real-time information for
current Administrative sessions.

Terminal Server Sessions

Displays real-time information for
current Terminal Server sessions.

» 5 |

Machines - Displays real-time information for
machines currently in session.
Intruders _II Displays all Intruder attempts.
Refresh I/O Information [ Refreshes runtime information in all
| the Administration Tool’s tables.
Auto Refresh I/0O Information - Activates automatic refresh, defined

in the Server properties.

Files Menu

Command/Submenu

Description

Configuration

Five configuration files (PtServer*.ini) that are located
in the \DataBase directory:

Main, contains the definitions of all the entities used by
PowerTerm WebConnect Server, except for the host
connecter that are contained in the
PtServer_Connections.ini file.

Users, contains the definitions of all the user entities
used by PowerTerm WebConnect Server.

Groups, contains the definitions of all the group entities
used by PowerTerm WebConnect Server.

User/Group links, contains the definitions of all the
user-to-group links used by PowerTerm WebConnect
Server.

Connections, contains the definitions of all the
connection entities used by PowerTerm WebConnect
Server.

LOG files

The log files are circular text files. Each execution of the
server or starter opens a new log file. PowerTerm
WebConnect maintains backup versions of these log
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files: Server, Starter, FAILOVER History.LOG, Audit Trail
Put Background Takes the specified file and creates a special file that
Bitmap can be associated as an emulation session’s

background.
Get File Imports files from the server to the local workstation.
Put File Exports files from the local workstation to the server.

Tools Menu
Command/Submenu Toolbar Description
Button

Run Event Viewer

This Microsoft utility will display the
pertinent log information for the
server’'s machine to which you are
logged on.

Run FTP Client

Launches the FTP client, which provides
a convenient way to transfer files.

Run HostView

Allows you to emulate the user’s
session and connection and thereby
conduct a test on it.

Run RemoteView

Runs the selected RDP connection and
allows you to test it.

Open Application Zone

Runs the Application Zone.

Run Load Balancer
Administration Tool

Launches PowerTerm WebConnect Load
Balancer Administration Tool.

Open File

Enables you to open files.

Options Menu

Command/Submenu

Description

Toolbar

Displays the toolbar providing easy accessibility for
the frequently used features of the Administration

Tool.

Status Bar

Displays the status bar at the bottom of the
Administration Console main screen in which status
messages and prompts can be shown.
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Use Tooltips on List
Header

Enables tips on list header when the text is
truncated.

Use Tooltips on List
Rows

Enables tool tips on list rows when the text is
truncated.

Grid Style Views

Toggles the grid style mode of all the views.

Views

Use Monospaced Font

Toggles the mono-spaced font mode of all the views.

Synchronize Updates
with the Server

Determines whether the actions taken by the
Administration Console are simultaneously updating
the server. (NOTE This might slow down work,
bringing it to a halt.)

Update Mode of the
Display

Determines how frequently the screen should be
refreshed, i.e. immediately, time delayed, or
manually.

Postpone Display’s

Properties

Updates While Editing

Delays the updating of the display while you are
editing the object’s properties.

Use Empty Default
Password

Toggles explicit empty password requirement.

View Encrypted
Variable’s Values

Toggles the encrypted variable’s values mode of all
the views.

Dynamic Connection
Attribute Text Color

Determines the title color of the Dynamic Connection
Attribute fields.

Help Menu
Command/Submenu Description
Help Topics Launches the Administration Console online help.
Charts Displays the HostView client data flow diagrams.

Send Mail to Support

Launches your local email application and starts a new
message addressed to Ericom Support

About the
Administration Tool

Displays the current version of Administration Tool, and
Ericom contact information.

Information Panes

The following sections detail the fields of the various Information panes. You
can view different types of information by right-clicking the pane.
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Connections Pane

G PawerTerm WebConnect Administration Tool - [localhost:4000] oy [ [3]

Action  Server View Fles Tools Qptions Help

Seq v HRI I BEELPE

/  Connection Name | Target [ Hetwork [ Terminal Type Terminal Model | coun-Type Securi ty
R Exauple_Asd00  as400.ericom.con Public 5250 Display 3178-2 {24x80) TH5250

R Exauple VT VIS, ericom. com Public ¥T420-7 vT420 TELNET

Zlocalhost localhost Gateway SCO-ANST ANST TELNET

Field Description

The connection’s unique name. The Connection Name
can only be modified at creation time. Once it has
been set for the connection it cannot be changed. To
redo a connection, just create a new copy and change
the Connection Name, and delete any old ones that will
no longer be used.

Connection Name

Display Name A display name for the connection that is not
necessary unique.

Alternate Connection Specifies another connection to be used if this
connection fails to connect to the host.

Created Date and time the connection was created.

Modified Date and time the connection was last modified.

Owner Specifies the connection’s owner.

Enabled Specifies if the connection is activated or not.

Usage Type Specifies how the connection will be used:

Hidden, can only be activated from a login script.
Child, owned by another connection.
Regular, a regular connection.

Owner, a regular connection which, when closed, will
automatically shut down all associated connections
(child connections, connections opened by the login
script, etc.).

Target Specifies the connection’s target.

Network Specifies the connection point type.

Terminal Type Specifies the terminal type.

Terminal Model Specifies the terminal model.

Comm-Type Specifies the communication protocol used by the
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host. (Different protocols will display different
parameters required.)

Security

Specifies the security protocol used by the host.

Users Pane

G PowerTerm WebConnect Administration Tool - [localhost:4000]

Action  Server View Flles Iook Options Help

SeaUEZ EES T

=121x|

Tzser HName

[ © Alims Neme |Pach | Auth... | Created | Hodified

I Rights Default G... | Free Acce... | Acce... | Conc... | Enahl

€ < Generic Custow...
€ < rortal »

€ < software Insta...
€ aduinistrator

€ Defaulr AutoCrea...
€ Exanple

€ Cuest

Client Ho Tes Tes
Client o User loca... Yes Tes
Client Mo Fes Tes
WebC... 06/23/07... Adwmi... BSuper Users Ha User 127.... No Tes
WebC... Client Wi Fes o
WehC... Client  Novice Usera HNo Yes Tes
WehC... Client  Novice Users Yes Yes Yes

Field Description

User Name The user’s unique name.

Alias Name An alternative name or id for the user that is not
necessarily unique.

Path Specifies the AD path that identifies users for

PowerTerm WebConnect.

Authentication

Specifies authentication type.

Created Date and time the user was created.
Modified Date and time the user was last modified.
Rights Specifies the user’s administrative rights.

Default Group

The user’s default group.

Free

Specifies the user’s connection accessibility.

Access Limit Mode

Specifies the access level.

Access From

Specifies the machines or IP addresses from which the
user is allowed to access PowerTerm WebConnect.

Concurrent Machines

Specifies that the user is allowed to log on
simultaneously from multiple computers.

Enabled

Specifies if the user is active.

Max. Concurrent
Sessions

The maximum number of concurrent sessions that the
user may have.

Highest Reconnect
Mode

Specifies the reconnect level.
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Sessions Count

The total number of sessions currently being used by
the user.

First Entrance

The date and time of the first login of the user since the
server was activated.

Last Entrance

The date and time of the last login of the user since the
server was activated.

Logins History Count

The number of logins for a particular user since the
server was activated.

Output Bytes

The total bytes of application traffic that were sent to all
the clients used by this user since the server was
activated.

Input Bytes

The total bytes of application traffic that were received
from all the clients used by this user since the server
was activated.

Output Messages

The total number application messages that were sent
to all the clients used by this user since the server was
activate.

Input Messages

The total number of application messages that were
received from all clients used by the user.

Groups Pane

Action  Server View Files Tools Options  Help

= 3

T PowerTerm WebConnect Administration Tool - [localhost:4000] =|of x|

Saawld cHY EFL @@
|

/ _ Group Name

Active Users Count|

Sessions Count | First Entrance Last Entrance

% Advanced Users
fE Expert. Users
i Hovice Users
% super Users

Field

Description

Group Name

The group’s unique name.

Created Date and time the group was created.
Modified Date and time the group was last modified.
Enabled Specifies if the group is activated.

Max. Concurrent Sessions

Specifies the maximum number of concurrent
sessions that the members of the group may
have.

Highest Reconnect Mode

Specifies the reconnect level.
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Allow Access From Specifies the machines or IP addresses from
which the user is allowed to access PowerTerm
WebConnect.

Active Users Count The total number of group members that are
currently active.

Sessions Count The total number of session that are currently
being used by the entire group.

First Entrance The date and time of the first login of any group
member, since the server was activated.

Last Entrance The date and time of the last login of any group
member, since the server was activated.

Client Sessions Window

=10l
[/ SD[  DUsst [ UsersAissMame | Machie/Acco. | Type | Acling [ Connection Target__|
Field Description
SID Session identification as specified by the remote client.
ID Unique internal identification.
User The session user’s unique name.
User’s Alias Name An alternative name or id for the session user that is not

necessarily unique.

Group The group currently associated with the session.

IP Address The remote client’s IP address.

Machine/Account The remote machine’s name and the user’s account
name in the remote operating system.

Domain Specifies the client’'s domain.

Seat GUID Specifies the client’s workplace ID.

Operating System The operating system used by the client.

Version Specifies the PowerTerm WebConnect client’s current
version.

License Specifies the license number.

Via The connection point through which the remote client
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has connected to the server.

Type

An asterisk (*) after ‘ActiveX’ indicates that the server is
used as a gateway between the host and the remote
client.

Authentication Mode

Specifies authentication type.

Security The security type used between the remote client and
the host.
Acting The text name that reveals the target to which the client

is connected.

Connection Target

Specifies where the client is connected to.

Started at

Date and time of when the client started the connection.

Reconnect Mode

The user’s reconnect level.

Reconnect Up-To

The maximum times the client can try to reconnect.

Reconnects Count

The amount of times the client tried to reconnect.

Last Output

Date and time of last transmission output.

Last Input

Date and time of last transmission input.

Output Bytes

The total bytes of application traffic that were sent to
the session.

Input Bytes

The total bytes of application traffic that were received
from the session.

Output Messages

The total of application packets that were sent to the
session.

Input Messages

The total of application packets that were received from
the session.

Output Packet Max.
Size

The maximum size of an output packet.

Input Packet Max.
Size

The maximum size of an input packet.

Channel Input Max.
Size

The maximum packet size that has passed through the
channel.

Gateway Input Max.

The maximum packet size that has passed through the
gateway.

Buffered I/O Count

The number of bottlenecks that resulted from sending
data to the session.
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Administrative Sessions Window

"€ Administrative Sessions =]
User User's Alias Hame D | IP Address © Machi... | Domain | Se... | Operating... |Via | Au... | Acting
B8P adninistrator 1 127. 0. ... localhost... ERICOMZKS  {2... Windows X... In... We...

Field Description

User The session user’s unique name.

User’s Alias Name An alternative name or id for the session user that is
not necessarily unique.

ID The user’s ID.

IP Address The user’s IP address.

Machine/Account The remote machine name and the user’s account
name in the remote operating system.

Domain Specifies the administrator’s domain.

Seat GUID Specifies the administrator’s workplace ID.

Operating System The operating system used by the administrator.

Via The connection point through which the remote
client has connected to the server.

Authentication Mode Specifies authentication type.

Acting The text name that reveals the target to which the
client is connected.

Started at The date and time of client’s login to the server.

Reconnect Mode The user’s reconnect level.

Last Output Date and time of last transmission output.

Last Input Date and time of last transmission input.

Output Bytes The total bytes of application traffic that were sent
to the session.

Input Bytes The total bytes of application traffic that were
received from the session.

Output Messages The total of application packets that were sent to the
session.

Input Messages The total of application packets that were received

from the session.

Output Packet Max. The maximum size of an output packet.
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Size

Input Packet Max. The maximum size of an input packet.

Size

Channel Input Max. The maximum packet size that has passed through

Size the channel.

Gateway Input Max. The maximum packet size that has passed through

Size the gateway.

Buffered I/O Count The number of bottlenecks that resulted from
sending data to the session.

Reconnect Up-To The maximum times the administrator can try to
reconnect.

Reconnects Count The amount of times the administrator tried to
reconnect.

Terminal Server Sessions

&8 Terminal Server Sessions =] 3]
Tser Neme s User's Al... | Terminal ... | S... | St... | TS Domain TS User | Commend Line [ First Connection... | WebConnec... |

@ srevart 126.0.0.32 4 ho... ERICONZES Stewart  PtTShgent.exe -shared -... Product Release ...  ptdemo

@ Fammy. ... 126.0.0.32 3 Ac... ERICOMZE3 Fanny... PtTShgent.exe -shared -... Product Release ... ptdemo

i Guest 126.0.0.32 8 Ac... ERICOMZE3 Guest PrTSAgent.exe -shared -... Microsoft OEfice...  126.0.0.23

Field Description
User Name The session user’s unique name.
User’s Alias Name An alternative name or id for the session user that

is not necessarily unique.

Terminal Server Specifies the connected

Session ID The terminal server unique id number.

Status Specifies if the connection is active or
disconnected.

TS Domain The terminal server’s domain name.

TS User The terminal server’s user name.

Command Line Specifies RemoteView’s command line.

First Connection Name The name of the application that first started the
session.

WebConnect Server Specifies through which PowerTerm WebConnect

server the application is connected.
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Machines Window

=Tk

/4 IP ad... | Name 0% Ac... | Seat GUID | Int... 5e33... | First L... Last L... I Logins Hia... I Lost Log...l

S ™127. ... localhast [2CDOE. .. 1 08/23/0... 08/23/... 2

Field Description

IP Address The remote client’s IP address.

Name The machine name.

0OS Account The user’s account name in the remote operating system.
Seat GUID Specifies the machine’s workplace ID.

Intruders Count

The number of intruders currently detected.

Sessions Count

The total number of sessions that are currently being
logged in from this machine.

First Login

Date and time of the first login from this machine.

Last Login

Date and time of the last login from this machine.

Login History
Count

The number of logins.

Lost Logins Count  The number of unintentionally disconnected logins.

Intruders Window

Z All Intruders ] 3
User Name I Machine I Reason T Attempts Count Intrusions Countl First Attempt I Last Atteupt |

Field Description

User Name The intruder’s user name.

Machine The intruder’'s machine name.

Reason The reason the intruder was detected.

The number of times an intruder attempted to login to
PowerTerm WebConnect Server.

Attempts Count

The number of times the intruder was punished for
attempting to enter the system.

Intrusions Count

First Attempt The date and time of first try to enter the system.
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Last Attempt The date and time of last try to enter the system.

Properties Dialogs

User Properties Dialog

x
User Mame: Alias Mame: ﬂ
Active Directory Path: ‘
I ™ Wse Network Password| | Passward »> |
Aivallable Groups: - Uzer's Groups: Settings... |
€7 Advanced Users -~ -
€ Evpert Users Mema... |
: <
E TDVICF'_: IUsers | — .
Unlinked Connections: Uszer's Cannections: SEssifs... |
b
g
4
[V Enabled Max. Concument Sessions: Rights:
I DE: i -
™ Free User IChent J
M ax Prinfyiew Queues: Highest Reconnect Mode:
™ Allaw Concurrent Machines I 03: |<Default> j
Access Limit Mode: Allow Access From:
IUser j I
Environment W ariables: 4 | &®
Name [Vae [
Cancel |
4
Field Description
User Name The user’s unique name.
Alias Name An alternative name or id for the user that is not

necessarily unique.

Active Directory Path

Identifies users for PowerTerm WebConnect.

Use Network Password

Specifies that PowerTerm WebConnect Server
authenticates the user with the network.

Groups/Unlinked
Connections

Password Specifies a user password, unique for PowerTerm
WebConnect Server.
Available Lists all the groups and free connections that the

user can be a member of.

User’s Groups/User’s

Lists all the groups and connections affiliated with
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Connections

the user.

Enabled Activates the user. (Only active users can connect
to the server.)
Free User Allows the user to connect to any accessible host

and to specify connection properties.

Allow Concurrent
Machines

Allows the user to log on simultaneously from
multiple machines.

Max. Concurrent
Sessions

Specifies the maximum number of concurrent
sessions the user may have.

Rights

Specifies the user’s administrative rights, if at all.

Highest Reconnect Mode

Specifies the reconnect level.

Access Limit Mode

Specifies the access level.

Allow Access From

Specifies the machines or IP addresses from which
the user is allowed to access PowerTerm
WebConnect.

Environment Variables

Specifies variable names and associated values for
the specific user.

Settings Opens the Terminal Setup dialog to modify client
settings for the user.

Memo Opens a text file to enter free-form information
about the user.

Sessions Opens the Sessions information pane for the user.

Help Opens PowerTerm WebConnect Administration

Console online help.

Group Properties Dialog

For a more detailed description of the features, see chapter Error! Reference
source not found..
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zl

Group Mame; Internal 10

Available Users:

Group's Users:

<

€ Administrator ﬂ
g} Default AutoCreated User Template

ﬁ Exarmple
[ -
4]

-

| »

Unlinked Connections:

Group's Connections:

Settings... |
Mema... |
Sessions... |

EESEESERREE

[V Enabled o

Highest Reconnect Mode:
I <Defaults j I 03:

Allow Access From:

rar. Concurent Sessions:

b &, Prinkiew Queues:

Help |

Enwironmment Yariables: Hit 4 | E
M ame | Value | oK I
Cancel |
A
Setting Description

Group Name

The group’s unigue name.

Internal ID

An alternative name or id for the user
that is not necessarily unique.

Available Users/Unlinked
Connections

Lists all the users and free connections
that can belong to the group.

Group’s Users/Group’s Connections

Lists all the users and connections
affiliated with the group.

Enabled

Activates the group.

Max. Concurrent Sessions

Specifies the maximum number of
concurrent sessions the members of the
group may have.

Highest Reconnect Mode

Specifies the reconnect level.

Allow Access From

Specifies the machines or IP addresses
from which the user is allowed to access
PowerTerm WebConnect.

Environment Variables

Specifies variable names and associated
values for the group members.
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Settings Opens the Terminal Setup dialog to
modify client settings for the group
members.

Memo Opens a text file to enter free-form
information about the group.

Sessions Opens the Sessions information pane for
the group.

Help Opens PowerTerm WebConnect
Administration Console online help.

Connection Properties Dialog

x
Connection Mame: Dizplay Mame:
I I Settings... |
Uszage Type: Owiner: F.ey Mapping... |
¥ Enshled Regular j I [Mone ] j
Alternate Connection: ml
I[ Maone ] j ml Login Script... |
Terminal Type:
— Categomny
¥T420-7 | Memo |
& Terminal Emulati !
FIMINALE MLEEton Terminal Model:
" Remaote Desktop Access IVT22U j Publishing... |
— Communication Help |

Type: Hiost Mame:

Terminal Mame:

Part Mumber:
23

v Set'window Size

Feep Alive Timeout;
I a

Metwiork M ame: Security

I Public: - I Type: I Mone hd I Details »» |

Erviranment Variables: I 4 | 2
Mame | Walue | Ok, I
4| | _bl Cancel |
7
Field Description

Connection Name

The connection’s unigue name.

Display Name

A display name for the connection that is not necessary
unique.
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Enabled

Activates the connection.

Usage Type Specifies how the connection will be used:
Hidden, can only be activated from a login script.
Child, owned by another connection.
Regular, a regular connection.
Owner, a regular connection which, when closed, will
automatically shut down all associated connections
(child connections, connections opened by the login
script, etc.).

Owner Specifies the connection’s owner.

Alternate Connection

Specifies another connection to be used if this
connection fails to connect to the host.

LD Groups Opens the Add/Remove Objects for New Connection
dialog.
Category Specifies whether the connection belongs to a legacy

host or to an RDP resource.

Terminal Type

Specifies terminal emulation type.

Terminal Model

Specifies terminal emulation model.

Communication Type

Specifies the communication protocol used by the host.
(Different protocols will display different parameters
required.)

Network Name

Specifies the connection point type. Network names are
defined in the PtServer_Connections.ini file. The three
predefined modes are:

Gateway, connections accesses the host via Gateway
mode.

No Gateway, connections accesses the host via Direct
mode.

Public, connections accesses the host via Gateway
mode if Reconnect is used. Otherwise connections will
access the host via Direct mode.

Environmental

Specifies variable names and associated values for the

Variables connection.

Settings Opens the Terminal Setup dialog to modify client
settings for the connection.

Key Mapping Opens the Keyboard Mapping dialog to enable mapping
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keys with desired character or script.

Power Pad Opens the Power Pad & Function Buttons dialog to
define Power Pad and Function buttons.

Login Script Opens the Login Script.ps/ in Notepad to be edited as a
text file.

Memo Opens a text file to enter free-form information about
the connection.

Help Opens PowerTerm WebConnect Administration Console
online help.

Server Configuration Dialog

FQ\ Server Configuration

r Client Sesgions————— Frintiew Queles—

Inachivity Timeout: I B minutes. M ax: |85535 Mas: I 1
Edifc‘lagltﬂeconnect |<None> 'I Default: I 65535 Diefault: I 1

—Administrator r— Imtruders

Auto Refresh Freq.: I 10 seconds. Max, Attempts: I_m times.
Dizable Timeout: I 10 minutes.

Help

d

Default Group: B ackground Bitrmap File Marne:
Mowvice Users ﬂ IACtiveHDriginaI.cab j
Unlinked Connections: Server's Conneclions:

ﬂ % Example_z400
2 % Example T

zi’ % Example T_copy

Ervironment Y ariables: i 4 | B
MHame I Yalue il
AGENT_allovbd uiltiple 1 i

AGEMT_EsitCleantode
AGEMT _SysTray
AGEMT_Usedpplicationtsso...

Clientl dleT imeouthinutes 1} A
1| | » Cancel |
A

Setting Description

Client Inactivity Timeout Specifies the inactivity timeout for all clients.

Default Reconnect Mode Specifies the default reconnect level.

Sessions: Max Specifies the maximum session limit for all
clients.

Sessions: Default Specifies the default session limit for all
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clients.

Administrator Auto Refresh
Freq.

Specifies the time interval for the
Administration Tools auto refresh feature.

Intruders: Max. Attempts

The number of times a user can try to login
before it is considered to be an intruder.

Intruders: Disable Timeout

Specifies the amount of time in minutes that
PowerTerm WebConnect Server refuses to
login a valid user after detecting an intruder.

Default Group

Specifies the default group for users that
have no specified default group on user
level.

Background Bitmap File Name

Sets a background bitmap for clients that
support this feature.

Unlinked Connections

Lists all the free connections that can belong
to the server.

Server’'s Connections

Lists all the connections affiliated with the
server.

Environment Variables

Specifies variable names and associated
values for the server.
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Settings Dialog (for Emulation Clients)

x
E il aticn |General| Displayl Keyl:u:uardl F'rinterl Tal:-SI |:l:l|l:lr$|
—%T Terminalz— —IBM Terminals —&SCI Terminals —
& YT 52 ™ 3270 Display " 5260 Display ™ wYSE Gl
wT 100 £ 2270 Printer " 5250 Printer = WTSE B+
VT 2207  WiYSE B0
YT 2208 —General Terminalz) —ANSI Teminal:— | & Ty 990+
& WT 3207 & TANDEM 500 ANSI TVl 920
VT 3208 = HP " BES ANSI Tyl 925
i DG AT 386 £ Tvl 950
i~ SIEMEMS " AIMTERM  Tvl 955
i~ YT 5257 i IBM 3151  LIMUR i ADDS YR A2
" VT 5264 " wWhSE 370 " HZ 1500
v Java Only

v Show the Settings List after S ave S ave All

Save I Save All Clear All Cancel

Emulation, displays supported terminal emulations and enables
you to select a terminal type.

General, defines parameters for the terminal emulation type.

Display, (non-IBM emulations only) defines display settings for the
emulation window.

Keyboard, defines keyboard setup parameters.
Printer, defines printer parameters.
Tabs, (VT emulations only) defines tab stops in the work area.

Colors, defines color settings for the emulation window.

NOTE The Emulation type that you select changes the tabs (property pages)
displayed in the Terminal Setup dialog

General tab
Option Description
NRC Set Determines the communication and keyboard
character set for 7-bit data only.
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UPS Set

Determines the communication and keyboard
character set for 8-bit data only

8 bit Controls

This option is only enabled when UPS Set is
specifies as Code Page 437 and up.

Disable, determines if 0x80 to OxAF are displayed
characters.

Enable, determines if 0x80 to OxAD are control
characters.

0x9B, all characters are displayed character except
0x9B, which is a control character.

Online Equivalent to Terminal | On Line (Off Line).

New Line Determines whether the <Enter> key generates
only a carriage return or a carriage return/line fee
combination.

CR->CRLF Adds a line feed after each single carriage return

(one that has no line feed following it) when in
slave printing mode.

Use 8 Bit Data Characters

Select this parameter if the communication data is
in 8-bit character format. Clear it for 7-bit
characters. When cleared, the 8% bit is truncated.
If you receive 7-bit data, you can convert it to 8-
bit data for printing on the slave printer.

User Defined Keys Locked

Determines whether applications on the host
system can override your user-defined keys
(UDKs) when you have defined a function key that
conflicts with how the host wants to use this key.
UDKs let you use a single key for multiple
keystrokes. 256 bytes are available to program the
15 UDKs. The key definitions are loaded
sequentially (from F6 to F20) so that if you reach
the 256-byte limit, more definitions cannot be
loaded.

Locked, prevents UDKs from being overridden.

Unlocked, allows UDKs to be overridden.

Cursor Keys

Determines the behavior of the four arrow keys.

Normal, generates ANSI-standard control
sequences for moving the cursor.

Application, generates modify application program
functions.
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Keypad

Determines the effects of the numeric keypad on
your keyboard.

Numeric, keypad keys insert number.

Application, keypad keys generate control
sequences that can be used by some applications.

NumlLock, enables or disables the NumLock
keyboard function in respect to the above Numeric
and Application modes.

Cursor coupling

Vertical, determines whether the user window pans
with the cursor when the cursor moves past the
top or bottom border of the user windows.

Page, determines if a new page appears in the
display when the cursor moves to a new page.

Status Line None, displays an emulation screen without the
status line.
Indicator, displays the status line.
Host Writable, displays the status line sent by the
host.

Label Line Displays a status line on the top and bottom line of

the emulation screen.

Show Response Time

Displays the number of seconds that elapsed
between the time data was sent to the host and
the host response time.

ID Determines the ID returned by the emulation
program to the host. Make sure the ID is
understood by the host application.

$=5B Determines whether the character 5B represents a

'$’ or a cents sign.

For RTL languages only.

Cursor Ruler

Select Visible to display full-screen, vertical or
horizontal lines a as cursor ruler (cross hair guide).

Cross Hair, displays the cursor ruler as a horizontal
and vertical line.

Horizontal, displays the cursor ruler as a horizontal
line only.

Vertical, displays the cursor ruler as a vertical line
only.
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Cursor Controls the cursor appearance and functionality:

Block/Underline/Visible/Blink, controls the cursor
appearance.

Ins Change, when selected it enables toggling the
cursor between underline and block appearance,
by clicking the Ins (insert) button.

Appearance Power GUI, displays data in a window with 3D look
& feel. Use system fonts larger than 10 pt for
better results.

Show Frame, places a frame around the text area
of the emulation.

HLLAPI Names Specifies the name of an HLLAPI session.

Short/Long, enables you to specify the short and
the long HLLAPI name

Code Page Specifies the host and PC/Terminal (keyboard)
terminal character sets.

Alternate Size Enable, select to override the terminal alternate
size with a specific size.

Rows/Columns, type the required number.

DisEIax tab

Option Description

Reverse Display Colors Reverses the text and background colors in the
work area.
Auto-wrap Characters Wraps words at the end of a line and the cursor

moves to the next line.

History Scroll Bar Displays the vertical history scroll bar along the
right edge of the emulation screen, which enables
you to scroll through the data displayed previously
on the screen. Selecting Clear History from the Edit
menu can erase the History buffer.

Cursor Ruler Select Visible to display full-screen, vertical or
horizontal lines a as cursor ruler (cross hair guide).

Cross Hair, displays the cursor ruler as a horizontal
and vertical line.

Horizontal, displays the cursor ruler as a horizontal
line only.
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Vertical, displays the cursor ruler as a vertical line
only.

Cursor Controls the cursor appearance and functionality:

Block/Underline/Visible/Blink, controls the cursor
appearance.

Ins Change, when selected it enables toggling the
cursor between underline and block appearance, by
clicking the Ins (insert) button.

Ctrl Characters Display, displays the control characters.

Interpret, performs the regular terminal behavior as
affected by control characters.

Power GUI Displays data in a window with 3D look & feel. Use
system fonts larger than 10 pt for better results.

Show Frame Places a frame around the text area of the
emulation.

Dimensions Determines the number of characters (columns) per

displayed line, and the number of lines to be
displayed in the work area. Characters are scaled
according to the selected values. Type a different
value in the Other box instead of choosing one of
the standard options (80 and 13).

Limit Font Size, allows PowerTerm fonts to use only
the optimal font size, especially for frames.

Not recommended for normal text on large screens.

Scrolling Determines the pace at which data is displayed in
the work area as it arrives. If you select Jump, you
should also determine the Jump Scroll Speed that is
measured in number of line units where the higher
the value, the faster the scrolling.

Unlimited, displays data without delaying
communication.

Page, scrolls data by full screens.

Smooth, is equivalent to a Jump Scroll Speed of 1.

Enabling Soft Fonts Enables you to work with VT soft fonts. The fonts
will be loaded from the host application.

Kexboard tab

Option Description
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Capslock Mode

Determines the behavior of the Caps Lock key.

Caps (Unix), locks alphabet keys on main keypad in
uppercase.

Shift, locks alphabet and numeric keys on main
keypad in shift setting. Pressing the shift button on
your keyboard will release shift-lock mode.

Reverse (Win), has the same behavior as Caps
Lock, however pressing the shift button on your
keyboard reverses the caps operation.

Always On, enables you to toggle to a different
application and turn Caps Lock mode off. On return
to the emulation client it will automatically revert to
Caps Lock on.

Backspace Key Sends
Delete

Determines whether the <Backspace> key sends
‘Delete’ or an actual backspace.

Backspace Deletes

Select to delete characters by pressing the
<Backspace> key on the keyboard.

Auto Repeat

Repeatedly displays the character which key is
being continuously pressed down.

Key Click Gives off a click sound when you press a key on the
keyboard.

Warning Bell Determines whether the terminal sounds a bell tone
when receiving the “bell” (ASCII 7) character. (For
operating errors, mail messages, etc.)

Margin Bell Determines whether the terminal sounds a bell tone

when the cursor reaches the right margin.

Lock Numeric Fields

Determines whether the keyboard is locked when
you try to enter non-numeric data.

Typeahead

Types data ahead, before the host responds.

Automatic Reset Key

If the keyboard is locked, a reset key sequence is
generated prior to when you click on the tab key to
advance to the next field.

Numpad Decimal Sends

Comma

Specifies that the Numeric Pad’s decimal key sends
a comma instead of a decimal.

Use Emulator Alt Keys

Select to make an <Alt> key perform the terminal
operation even if Windows OS has an operation
mapped to the same key.

Local Echo

Determines whether keyboard input is displayed
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(echoed) on your screen.

Select, to display the keyboard input even if the
host system does not echo your input.

Clear, to send the keyboard input to the host
system without being displayed on the screen
(unless, invariably, the host system automatically
echoes the characters).

Use VT Keyboard Mode

Changes your keyboard into a Digital VT keyboard
mode. In this mode, the PC keyboard operates as
close to a VT keyboard as possible, and takes full
advantage of LK450 Digital keyboards.

Non SNA System Wait

Determines whether the System Wait in the IBM
3270 emulation will act as a System Wait in a non-
SNA terminal.

Answerback Message

Specifies an answerback message and its display.
Clear, deletes its message.

Conceal, hides the message without deleting it.

Printer tab
Option Description
Print Device Allows you to select a printing output channel.

None, no destination was assigned. The Device
Name is disabled. Printer data is received by the
terminal, but discarded (not printed).

Device, senses printing to the device you
designate in the Device name text box. This can be
a device such as COM1, COM2, COM3, etc. in the
Device Name text box, you can also specify
communication parameters, for example: COM
1:9600,8

File, sends printing to the file specified in the File
Name text field.

AUX, sends printing to the auxiliary port.

Append Form Feed

Adds a form feed (page eject) after each printing
job.

LF -> CRLF

Adds a line feed after each single carriage return
(one that has no line feed following it) when in
slave printing mode.
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Print Line Graphics as
Text

Converts line graphics to text. This speeds up
printing on a slow dot-matrix printer.

Device Name

Specifies the printing device. Enabled when you
select Device in Print Device.

Default: LPT1

File Name

Specifies the file name. Enabled when you select
File in Print Device.

File Creation, determines whether you want
Append or Overwrite mode.

Print Screen Data
Conversion

Converts data to Host or UTF-8 character sets or
prints in Graphics mode.

None, does not convert data.

Text mode is designated by selecting Host, UTF-8
character sets or None.

Slave Printer Data
Conversion

Converts data to Host or UTF-8 character sets or
prints in Graphics mode.

None, does not convert data.

Text mode is designated by selecting Host, UTF-8
character sets or None.

Slave Printer Job Delimiter

Specifies the job delimiter character that will divide
the data into print jobs, thus disabling the escape
sequences arriving from the host application.

Delay for Print Closing
(Seconds)

The command to close the printer queue is delayed
by the number of seconds that you determine. This
command only takes effect if no open command is
issued in the meantime. Important for printing to
cut sheet printer (for example, inkjets/lasers) and
network printers.

Tabs tab
Option Description
Tabs Stops Click anywhere within the Tab Stops area to set tab stops
manually.
Set Every Sets the tab stops at even intervals according to the
number specified in the adjacent field.
Clear All Clears all tab stops.
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Colors tab

Option

Description

Preview box

Shows the result of your selections.

Enable Underline

Enables underlined characters.

For data transmitted from the host with the Underline
attribute, clear to disable displaying data with the
underline.

Enable Blink

Enables blinking.

For data transmitted from the host with the Blink
attribute, clear to disable blinking data.

Coloring method
dropdown list

Default, uses the default color type for each emulation
type:

-VT and Siemens - Attribute & ANSI colors

-ANSI and HP - ANSI colors

-All others — Attribute colors (i.e. not affected by
setting to a different value).

Attribute, colors based on the attributes. For example,
you can select different colors for bold, for underline,
and for bold/underline.

ANSI, colors based on host-defined colors. For
example, the host sends “red foreground on blue
background” however you can select the default ANSI
color. Different attribute do not affect colors.

Attribute & ANSI, uses both Attribute and ANSI colors
as explained above.

Column Separator

Displays a period as a column separator in fields with
the column separator attribute.

ANSI 8 Color Mode

A regular terminal has 16 colors (8 colors with the
Bold attribute applied to them and 8 colors without).
The Background color never has the bold attribute
(therefore it is “dark”) while the Text (foreground) is
always mapped to the color with the Bold (bright,
light) attribute.

Selected, each entity (text, background) can have any
of the 8 colors mapped to them.

Cleared, each entity (text, background) can have any
of the 16 colors mapped to them.

Color Frame

Select to draw a frame on the screen.
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Select Attribute

Select the attribute for which you want to define
foreground and background colors. Attributes change
according to the emulation type you selected in the
Connection properties dialog. Generally, the attribute
of the entire screen is Normal. The color for the
Normal attribute determines the color of the entire
work area.

Text Select the color that will apply to the text (foreground)
of the display.
Background Select the color that will apply to the background of

the text.

Bitmap Filename

Specify a bitmap file as the screen background.
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30. APPENDIX C — TECHNICAL SUPPORT
WebConnect Troubleshooting Guide

Error Message Reason
@ Credential koken for Power Term WebConnect is unknown, Please try again, 1) The add ress Of the app“catlon
T shortcut does not match that of
= the Application Zone or Portal.

Check that the Comportal.ini
Address= field contains the
correct PTWC address.

2) There is secondary ticket login
attempt performed by
Application Portal (although the
user is already logged in).

3) The network socket has changed
(i.e., a VPN is established to the
same network) - restore the
original connection or log off
Ericom and relogin.

Credential token unknown

PowerTerm WebConnect Application Zone - Login Error 1) The Webconnect Server is down
2) The WebConnect Server is not
reachable

The WebConnect server is now
in Failover mode

- ) The PowerTerm WebConnect Server is shut down. (#10061)

Server: 192.168.35.116:4000 3 )

Server is shut down 10061

@3 Errorcscursd 1 2/06/2010 123458 - Connected o PawerTem The VDI desktop that is being accessed
WebConnect server "192.168.35.116". . .
. ) ] is not in a Pool. Add the desktop to a
n unexpected error occurre: . .
Machine: Wind 868100 new or existing pool
Unexpected error occurred
.' »  User "Bxample” is already logged-inte "5.7 Test 2" from this machine. Only one user can be Iogged into
‘S Make sure the user logs-off before trying to login with a different user, Application Zone on a system. In this
User is already logged message, the user "Example” is trying

to logon from a system where an
Application Zone is already running for
another user.

PowerTerm WebConnect Application Zone - Message from server on 192.168.3577:4...

The user is connected to a WebConnect
The file server cannot be reached! server in Failover mode and the shared
WebConnect Server's shutdown time: Jun-25-2010 21:43:45 database is no longer available.

Restore the shared database to resolve.

File server cannot be reached

The system could not log you on. The Credentlals entered are nOt

Make sure your user name and domain are correct, then type your

" password again. authorized; verify the spelling of the

Letters in passwords must be typed using the correct case. username and password,
System could not log you on
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Authentication Server Troubleshooting Guide

Error Message Reason
u Ericom Authentication Server error (code 100300071 PaS_SCOde may_b_e invalid.
The RaDI erver did not respond. Verify connectivity to 2FA
server.

RADIUS server did not respond

Verify that 2FA server is
accepting connections
from the correct address
of the authentication

server.
Unable to connect to https:// The “Authentication
R R e e e chlenal  Method” is not correctly
Authentication error: ACCESS_REJECT set in the Administation
console.

Authentication error: Access_Reject

Possible user enrollment
issue on the 2FA server.
Check 2FA server log for

errors.

Entering the password and passcode in the Verify that the 2FA server

password field does not work is not set for “challenge
response”.

ESG Failover Log Verfication

If multiple ESG's are used under the variable SecureGateway, the failover
function may be verified by looking in the ESG log. Look for the failed entry
and then the successful one. For example:

Unable to connect to Ericom PowerTerm WebConnect Server.

Info : Failed Resolving host name / IP address
"esgl.acme.com:443"

Reason: The requested name is valid, but no data of the requested
type was found

Requesting to connect to WebConnect Server on esg2.acme.com:4343
(Resolved to 127.0.0.1)

Created new session from [::f£fff:192.168.1.3] to 127.0.0.1:4000

Requesting Technical Assistance

e Send an email to support@ericom.com

e Include images of any error messages
e Include steps on how to reproduce an observed problem

e Specify how many users are affected: one, some, or all
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e Specify how many users would be using PowerTerm WebConnect if
it becomes an accepted solution

e Specify the Operating System of the end-user’s device (i.e.,
Android tablet)

e Specify the Operating System of the PowerTerm WebConnect
server (i.e., Windows 2008)

e Specify the Operating System of the Terminal Server (i.e.,
Windows 2008)

Technical Support Debug Logs

HINT Ending the log at the point where the problem occurs will expedite the

troubleshooting process. If Ericom Support cannot identify the occurance
of the problem, new logs will be requested.

PowerTerm WebConnect Server

In the event of problems related to the PowerTerm WebConnect Server (i.e.,
connections are lost) the PtServer.log debug log is required for Ericom
Support to diagnose the issue.

To create the debug log, open the Main Configuration (PtServer.ini) and
modify the LogFlags parameter; all values are separated by a space.

Values used to track user activity: Run, Load, Clients, Connect

Values used for debugging purposes: DbgLoadConn, DbglLoadGroup,
DbgloadUser, DbgLogin.

PowerTerm WebConnect Client

In the event of problems related to the PowerTerm WebConnect client (i.e.,
applications are not being launched) the ptagent.log and ptrdp.log is required
for Ericom Support to diagnose the issue.

To create the debug log, add the parameter /LOG to the ptagent command
line or HTML. The ptagent.log will be created upon login, and the ptrdp.log
will be generated upon launching of a published application or desktop. On
Windows 7, the logs are located at C:\Users\<userid>\AppData\Local\Ericom

PowerTerm Terminal Server Agent

In the event of problems related to the TS Agent (i.e., seamless windows are
not appearing properly) a debug log is required for Ericom Support to
diagnose the issue.

To create the debug log, the following Registry keys must be updated:

e LoglLevel - set to'F’

347




e LogFolder — by default this key is not present in the Registry and is
set to %USERPROFILE%.

NOTE To make the log files easier to find, set the LogFolder to

C:\Temp\%USERNAME%. Make sure that all users being logged have
write access to C:\Temp or the configured directory.

4 Reqgistry Editor
File Edit View Favorites Help

4-)) Wow6432Node |/ Name Type Data

5] (Default REG_SZ

ab| | ogFolder REG_SZ chtempt %USERNAMET
el LogLevel REG_DWORD 0x0000000f {15)

Clients.
Ericom Software
PtTSAgent

PowerTerm Load Balancer

In the event of problems related to the Load Balancer (i.e., one TS server is
not receiving connections), send the PtLoadBlanacerServer.log and the
LoadBalancer.XML file to Ericom Support for review. Specify the names of the
affected servers. The logging level of the Load Balancer Agent is configured
in the Registry if more data is needed (HKLM\Ericom\PtLoadBalancerAgent).

Error message Explanation

The connection to the Load The Load Balancer Server service may have
Balancer has been lost. stopped. Restart the service.

Failed to add the server. A server with the same address exists.

Host is not found.

The server that was specified does not exist.

Reporting issues to Ericom Technical Support

To expedite handling of technical support requests, send the following
information in the initial request correspondence.

e Send relevant logs based on the nature of the problem (i.e., ptrdp
log for client related problems or tsagent.log for seamless window
appearance issues).

e Send the Main Configuration file (ptserver.ini). For VDI users,
send the Database.XML file.

e Provide the steps to reproduce the problem. If the problem is
affecting only a certain application, provide a download link to an
evaluation version of the application so Ericom Support may load it
for testing and verification.

e Provide a recording of the problem if possible.
e Provide bitmaps of any error messages or the problem itself.

e Inform Ericom Support if the problem is widespread to all users, or
only affecting certain users. If just certain users, is there a
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common characteristic among the users (i.e., part of the same
Active Directory OU).

Email all pertinent information requested above to
tech.support@ericom.com and a support ticket will be generated.
Any missing information will result in a delay in handling of the
ticket as more information may be requested.
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31. APPENDIX D - TERMINAL SERVER TIPS

Forcing Disconnected Sessions to Logoff (Windows 2008 R2)

e First set this under the Windows 2008 RDS configuration (RDS
Configuration | RDP Properties | Sessions tab):

V' Overide user zettings

Wwfhen zezsion limit iz reached or connection iz broken:

{* Dizconnect from zession

" End session

e Launch Regedit.exe and navigate to:
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Termi
nal Server\WinStations\RDP-Tcp

e Set fInheritMaxDisconnectionTime to 0

e Set MaxDisconnectionTime (this value is in milliseconds) to 1, so
after 1ms of disconnecting - the session is terminated

A reboot is not necessary, but test the change to ensure that it is operating

Wt H = OO0 )
Ramole Dorted | |- Cerd Salrgh | Hetmodk Adigies | Saoaty | WA = [
Gereal | Logon Selingn Smwn | Desowend | Wrkagen
Wrr e G QOOOURXN] {TH}
a5 Flasvols Dathiop Heal miwves o arel Wt D000 (5}
smiannechon niingl 1 femmsini
fware Probies (reEa00 )
I imets usen oegs o (R
| T — ot {107 26k 92T
biences
(0000001 1) I
i ] i BAPTIEIY (427295
0 g (D00 (4]
A (560}
(- ep— e BT = | 5 aschition A (1 6080}
il | =L P ] N )
Whan saiion e b rhached & Correcton is bk s al Lol
CseputarREY_LOCAL PULCHINEISTS TEM et ContriSat |t oatrol| T aresrel wnwmwm-m]
= Dincarnect e mewon :
b Erpoenn Boles
(o Epd dmesin

Hiding/Preventing Access to Drives

NOTE This content is copied from:
http://blogs.msdn.com/b/rds/archive/2011/05/26/how-to-restrict-users-
from-accessing-local-drives-of-an-rd-session-host-server-while-using-
remoteapp-programs.aspx
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Use Group Policy settings to hide and restrict access to drives on the RD
Session Host server. By enabling these settings you can ensure that users do
not inadvertently access data stored on other drives, or delete or damage
programs or other critical system files on drive C.

The following settings are located in the Group Policy Management Console
under User Configuration\Policies\Administrative
Templates\Windows Components\Windows Explorer:

Hide these specified drives in My Computer. You can remove the icons
for specified drives from a user’'s My Computer folder by enabling this setting
and using the drop-down list to select the drives you would like to hide.
However, this setting does not restrict access to these drives.

Prevent access to drives from My Computer. Enable this setting to
prevent users from accessing the chosen combination of drives. Use this
setting to lock down the RD Session Host server for users accessing it for their
primary desktop.

A Hide these specified drives in My Computer @ —
Ei Hide these specified drives in My Computer T ‘ I Next Setting ‘

~) Mot Configured Comment:

@ Enabled

_) Disabled

Supported 0n: 4t jeast Windows 2000

Options: Help:

Pick one of the following combinations Removes the icons representing selected hard drives from My

Computer and Windows Explorer. Also, the drive letters
Restrict all drives - representing the selected drives do not appear in the standard

Restrict A and B drives only Open dialog box.

Restrict C dri I . - - - .
estne nveany To use this setting, select a drive or combination of drives in the
Restrict D drive only

Restrict A, B and C drives only drop-down list. To display all drives, disable this setting or select:

Restrict A B, C and D drives onl the "Do not restrict drives” option in the drop-down list.
Restrict all drives

" " MNote: This setting removes the drive icons. Users can still gain
Do not restrict drives B .

access to drive contents by using other methods, such as by
typing the path to a directory on the drive in the Map Network
Drive dialeg box, in the Run dialog box, or in a command
window,

Hiding Favorites from Windows Explorer

The following instructions are derived from this Internet link, please visit this
link for detailed instructions:

http://www.askvg.com/how-to-remove-favorites-from-windows-7-explorers-
navigation-pane/

e Click Start, click Run, type regedit, and then click OK.

e Locate: HKEY_CLASSES_ROOT\CLSID\{323CA680-C24D-
4099-B94D-446DD2D7249E} \ShellFolder
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. Registry Editor

After you select the subkey that is specified in step 2, right-click
Attributes, and then click Modify.

Change the Attributes value to a9400100

File Edit V¥iew Favorites Help

| InProcserver3z ;I Mame: | Type | Draka

hell ab)Defaul) REG_SZ
restorefavoritelinks 8 attributes REG_DWORD 059400100 (2839544064)

Ry o=l Folder ab|pinTaMarmeSpareTree REG_SZ
[l || {3950 TN AR-AAN 4 5-AAAF -FEATPAPEA1 AY

Removing Recent documents list from Excel

The following instructions are derived from this Internet link:

http://support.microsoft.com/kb/983006/en-us

These instructions are similar across all Microsoft Office products. To get
started, use Excel and save any file so the proper Registry keys will be
generated.

Exit all Office programs.
Click Start, click Run, type regedit, and then click OK.

Locate:
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Ex
cel\Place MRU

After you select the subkey that is specified in step 3, right-click
Max Display, and then click Modify.

Click Decimal, and in the Value data box, type 0 to represent the
number of places that you want to list in Recent Places, and then
click OK. By default, Max Display is set to 25.

#:" Registry Editor
Eile Edit ¥iew Favorites Help

B

14.0 =] [ ame Tvpe [ pata I
Common ab](Default) REG_S57 {walue not sst)
Excel ab)Ttem 1 REG_S7 [FOOO00000][ TO1COA1 7E1E480500][000000000T*C:Y. ..

~ | File MRU #5|Max Display REG_DWORD 0x00000019 (25)
- Options

Locate:
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\File
MRU

After you select the subkey that is specified in step 6, right-click
Max Display, and then click Modify.

Click Decimal, and in the Value data box, type 0 to represent the
number of places that you want to list in Recent Files, and then
click OK. By default, Max Display is set to 25.
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e Repeat steps 3 through 8 for each Office program for which you
want to change the number of places that you want to list in
Recent Places.

e On the File menu, click Exit to exit Registry Editor.

#" Registey Editor

Fie Edt Wew Favoritss Help
Commen =] [ Mame Type | Data [
B ) Excel b (e ault) REG_SZ {value nok set}
File MRU - = . 5 17E 1E480500] O00000000*CH, ..
Options I B3 1= Display § REG_DWORD 0x00000000 (0) 1
Place MRU
S B

Restricting Application Launch

Restrict which applications may be launched on the Terminal Server by
defining Software Restriction Policies in the user’s Group Policy Object.

This image shows a sample location in Group Policy where the cmd.exe
application is Disallowed.

Consolel - [Console Root\Default Domain Controllers Policy [ 1 Policy\Computer ConfigurationyPolicies\Windows Settings\Security Settings\Software]

ion View Favorites Window Help
XE s EF
b Zaf Wireless Network (IEEE 80 ~ e el Descri Actions
Public Key Policies MACHINE\SOFTW/ARE
= y o . - eI clNE SORIE AR Additional Rules
4 [7] Software Restriction Palic 4HKEY_LOCAL_MACHINE\SOF TW/ARE M mFilesDir% Path Inrestricted
I Security Levels el *emd.exe® Path Disallowed More Actions
1 Additional Rules L C\Program Filss\Ericom SoftwareyEricom ceess Ssrver( Path Unrestricted HKEY L OCAL MACHINE

This may also be defined on the local server’'s Computer Policy (Windows
Settings | Security Settings | Software Restriction Policies) by setting Path
rules:

Local Computer Policy,Computer Configuration', Windows Settings'Security Settings' Software Restriction Policies' Additional Rules]

Windows 2003 sessions are in 8-bit colors

Applications and desktops sessions to Windows 2003 sessions unexpectedly
display using 8-bit colors. This is a known Microsoft issue and is covered in
this article: http://support.microsoft.com/kb/942610
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