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Legal Notice

This document is subject to the following conditions and restrictions:

il

This U s e rGlide provides documentation for Ericom Blaze. Your
specific product might include only a portion of the features
documented in this manual.

No part of its contents may be used for any purpose, disclosed to
any person or firm, or reproduced by any means, electronic and
mechanical, without the express prior written permission of

Ericom ® Software Ltd.

The text and graphics are for the purpose of illustration and
reference only. The specifications on which they are based are
subject to change with  out notice.

The software described in this document is furnished under a
license agreement. The software may be used or copied only in
accordance with the terms of that agreement.

Information in this document is subject to change without notice.
Corporate and individual names, and data used in examples herein
are fictitious unless otherwise noted.

Copyright © 2010 Ericom ® Software Ltd.

Ericom is a registered trademark of Ericom Software Ltd. Other company
brands, products and service names, are trademarks or registered trademarks
of their respective holders.
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About this Document

This guide provides instructions on how to quickly and easily install and use
Ericom Blaze to accelerate and compress Microsoft Remote Desktop Protocol
(RDP) communica tion. Follow the instructions in this document and start

enjoying the benefits of Ericom Blaze within minutes!

This guide includes the following information
1 Overview of Ericom Blaze
1 Preparation and installation procedures
1 Usage instructions
1 Troubleshootin g and FAQ

For more information about this product and other Ericom products, please
visit the Ericom website  (www.ericom.com)

If you have any questions or require assistance please contact
support@ericom.com __ or call Ericom Tech Support (contact information is
available at the end of this document).
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1. Product Overview

Ericom Blaze provides end -users with a n enhanced remote computing

experience on most Wide Area N etworks (WAN) , such as Satellite, Broadband,
and aircards . This is achieved by significantly accelerating and compressing
Microsoft Remote Desktop Protocol (RDP). The results are higher frame rates ,
improved response times, and smoother screen updates . Ericom Blaze
performs the following operations:

1 Introspects the RDP communication, identifying and compressing
graphical elements such as bitmaps. The quality / compression
ratio is configurable to prov ide the optimal user experience

9 Identifies key graphical elements, such asthe  Taskbar and Start
Menu, and compresses them at a high quality level regardless of
general quality settings. This provides a visually lossless quality
remote computing experience

1 Compresses the entire RDP transmission using a high -performance
bulk compresso r

1 Performs packet shaping to optimize network utilization, and to
speed up transmission

91 Intelligently renders frames so that screens are displayed as single
units rather than as a sequence of blocks

Ericom Blaze works with any x86 or x64 based host system that supports
RDP, including Windows Terminal Servers, remote physical desktops and VDI
based desktops. Ericom Blaze consists of the following components:

1 Ericom Blaze Server
This component is installed on the RDP server/host to compress
and accelerate RD P. The following platforms are supported:

A Windows 2003 and 2003 R2 i 32 hit and x64
Windows 2008 i 32 bit and x64
Windows 2008 R2

> >

A Windows XP, Vista and Windows 7 i 32 bit and x64

1 Ericom Blaze Client
This client component connects to Blaze Servers using ac celerated
RDP and can also connect to any standard RDP host . The
following platforms are supported:

A Windows 2003 and 2003 R2 i 32 bit and x64
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A Windows 2008 i 32 bit and x64

A Windows 2008 R2

A Windows XP, Vista and Windows 7 i 32 bit and x64
A Windows XPe, CE

A Linux

A Mac OS X

Features added in version 1.4

Licensing Administration console

VMware View Mode

Multi - monitor support with more than three monitors
Monitor selection for multi -monitor systems
Blaze Server configuration module

Automatic Reconnect

=A =/ =2 =4 -4 -4 -4

Support for per -device licensingon 2003, 2008 and 2008 R2
Terminal Servers

IMPORTA NT: Ericom Blaze is not backward compatible with earlier versions.
If you are using an earlier version of Blaze, please upgrade all Blaze client and
server components.
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2. Ericom Blaze Server

Ericom Blaze Server performs the RDP compression and acceleration. This
component is installed on the RDP host (the computer the user is connecting
to). The host may be any Windows system that has RDP access enabled,

such as a Windows Termina | Server or a Windows workstation.  The Blaze
Server uses a customizable port T by default thisis  port number 3399 .
Ericom Blaze Server Requirements

1 Windows operating system; see Chapter 1 for a list of supported
platforms

1 Incoming RDP connections enabled on the OS

1 20 MB of free Hard -Disk space

1 MMX and SSE2 capable CPU

1 Firewalls are configured to allow traffic over the Blaze port

The Blaze Server should be installed on each server/host that requires
accelerated access . Terminal Servers only require one ins tallation in order to
accelerate all user sessions . Each workstation desktop (physical or virtual )
requires one installation. Itis possible to include Blaze Server as part an
image that will be deployed using Microsoft ® Sysprep or Symantec  ® Ghost.

Installing Ericom Blaze Server

Run Ericom Blaze Server.msi and follow the instructions of the installation
wizard.

Review and accept the License Agreement.

Select installation location and specify w hich users can utilize Ericom Blaze.

Destination Folder

Click Mext to install to this Folder, o click Change to install to a different Folder,
Install Ericarn Blaze Server bo:
G Ci\Program Files\Ericom Software\Ericom Blaze Server|
Click Install  (if promp ted, accept the security elevation request). Click Finish

at the last screen to complete the installation

Verify that the Blaze port is available and accessible on the host system.
Firewall configuration may be necessary.

On Windows XP , a system restart ( reboot) may be required after installing the
Ericom Blaze Server.
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Blaze Server can be automatically and silently installed using a management
application such as Microsoft System Center.

To perform a silent install run: msiexec /| "EricomBlazeClient.msi" /q
EricomBlazeClientmsi represents a valid path to the .msi file
On Windows Vista, 7, Windows Server 2008 , and R2 this command may need

to be performed with elevated credentials or it may fail.

Using Ericom Blaze Server

To modify Blaze Server settings, go to Start | Programs | Ericom Software |
Blaze Server:

~ Ericom Blz
By default, Ericom Blaze Server listens for incoming connections on port
3399 . This does not interfere with the Microsoft Windows RDP port , which is

3389 by default

Blaze Server Configuration Pages

| MPORTANT : When installing Blaze Server on a Terminal Server, itis
recommended to  hide the Blaze Server Configuration application from end
users to prevent unexpected changes to the Blaze Server settings.

Service

This page provides functions to restart an d stop the Blaze Server service. For
certain configuration changes, a service restart is required. This page also
displays the number of active Blaze sessions to this system.

IMPORTANT : When the Blaze Server service is restarted, all Blaze sessions
on th e server will be disconnected.

Ericom Blaze Server 1.4 Configuration

Service | Licensing | Performance | Communication | Acceleration | Security | Logging | Advanced

Blaze Server service state Running
Elaze Server status: Active
Number of sessions o

Started at 10/20/10 17:32:26
Stop Service

The Ericom Blaze Server runs as a Windows senice. When the senvice is stopped, Blaze Clients will not be able to connect to this host with
RDP acceleration. Any active accelsrated connection will be dropped (sessions will be disconnected). Regular RDP connections to this
host will not be affected.

Changing certain setiings, such as Communication and Logging take effect only after the service is restarted. After changing such
settings, apply the changes stop the service and then start it again

Ericom BlazeE 8 Userds Gui de
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Licensing

This page displays licensing inf ormation for the Blaze Server. The Connected
to licensing server  field indicates the license server that is currently in use.

By default, Blaze Server connects to the Licensing s erver that is installed on
the same computer as itself. To specify a different license server, enter the
desired address under  Licensing server address  and restart the  Blaze Server
service using the  Service tab. See chapter 3 for details about using

centra lized licensing.

Ericom Blaze Server 1.4 Configuration

Service | Licensing | Performance | Communication IAcce\eratmn | Security I Logging | Advanced

License type: Concurrent Users
License duration: Permanent
Connected to licensing server. us-supportl.ericom.local
Total number of licenses: 2

Licenses in use by this server. 0

Licensing server address: 192.168.1.1] M

Changing this setting may take effect only after the Blaze Server senics is restarted

Specify the address - domain name or IP address - of the centralized Licensing Server. An empty value instructs Blaze to locate the
Licensing server using DNS lockup. If DNS lockup does notsucceed, the locally installed Licensing server will be used. See the Getting
Started Guide for details.

Performance

This page displays current Blaze Server performance statistics

Ericom Blaze Server 1.4 Configuration

Service Licensing Performance | Cormmunication | Acceleration Security Logging Adheanced

Server to Client communication

Nurnber of sessions 1
Average compression ratio: 0%
Total data received from host: 9,893 MB
Total data sent o client: 2,002 MB

ReaHime cumulative performance information for all sessions since Blaze Server was started. Counters are resetwhen the
Blaze Server service is restarted. Display is automatically updeted approximately once every 10 seconds.

Ericom BlazeE 9 Userds Gui de
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Communication

This page provides functions to change the Blaze listening port and the
address of the host running RDP.

When using a Blaze listening port oth er than the default (3399), the port
number must be  explicitly specified in the client address field (i.e.,
rdpdemo.ericom.com:  23)

The RDP host address is used when the destination system is not the system
running Blaze Server. In this scenario, the Blaze server is acting as a proxy
between the end user and the destination host system. This type of
configuration is not recommended as it adversely impacts Blaze performance.

Changes to both settings require a service restart ( see Service page).

Ericom Blaze Server 1.4 Configuration

Service | Licensing | Ferformance | Communication | Acceleration Security Logging Advanced

Blaze port number; 3383 Restore Default (3338)

Changing this setting will take effect only after the Blaze Server service is restarted.

Specifies the TCRAP port on which the Blaze Server service listens for incoming connections. Do notuse a port number which is
already in use by some other service or application on the computer. if vou do. Elaze Server service will not start.

Important: Blaze Clients automatically connectto port 375Fwhen using accelerated RDP. f a different portwalue is selected,
thatvalue must be explicitly specified in the Clients' host address field

ROP host address: |localhost

Changing this setting will take effect only after the Blaze Server service is restarted

Specifies the address - DNS name or IF address - of the ROF host for which Blaze acceleration is used. Best performance is
achieved when the Blaze Server is installed on the RDP hostitzelf. In that case the address Jocafasrshould be used.

“When connecting to jocalhasi Blaze Server will automatically determine the ROP port by retrieving that value from the system
“When connecting to any address other than jocaltest Blaze Server will connect to the default RDP port, which is port 3389. To
specify a different port use the format: adarasspomnumbar

When runnin g Blaze server on a machine with multiple network cards, change
the RDP host address from localhost to the IP or DNS address of the network
card that has RDP access to the system.

Acceleration

This page provides functions to force the Acceleration/Quality level and
disable dynamic compression. When the  Override client acceleration / quality
settings checkbox is checked all Blaze sessions will use the configured setting.

All client settings will be ignored.

Dynamic Compression identifies small graphical ob  jects on the screen (such as
toolbar icons, taskbar icons, Start Menu icons, etc .) and compress them using
High quality when the Blaze Quality setting is Low; and at Best quality when the
Blaze Quality setting is higher than Low. All other graphical object s are
compressed at the chosen quality. This provides the visual impression of a high
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guality remote desktop session. By default, this feature is enabled. To disable,
uncheck the AUse dynamic compressiono box.

Ericom Blaze Server 1.4 Configuration

Service | Licensin Performance | Communication | Acceleration | Securi Loggin Advanced
g ity gging

Ericom Blaze supports strong SSL encryption
Encrypt Blaze communication: Inheritfrom Microsoft RDP (defaull) -

By default Ericom Elaze uses the same securily settings as Microsoft RDP - if RDP is encrypled then Blaze will be encrypted. If RDP is not
encrypted then Blaze will not be encrypted sither. Setto Always for Ericom Blazs to always encrypt regardless of the RDP settings.

Data transmitted from the clients to the server. including user credentials. is always encrypted regardless of Blaze
and RDP security settings.

For best performance and lowest load on the server set the RDP Security Level to Low (for 2003/XP also setthe Security Layer to RDP
Security Layer). This setting can be changed using the RDS (TS) Session Host Configuration or using Local Computer [ Group Policies.
After performing this change, modify setting above to Always if encryption is required

Security

This page configures the Blaze security setting s.

Ericom Blaze Server 1.4 Configuration

Service | Licensing | Performance | Communication | Acceleration | Security Logging Advanced

Ericom Blaze supports strong SSL encryption
Encrypt Blaze communication: | Inherit from Microsoft RDP (default) |+

By default Ericom Blaze uses the same security settings as Microsoft RDP - if RDP is encrypted then Blaze will be encrypted., if
notthen not Setto Always for Ericom Blaze to always encryptregardless ofthe RDP settings.

Data transmitted from the clients to the server. including user credentials. is always encrypted regardless of
Blaze and RDP security settings.

For best peformance and lowest load on the server, configure the RDP Security Level setting to Low. which disables RDP
encryption of data transmitted from the server to the clients. This setting can be changed using the RDS (TS) Session Host
Configuration or using Local Computer [ Group Policies. After performing this change. madify setting above to Always if
encryption is required

[ Restore Defaults H About ]

Ericom Blaze provides integrated 128 -bit SSL encryption.  For best

performance , set the hostdés RDP Security Encryption
the Encrypt Blaze communication to Always . Using this configuration, Ericom

Blaze SSL encrypt ion will be used instead of the RDP encryption. See the

Ericom Blaze Optimization chapter in this document for more details.
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Logging
This page provides functionsto  enable/disable certain logging features.
Ericom Support may request a debugging log for d iagnostic purposes . The

debugging log is enabled here.

Ericom Blaze Server 1.4 Configuration

Service | Licensing | Performance | Communication | Acceleration Security Logging Advanced

Logging flags - specify which events to log:

Global events, such as senvice start and stop

Session events, such as session start and stop
Configuration settings and changes

[ Extra session information (for Ericom support)

[ Extra /0 information (for Ericom support)

[1 Extra memory management information (for Ericom support)

Maximum log file size: 16384 Kb

Maximum number of log file backups to keep: | 100

Log files will be generated in a subfolder called Logs under the Ericom Blaze installation folder. The current log file is called
BlazeServerfog When the log file reaches is maximum allowed size itwill be backed up. and new log file will be created.
Backups of previous logs will have the format BlazeServer.bekwoclog where an xecvalue of 807 is the mostrecent backup.

[ View CurrentLog I[ Open Log Eolder ]

[ Generate debugging log (to send to Ericom)

[ Restore Defaults ][ About

Advanced (For Administrator Use Only)

This page provides access to advanced Ericom Blaze Server settings that are
stored in the systembs Registry.

Open Registry 1 opens the Registry editor and dis plays the location where the
Ericom Blaze Registry keys are stored.

Export Settings T exports the Blaze Server Registry key t
folder (i.e., My Documents).

Import Settings T imports previously saved Blaze Server Registry settings.

Advanced Configuration 1 adds all configurable Registry key settings to the
Registry. By default, only settings that are changed from the default value
are saved into the Registry.
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Host Firewall Configuration

Make sure to allow Ericom Blaze traffic communicat ion from the end -user
device to the Blaze enabled host. Firewall configuration may be necessary.

On Windows operating systems, ensure that the Windows Firewall is
configured to allow traffic to the Blaze port (by default 3399).

Sample firewall configurati on on Windows:

%= Windows Firewall

General  Exceptions |Advanced

Wwindows Fireweall is turned off. 'Y'our computer iz at risk. of attacks and intrugions
fram outside sources such as the Internet. We recammend that you click the
General tab and select On.

Llse these zettings to open a port through YWindows Firewall. T o find the port
rumber and protocol, consult the documentation for the program or service you
want bo uge.

I
fa]

o

oooookE

Wame: IB laze

Bort rumber: |3395‘

« TCP  UuppP

i LChange scope... | QK I Cancel

[V Dizplay a notification when Windows Firewall blocks a program

Ok Cancel

Port Forwarding Configuration

When configuring a firewall for port forwarding to a Blaze enabled host, make
sure that it is directed to the Blaze port (default: 3399 ). Do not forward to
3389 (default RDP port).

If a custom Blaze port is being used , configure the firewall to forward to the
port value configured  under the Communication page.

Ericom BlazeE 13 Userds Gui de
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3. Ericom License Server

The Ericom License S erver manages licensing for Ericom Blaze. Any Ericom
Blaze Client session (accelerated and non -accelerated) requires an Ericom
license. A single licensing server can manage licensing for any number of

Blaze Servers.

There are two modes of licensing:

Concurrent User i Ericom licenses are counted based on the number of active
users that are currently connected to all the Blaze Server s utilizing the same
Licensing Server . In this licensing mode:

1 There is no licensing limit on the number of Blaze sessions that the
same user can open concurrently on a single client device. Only one
license will be used regardless of the number of sessions the user
opens on the device

1 The same user opening Blaze sessions concurrently  from several
devices will take the same number of licenses as the number of
devices used

I Severa | users using the same device (i.e. using Fast User Switchi ng)
will take the same number of licenses as the number of users that
have active Blaze sessions

Per Device 1 Ericom license s are counted based on the number of devices that
have ever connected to all the Blaze Servers  utilizing the same Licensing
Server. In this licensing mode:

1 Alicense is allocated for a device when it is first used by any user

I Thelicenseis automatically released after a period of 30 days during
which the device has not been used for running Blaze Clients at all. A
license allocated to  a device cannot be released prior to the end of the
30 day period

1 There is no licensing limit on the number of Blaze sessions that can be
launched by a user on a device, concurrently or sequentially

1 Oneach client device  only one user can open Blaze sessi ons at a time.
As a result, this licensing mode is not appropriate for running Blaze
Clients on Windows Terminal Server s

Ericom BlazeE 14 Userds Gui de
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Evaluation (Demo) Period

Every Blaze Server installation includes a Licensing Server that is installed on

the same device. By default, the Blaze Server will use that Licensing Server,

which is preconfigured for an evaluation period of 30 days. During this period,
the Licensing Server allows up to 50 Concurrent User licenses. The evaluation
period can be extended by contact an Ericom sales representative.

Grace Period

To insure that the Licensing Server never becomes a single point of failure,

Blaze Servers will continue to work and accept sessions even if the connection
to the Licensing Server is lost. Blaze Servers can function without a Licensing
Serverfora AGracea ipdo of wup to 10 days withi

License Server Administration Console

Action Menu | Activate License : Displays and configures licensing information.

License Description:
License Status : Valid
License Type : Demo
Counting Mode : Concurrent Users

Expiration Date : October 17, 2010,
Number of Licenses : 50 .

If you have received a serial number from Ericom, please enter itinto
the field below before dicking the "Email to Ericom™ button.

Serial Number: Please provide serial number

Key to send to Ericom:  EPD3PA-5DD74C

Email Key to Ericom

Key received from Ericom:

Copy the key received from Ericom Software into the form and dick the
“Activate” button to activate the software license.

To activate the server, enter the Activation Key received  from Ericom and
click Activate . Once the key is activated, a confirmation message will appear:

Activation Succeeded!

Tools Menu | Options : configures communication port and logging settings for
the License Server . The Licensing Port must be open between the Blaze
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Server (s) and Licensing Server. Do not change the logging details level to
Maximal unless specifically instructed by Ericom Support as this will result in
very large logs.

Communication Legging

Listening Paort: .:::!-,.-,,-,,-, Max Log Files; 10

Administration Port: 8839 Log Detail: |I"-"Iinimal -

Local Configuration

This is the default configuration of Blaze Server where it uses the local
Licensing Server that is installed along with it. For this configuration, each
Licensing Server must be independently activated using a License Key

receive d from Ericom Software. When multiple Licensing Servers are used,
each Licensing Server will count licenses independently from one another.

This configuration is used for single license installations. This configuration is
also used for deployments where a centralized configuration is not applicable
(i.e. multiple Blaze Servers cannot contact a ¢ ommon Licensing Server.)

Central Server Configuration

The Blaze Se rver can be configured tousea remote Licensing Server so that
a single pool of licenses may be shared among multiple Blaze Servers . For
example, a 10 user license would be activated onc e on a central server. All
Blaze Servers on the network would then be directed to use the pool of

licenses on the central server.

Blaze Server will always attempt to find a centralized Licensing Server before

using the local one that was installed along w ithit.  If a central license server
is found and used, the local one will be ignored. When the Ericom Blaze
Server service starts, it looks for the central licensing server address (IP or

DNS name) in the following order.
Regqistry for 32 -bit (x86) syst ems:

In the Registry key  HKEY_LOCAL_MACHINE \ SOFTWARE\ Ericom

Software \LicenseServer create a new Key named Client . Next, under Client
create a String Value (REG_SZ) named Address. Enter the IP or DNS address
of the License server in this value .

When confi guring a specific Blaze Server using the registry, it is highly
recommended to use the Licensing page in the Blaze Configuration application
rather than to directly modify the registry. See chapter 2 for details.

Ericom BlazeE 16 User6s
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When the registry  setting exists , it will always be used by the Blaze Server . In
the example below, 192.168.1.1 represents the address of the Central License
Server:

E‘D Licenseser et {Default]l REG 57 ({value not sek)

43 Clent GEINNNS  REG Sz 197168101

Entering the loc ation of the License Server into the String Key Address :

Edit String (=23

Value name:

Address

Value data:

152.168.1.1

Gl |
After the registry has been configured, restart the Er icom Blaze Server to use
the new Licensing Server.
Registry for 64 -bit (x64) systems
The Client key needs to be created in the the Registry key
HKEY_LOCAL_MACHINE \ SOFTWARE\ Wow6432Node \Ericom
Software \LicenseServer . All the other steps are the same as for 32 - bit (x86)
systems.
When configuring a specific Blaze Server using the registry, it is highly
recommended to use the Licensing page in the Blaze Configuration application
rather than to directly modify the registry. See chapter 2 for details.
DNS Entry :
If the Registry key does not exist oris empty , Blaze Server will look for the
Licensing Server address in a DNS entry: ericom -license -server.<domain>
For example, ericom -license -server.ericom.local
DNS-SRV Entry :
If the DNS entry does notexist orisno treachable , Blaze Server will look for
the Licensing Server address in a DNS -SRV entry:
_ericom -license -server ._tcp.<domain>
If the DNS -SRV entry does not exist, the locally installed Licensing Server will
be used (i.e. localhost will be used as the addre  ss of the Licensing Server)
View the Licensing page in the Blaze Server Configuration application to
determine the address of the Licensing Server that is in use.
Ericom BlazekE 17 Userds

Gui de



QOERIL"..DM

Access DONE RIGHT

When a central Licensing Server is enabled, the local Licensing Administration
consoleisno tinuse. In this case, launching the local Licensing Administration
console will display the following message:

License Server Administration Console £3

l The Ericom Licensing Server on this computer is currently not in use,
.-\

All Ericom licensing is currently managed by a central Licensing Server
located at

Open the Ericom Licensing Server Administration console on the
central server to manage your licenses,

Do you wish to exit now?

Clicking Yes will exit the Licensing Administration console . Click No to
continue using the local Licensing Administration console.

Ericom BlazeE 18 Userds Gui de
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4. Ericom Blaze Client for Windows

The Ericom Blaze Client connects to a Blaze enabled host. This component is
installed on the client device ( the computer the user is connecting from).
Ericom Blaze Client Requirements
The Ericom Blaze client is installed on the user & device s.

1 See section 1 for a list of supported platforms

1 20 MB of free Hard -Disk space

1 MMX capable CPU

Installing Ericom Blaze Client
1 The Blaze installer will overwrite any previous installations.
Run Ericom Blaze Client.msi
Review and a cceptth e License Agreement
Select installation location  and specify w hich users can utilize Ericom Blaze
The insteller il nstall Ericom Biaza Cliant1.41.0 to ha fallawing folder

Toinstall in thiz falder, click "Next’. Tao install to a different falder, enter it below or click "Browse".

Folder:

Ch\Program Files\Ericom Software\Ericom Blaze Clienty Browse
Disk Cost...

Install Ericom Blaze Client 1.4.1.0 for yourself, or for anyone who uses this computer:

& Everyane

O Justme

Click Next to associate .rdp filestouse the Blaze Client. The .blaze extension

will be automatically added to the system. When double clickihgona n
associated configuration file, the Blaze Client wi
settings.

File Associations

Select the file types you wantto be associsted with Blaze

[JRDF  Remate Deskiop Connection

Ericom BlazeE 19 Userds Gui de
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IMPORTANT : Toauto -connect a Blaze session using a .rdp file created with
the RDP Client (MSTSC.exe), the .rdp file must be saved using the Blaze client
first . Launching a .rdp file before it is saved using the Blaze client will open

the Blaze client user interface . Simply save the .rdp file using the Blaze client
(all settings will be maintained) and it will auto -connect when launched in the
future.

Click Next to start the installation and wait for the installation to complete
(you may be required to accept a security elevation request)

Click Close when prompted, and the Blaze Client will be ready for use.

Using Ericom Blaze Client for Windows

Once install ed, the Ericom Blaze Client may be launched from the Start menu.

fi Ericom Software 'ﬁ Ericom Blaze Client  * b Connect to Ericom's demo server using M3 RDP client

@ Ericom Blaze Server E Connect to Ericom's demo server using the Ericom Blaze client

- Ericom Blaze client

&5l Getting Started Guide

The Ericom Blaze Client can also be launched by double -clicking on a
configuration file that has the .blaze extension. This will cause the Blaze Client

to immediately connect using the set tings specified in the file, without
displaying its configuration user interface . A .blaze file can also be used as a
parameter for the executable blaze.exe.

Ericom BlazeE 20 Userds Gui de
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General Configuration

Ericom® Blaze

Remote Desktop Connection

General | Display I Local Resources I Programs I Experience

Lagon setkings
Enter the name of the remote camputer,
ﬂ@ Compuker: | -
User name:
Password:
[ ashways ask for credentials
Ericom Blaze
@ Enable Enhanced ROP Compression and Acceleration

Acceleration  Quality

[Good I Wery High Quality -

Connection settings

Save the current connection settings to an RDP file or open a

B ;
E" saved conneckion.

[ Save ] I Save As ... ] I Open ... ]
Computer T enter the address of the host that is running the Ericom Blaz e
Server or any standard RDP host  (host name or IP address) . By default, i f the
port number is not specified , then port 3399 will be used for Blaze accelerated

connections , and port 3389 for regular RDP

To specify a different port emedomber f hadend: epot henu
address. Example using port 23: rdpdemo.ericom.com :23

User name/Password (optional fields) 1 enter credentials to login to the
destinationhost .Provi de both to circumvent the hostds | og

Enable Enhanced RDP Compression and Acceleration T Uncheck this box
to disable compression and acceleration . When disabled , RDP will be used

Ericom Blaze  Acceleration / Quality Settings

1 Moderate/Highest i Perfect quality (lossless compression).
Appropriate when exactimage rendering isreq uired .

1 Good/Very High I Minimal image quality loss

1 Fast/ High 1 Slightly less quality, slightly greater acceleration
than Best.
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1 VeryFast/ Good i Balanced quality and performance, ideal for
most cases.

1 Fastest/Fair T Lower quality but better performance . Ap propriate
when bandwidth is limited, especially when using graphic intensive
applications.

Ericom Blaze

@ Enable Enhanced ROP Compression and Acceleration

Acceleration [ Quality

Fastest | Fair Quality ¥

- iFaskest I Fair Qualiby
Conneckion Syery Fast | Good Quality (Recommended)
Fast [ High Quality
L | Good [ Yery High Quality
b' Moderate [ Highest Quality (Lossless)

[ Save ] [ Save As ... ] [ Cpen ...

Connection Settings

I Save i Save settingsto the file from which they were read. If
setting were not read from a file then the behavior is the same as
Save As (se e below)

I Save As 1 Save settingstoanew .blaze file. Itis also possible to
save to a file that has the .rdp extension

i Open i Read settings from an existing .blaze file. Itis also
possible to load settings from a file that has the .rdp extension

Accessi ng previous configurations

a. Settings for all successful past sessions are automatically
preserved for reuse.

b. To use previous configurations, click on the drop -down arrow icon
to the right of the Computer name. The sessions are displayed in
order of use, w ith the most recently used session appearing at the

top, as shown:
Logon settings

Enter the name of the remote computer,
-

Computer: e _wdi_desktop
:192,165,35,110 il

Username:  [192,168,35.115 |
192.165,35.84

192.165,35.98

~ |rdpdemo. ericom. com

Saved credentia 4rdemo, ericom, comi2a

Password:

Click Connect once all parameters are set to begin the Ericom Blaze session!
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Display Configuration

Ericom® Blaze

Remote Desktop Connection

| General | Display | Local Resources | Programs | Experience

Display configuration

Choose the size of your remote desktop,
Drag the slider all the way to the right to use the full screen,

= Small rJ Large
1440 by 2300 pixels

Choose monitors to use for the remote session.

Use my current monitor

Display the connection bar when I use the full screen:

Yes -

Colors

E\ Choose the color depth of the remote session,
[Highest Quality (32 bit) -

Display Configuration I Specify the screen size of the Ericom Blaze session
Full scre en sessions will cover the entire local screen ().

Choose monitors to use for the remote session

1 Use my current monitor 1 Blaze session only opens on the current
monitor (where the Blaze dialog appears).

I Useall my monitors 1 Blaze session opens using all monitors

When connecting to Windows Server 2008 R2 or Windows 7 the
RDP Multimon feature is used to create virtual monitors in the
remote session that exactly match the local monitors.

When connectingto  earlier versions of Windows , multi -monitor
spannin g is used to create a single remote monitor that covers all

localmonitors , si mi |l ar to MSTSC. Regaediessof/f span f 1l ag
how many monitors are being used, the maximum desktop
resolution will be 4096x2048. | n this mode , Ericom Blaze will

automatically adjust size and position of windows so that they are
properly displayed within the monitors. For example, maximized
application windows will only cover its primary monitor.
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1 Monitor X T Blaze session opens on the monitor identified as X (X
denotes the nume ric identifier of the monitor)

Display the connection bar when | use full screen
The Blaze full screen connection bar has three modes:

M Yes i The connection bar is available and starts in auto -hide mode
(default).  Can be changed to Pinned mode.

1 Yes (Pinned ) T The connection bar is available and starts in pinned
mode. Can be unpinned to change to auto -hide mode.

9 No i No connection bar is available. This is useful for kiosks and
thin clients environments

Colors 1 Specify the color depth for the Ericom Blaz e session. Specify 32 bit
colors to use the highest color setting provided by the host platform, whether
it is 32 bit color or less T for example, for Windows 2003 it will use 24 bit)

NOTE : When connecting to Windows 2003 SP2 servers, if the client deskto p
resolution is very large the color depth will be reduced. A Microsoft Hotfix is
available to fix this. Please read the FAQ for more details.

Display the connection bar T Uncheck this box to hide the Ericom Blaze
RDP bar that appears at the top of the R DP window in full screen mode

us-wmndesktoy - Ericom Blaze - High Quality
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Local Resources Configuration

Ericom® Blaze

Remote Desktop Connection

General | Display Local Resources | Programs | Experience

Remote audio

Configure remote audio settings.
-

Keyboard

Apply Windows key combinations

’Onh" when using the full screen hd

Example ALT+TAB
Local devices and resources

Choose the devices and resources that you want to use in
.1 your remote session.
——

o [C] printers Clipboard
l More ... ] l 3rd party addins ... ]

Remote Audio T Specify the audio settings for the Ericom Blaze session
Keyboard 1 Specify the Windows key combinations configuration

Local devices and resources T enables Printer and Clip board redirection.

IMPORTANT: In order to use printer redirection, the printer driver must be
installed on the host and the client

Click More é t o s pmampind oflocal disks  on the remote host. It is
possible to map special folders : My Documents and Desktop for the local user ;
and enable mapping of plugged in drives while the session is active.

Local disks

My Documents
Desktop
4 Drives
[C:] Local Disk

[ 1M1 DATA

3™ partyadd -ins i enables use of 32-bit third -party RDP enhancements (i.e.
Universal Printing redirection support ). Xx64-based third -party components

arenot supported by Blaze (triCeratoés x64 Screwdri ve
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If the third party add -in is not installed

selection forit will not appear inthe Blaze client.
rinter, ThinPrint, triCerat, and Print2RDP.

that have been tested include Net2P

AudioTS two -way audio redirection is also supported.
for more information on supported

(sales@ericom.com)

Ericom® Blaze
Remote Desktop Connection

3rd party addins

a 3rd party addins
Met2Printer ROP Client32

Programs Configuration

Ericom® Blaze

Remote Desktop Connection

General | Display | Local Resources ‘ Programs Expetience

Start a program

[ start the Following program on connection:

Program path and File name:

Stark in the Following Folder:

Enable session shating

[] Enable ¥Mware Yiew Client mode 550

properly on the client system

Ericom Blaze Seamless Applications are
local applications on t he

local applications.

¢

.ERICDM

Access DONE RIGHT

, the
Universal printing solutions

Contact Ericom
third -party solutions.

remote applications that appear as

u s e r 06F&he remote kigskiop will not be
visible. This allows remote applications to appear side by side with
Seamless Applications are supported in accelerat

ed and

non -accelerated modes via the Blaze Client. Blaze Server is required on the
host system where the application will be launched from.
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Check Start the following program on connection to specify the path  and

startup folder of a program that will be| aunched as a seamless application.

Remember to enter the application 6 path on the remote system. Do not

enter anapplication path | ocated on the | ocal (useros

Ericom Blaze supports Session Sharing with seamless applications. Multiple
seamless applications can be launched using the same session to minimize
unnecessary logins. To enable, check the  Enable session sharing  box.

TIP : Blaze Seamless Applications may be used as an alternative to Microsoft

RemoteApps. Blaze configuration files can be set to launch a seamless
application from the remote host running Blaze Server. By placing Blaze icons
on the userds desktop, usereabkedapplimtiossi | y access Bl &

Sample icons:

Z 2

Mokepad Excel 2007

Experience Tab Configuration

Ericom® Blaze

Remote Desktop Connection

‘ General | Display | Local Resources | Programs | Experience

Performance

g Choose your connection speed to optimize performance

[Lars (10 Mbps or igher) -]

Allowe the Following:

Desktop hackground

Font smaothing

Deskkop composition

Show window contents while dragging
Menu and window animation

Yisual styles

Reconnect if the connection is dropped

[] Enable YMware Yiew Client made 551

Click the Experience drop dow n box to select the setting that best matches
the u s e rnéhgork speed. Session features may also be specifically disabled
by deselecting the respective checkboxes.

Check the box labeled Reconnect if the connection is dropped to enable
session reconnect.  If this setting is enabled, when the Blaze session is
interrupted by a network outage, the Blaze client will attempt to reconnect

back to the host.
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5. Ericom Blaze Client for Linux

Installation Prerequisites

9 Most current Linux distributions, such as Red Hat, Fedora, Suse
and Ubuntu .
Requires Linux kernel 2.6 and above.

1 20 MB of free h ard-disk space
1 MMX capable CPU
1 The following X11 libraries must be installed prior to using Blaze:
Xcursor, Xrandr, and  Xinerama
Installing Ericom Blaze Client for Linux
There a re four types of installers for Ericom Blaze Client for Linux:
T rpmfor most Linux distributions such as Red Hat / Fedora / Suse

9 deb for Debian based Linux distributions such as Ubuntu and HP ®
ThinConnect

9 Graphical installer that is compatible with most Lin ux
environments and can be used by root and by other users

1 Blaze.tar.gz archive containing all the files T this is appropriate for
installation on Linux Thin Clients

To install using rpm enter the following command:
rpm i1 Ericom - Blaze - Client.rpm
To insta Il using deb double -click on the file  Ericom - Blaze - Client.deb

NOTE  When installing the Blaze deb package on Linux thin clients, a
software installation tool is may be required by the thin client vendor.
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To use the graphical installer:
1. Unzip Ericom -Blaze-Client -For-Linux.zip

2. Launch Ericom -Blaze -Client - For-Linux.sh which was extracted
from the zip

3. Follow the instructions in the installation Wizard
If the installer is run by root then the default installation location will be:

/Ericom - Blaze - Client

Otherwise t he installation directory wild|l be created
home directory, e.g.:

/home/user/Ericom - Blaze - Client

The installation directory will contain an executable file called blaze . Run this

file to launch the Ericom Blaze Client.

The grap hical installer provide s an option to create a link file to the
executable in the directory of your choice T the default being /user/bin

Ericom Biaze Client =
Choose Link Folder
Introcduction \Where would you like to create links?

) In your home folder

® Other: | fusr/bin

) Don't create links

InstallA

Write premissions to  the destination  folder is required , otherwise an error
message will be displayed.
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Using Ericom Blaze Client for Linux

To launch the Ericom Blaze Client run the blaze executable or the link. A

connection Wizard is displayed that is the same as on the Windows platform T
see Blaze Client for Windows  Chapter for details . The executable is located in

th e directory /opt/Ericom  -Blaze - Client.

Drive Mapping

The drive mapping dialog provides three options:

e Ericom Blaze

= Local disks

M Iy Docsments
M Desktop
o M

Ericom® Blaze
Remaote Desktop Connection

o

I Select My Documents to map the home  directory
1 Select Desktop to map the desktop directory

1 Select Media to map the /media directory . This directoryisuse d
for mounting files systems on removable media like CD -ROM
drives, floppy disks, and Zip drives

Printer Redirection

Printer redirection for Linux clients only supports postscript printers. In
addition , the following printer driver must be installed on th e Windows RDP
host:

1 On 32 -bit systems (x86) install HP Universal Print Driver for
Windows PostScript

1 On 64 -bit systems (x64) install HP Universal Print Driver for
Windows PostScript x64
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6. VMware® View Client Mode

Ericom Blaze Client supports VMware View con nection brokers
uses the View broker for authentication and then connects direct ly to the
target virtual desktop. When using Ericom Blaze RDP acceleration for VMware
View access, the Blaze client is used in place of the View client. The Bl  aze
client does not require the View client, and does not replace it either.

Ericom Blaze

To enable VMware View mode in the Blaze client , click the Switch to VMware

View mode button .

The Ericom Blaze i VMware View interface will appear.
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