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Legal Notice

This document is subject to the following conditions and restrictions:

il

This Getting Started Guide provides documentation for Ericom Blaze. Your specific
product might include only a portion of the features documented in this manual.

No part of its contents may be used for any purpose, disclosed to any person or firm, or
reproduced by any means, electronic and mechanical, without the express prior written
permission of Ericom® Software Ltd.

The text and graphics are for the purpose of illustration and reference only. The
specifications on which they are based are subject to change without notice.

The software described in this document is furnished under a license agreement. The
software may be used or copied only in accordance with the terms of that agreement.

Information in this document is subject to change without notice. Corporate and
individual names, and data used in examples herein are fictitious unless otherwise
noted.

Copyright © 2009 Ericom® Software Ltd.

Ericom® is a registered trademark of Ericom® Software Ltd. Other company brands, products
and service names, are trademarks or registered trademarks of their respective holders.
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About this Document

This guide provides instructions on how to quickly and easily install and use Ericom Blaze to
accelerate and compress Microsoft Remote Desktop Protocol (RDP) communication. Follow
the instructions in this document and start enjoying the benefits of Ericom Blaze within
minutes!

This guide includes the following information:

f
f
f
f

Overview of Ericom Blaze
Preparation and installation procedures
Usage instructions

Troubleshooting and FAQ

For more information about this product and other Ericom products, please visit the Ericom
website (www.ericom.com).

If you have any questions or require assistance please contact support@ericom.com or call
Ericom Tech Support (contact information is available at the end of this document).

Ericom® Blaze 4 Getting Started Guide
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1. Product Overview

Ericom Blaze provides end-users with an enhanced remote computing experience on most
networks: WAN, LAN, Broadband, and aircards. This is achieved by significantly accelerating
and compressing Microsoft Remote Desktop Protocol (RDP). The results are higher frame
rates, improved response times, and smoother screen updates. Ericom Blaze performs the
following operations:

1 Introspects the RDP communication, identifying and compressing graphical elements such as
bitmaps. The quality / compression ratio is configurable to provide the optimal user experience

9 Identifies key graphical elements, such as the Taskbar and Start Menu, and compresses them
at a high quality level regardless of general quality settings. This provides a visually lossless
quality remote computing experience

1 Compresses the entire RDP transmission using a high-performance bulk compressor
1 Performs packet shaping to optimize network utilization, and to speed up transmission

1 Intelligently renders frames so that screens are displayed as single units rather than as a
sequence of blocks

Ericom Blaze works with any x86 or x64 based host system that supports RDP,
including Windows Terminal Servers, remote physical desktops and VDI based
desktops. Ericom Blaze consists of the following components:

1 Ericom Blaze Server
This component is installed on the server/host to compress and accelerate RDP. The
following platforms are supported:

o Windows 2003 i 32 bit and x64
o Windows 2008 and 2008 R2 7 32 bit and x64
o Windows XP, Vista and Windows 7 T 32 bit and x64

1 Ericom Blaze Client
This client component connects to Blaze Servers using accelerated RDP and can also
connect to any standard RDP host. The following platforms are supported:

0 Windows 20037 32 bit and x64

0 Windows 2008 i 32 bit and x64

0 Windows XP, Vista and Windows 7 i 32 bit and x64
0 Windows XPe

0 Linux (Refer to Linux specific documentation)

o For Mac OSX and Windows CE, please contact Ericom sales.

Ericom® Blaze 5 Getting Started Guide
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1.1.What 6s new i n(ABhi s version

1 Support for RDS Connection Broker, TS Session Broker and TS Session Directory
(RDP session redirection).

1 Multi-monitor support - when connecting to a Windows 7 or 2008 R2 host, true multi-
monitor support is available (similar to Microsoft RDP 7 client).

1 Multi-monitor span support - when connecting to a XP, Vista or Windows 2003 / 2008
host, multi-monitor support functions like the Microsoft RDPcl i ent &6/ spand opti on
Maximized application windows will automatically snap to an appropriate monitor.

T Disk drive redirection
drives.

, including AMy Document so

1 Enhanced keyboard and mouse responsiveness over high latency connections.

1 Blaze Client now saves configurations as file with .blaze extension. Double-clicking such
files automatically launches them using the Blaze Client. Blaze Client can still read and
write files with the .rdp extension as well.

Ericom® Blaze 6 Getting Started Guide
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2. Installing and Using Ericom Blaze

IMPORTANT: Ericom Blaze version 1.3 is not backward compatible with version 1.2. The
Ericom Blaze 1.3 Client only connects to hosts running the Ericom Blaze 1.3 Server. Ericom

Blaze Version 1.3 Server will not accept connections from pre-version 1.3 Ericom Blaze
clients.

2.1. Installation Prerequisites

Before installing and using Ericom Blaze, make sure the following requirements are met.

2.1.1. Ericom Blaze Server Requirements
1 Windows operating system; see Chapter 1 for a list of supported platforms
1 Incoming RDP connections enabled on the OS
1 20 MB of free Hard-Disk space
1 MMX capable CPU

The Blaze Server should be installed on each server/host. Terminal Servers only require one
installation in order to accelerate all user sessions. Each workstation desktop (physical or
VDI) requires one installation.

2.1.2. Ericom Blaze Client Requirements

1 See section 1 for a list of supported platforms
1 20 MB of free Hard-Disk space
1 MMX capable CPU

The Ericom Blaze client is installed on the usersoédevices.
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2.2. Blaze Server

Ericom Blaze Server performs the RDP compression and acceleration. This component is
installed on the RDP host (the computer the user is connecting to). The host may be any
Windows system that has RDP access enabled, such as a Windows Terminal Server or a
Windows workstation. The Blaze Server uses a customizable port - by default this is 3388.

2.2.1. Installing Ericom Blaze Server

1. Run Ericom Blaze Server.msi

‘ﬁ Ericom Blaze Server - InstallShield Wizard

Welcome to the InstallShield Wizard for
Ericom Blaze Server

The InstallShield(R) Wizard wil install Ericom Blaze Server on
your computer. To continue, dick Mext,

WARNING: This program is protected by copyright law and

; . ; i
international treaties.

< Back | Mext = i [ Cancel

2. Accept the License Agreement.

13! Ericom Blaze Server - InstallShield Wizard

Flease read the following license agreement carefully.

ERICOM SOFTWARE LTD,
END USER LICENSE AGREEMENT
Terms and Condition for Ericom Software (the "Program”)

=0

IMPORTANT - READ CAREFULLY THE FOLLOWING TERMS AND CONDITIONS

(these "Terms”) BEFORE OPENING ANY OF THE PACKAGES CONTAINING

ELECTRONIC MEDIA, SUCH AS A DISK PACK, ETC,, OR DOWNLOADIMNG OR.

[NSTALLING THE PROGRAM OR ANY PART THEROF, AS APPLICABLE. BY

(OPEMING ANY SUCH PACKAGE, BY SELECTING THE "I ACCEPT" BUTTOM

BELOW, OR BY DOWNLOADING OR INSTALLING THE PROGRAM, OR ANY PART

THERECF, YOU AGREE TO BE BOUND BY THESE TERMS. IF YOU SELECT 1

DO NOT ACCEPT,” THE DOWNLOAD PROCESS WILL NOT PROCEED, DO NOT e

accept the terms in the license agreement:

not accept the terms in the license agreement

InstallShield

< Back ][ MNext > ] [ Cancel ]
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3. Click Install and wait for the installation to complete (you may be required to accept a
security elevation request).

1) Ericom Blaze Server - InstallShield Wizard ==

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed Ericom Blaze
Server, Click Finish to exit the wizard.

4. The Server settings are modified by launching Start | Ericom Software | Ericom Blaze
Server | Edit Configuration. This opens the Ericom Blaze Server configuration file for
editing.

. Ericom Software
. Ericom Blaze Client
. Ericom Blaze Server
_'; Edit Configuration

By default, Ericom Blaze Server listens for incoming connections on port 3388. This
does not interfere with the Microsoft Windows RDP port (port 3389 by default).

5. Ifanon-standard RDP port (something other than 3389) is used on the host system,
the Blaze Server will automatically detect the customized RDP port value.

On rare occasions where manual configuration is required, open the BlazeServer.ini file
and configure the Address setting in the [SERVER Side] section.
Example: Address=localhost:3390 (3390 is the custom RDP port of the host).

6. To change the Ericom Blaze Server port to something other than the default 338871 in
the [CLIENT Side]  section update the Port setting to the desired value.
Example: Port=4488 (4488 is the new Blaze port to be used i remember to specify
this in the Blaze Client Address field).

IMPORTANT: The [SERVER Side] Address setting and [CLIENT Side] Port
setting must not use the same port number.

Ericom® Blaze 9 Getting Started Guide



‘. E/&EISSEDOERM

7. ltis possible to configure the Blaze Server to always use a specified quality level instead
of utilizing the value specified by the client. To enable this behavior set
ForcelmageQuality = =True inthe [SERVER Side] section. The value used in this

case is specified by ImageQuality setting.

8. The Ericom Blaze Server runs as a Windows service. The service must be restarted
after any configuration changes are made. Use the Windows services manager
(services.msc) to restart the Blaze Server service.

2.2.2. Host Firewall Configuration

1. Make sure to allow Ericom Blaze traffic communication from the end-user device to the
Blaze enabled host. Firewall configuration may be necessary.

2. On Windows operating systems, ensure that the Windows Firewall is configured to allow
traffic to the Blaze port (by default 3388). Sample firewall configuration on Windows XP:

e x|
General| Exosplions | Advanced
Windas Firewal s turmee! of. Yous netwerk adminisialor is using Gioup Poliy 1o
contral these settings.
Programs and Services
Hame Group Polcy
[1Fie and Printer Sharing No
Fiemote Assistance Mo
Remate Desktop No
CIUPRP Framework No
fdd a Port X

Use these setfings ta open a port thiough Windows Firewall. To find the port
number and protacal, consult the documentation for the program or sarvice you
want b Lse.

‘Add Frogiam Name;  Blaze

Port number. | 3368
Display a nofification

@TcP OuoP
Whal are the risks of allo

‘wihat are the risks of opening a

oit?

3. On Windows XP a system restart (reboot) is required after installing the Ericom Blaze
Server.

2.2.3. Port Forwarding Configuration

1. When configuring a firewall for port forwarding to a Blaze enabled host, make sure that it
is directed to the Blaze port (default: 3388). Do not forward to 3389 (default RDP port).

2. If a custom Blaze port is being used (section 2.2.1), configure the firewall to forward to
the port value configured under [CLIENT Side].

Ericom® Blaze 10 Getting Started Guide



: &
. QOERICDM

Access DONE RIGHT

2.3. Blaze Client

The Ericom Blaze Client connects to a Blaze enabled host. This component is installed on
the client device (the computer the user is connecting from).

2.3.1. Installing Ericom Blaze Client

1. Run Ericom Blaze Client.msi.

%) Ericom Blaze Client E=R|EoRE<D)
p Wizard

The installer will guide you through the steps required to install Ericom Blaze Client on your computer.

WARNING: This computer program is protected by copyright law and intemational treaties.
Unauthorized duplication or distribution of this program, or any portion of it, may result in severe civil
or criminal penalties, and will be prosecuted to the maximum extent possible under the law

2. Accept the License Agreement.

5! Ericom Blaze Client o] = =]

Please take a moment to read the license agreement now. I you accept the terme below, click "
Agree", then "Next". Otherwise dlick "Cancel”

ERICOM SOFTWARE LTD. -
EMD USER LICENSE AGREEMEMNT ‘_I
Terms and Condition for Ericom Software (the “Program”)

IMPORTANT - READ CAREFULLY THE FOLLOWING TERMS AND CONDITIONS

(these "Terms") BEFORE OPENING ANY OF THE PACKAGES CONTAINING

ELECTRONIC MEDIA, SUCH AS A DISK PACK, ETC., OR DOWNLOADING OR

INSTALLING THE PROGRAM OR. ANY PART THEROF, AS APPLICAELE. BY

OPENING ANY SUCH PACKAGE, BY SELECTING THE "I ACCEFT™ BUTTON

BELOW, OR BY DOWNLOADING OR INSTALLING THE PROGRAM, OR. ANY PART

THEREQF, YOU AGREE TO BE BOUND BY THESE TERMS, IF YOU SELECT "1 Sk

(01 Do Not Agree

Cancel | [ <Back | [ New>
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3. Selectinstallation location; specify which users can utilize Ericom Blaze.

15! Ericom Blaze Client ol = =

The installer will install Ericom Blaze Cliert to the following folder.

To install in this folder, click "Next”. To install to a different folder, enter it below or click "Browse™.

Folder

C:\Program Files\Ericom Software\Ericom Blaze Clienty Browse...

Install Ericom Blaze Client for yourseff. or for anyone who uses this computer:

4. Click Next to start the installation and wait for the installation to complete (you may be
required to accept a security elevation request).

%) Ericom Blaze Client [ & |5

Ericom Blaze Client has been successfully installed

Click "Close" to exit

Ericom® Blaze 12 Getting Started Guide
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2.3.2. Using Ericom Blaze Client

1. Once installed, the Ericom Blaze Client may be launched from the Start menu.

Ericomn Software
J Ericom Blaze Client
&% Connect to Ericom’s demo server us

E‘ Connect to Ericom's demo server us| _
E‘ Ericorn Blaze client

The Ericom Blaze configuration dialog box opens to the General tab.

2. The Ericom Blaze Client can also be launched by double-clicking on a file that has the
.blaze extension. This will cause the Blaze Client to immediately connect using the
settings specified in the file, without displaying its configuration UlI.

3. General Tab Configuration

@ Ericorn Blaze EI = | @
Ericom® Blaze

Remote Desktop Connection

General | Display I Local Resources | Programs I Experience

Logon settings
Enter the name of the remote computer.

H@ Computer: -

User name: |

Password:

Saved credentials will be used to connect to this computer.
You can edit or delete these credentials,

[ Always ask for credentials
Ericom Blaze

Displa:

@ [ Enable Enhanced ROP Compression and Acceleration

ty / Maximum Compression
Good [/ Up to 45x RDP
Connection settings

(= Save the current connection settings to an RDP file or open a

F/’ saved connection.

[ Save ] [ Save As ... ] [ Open ... ]

a. Computer i enter the address of the host that is running the Ericom Blaze
Server or any standard RDP host (host name or IP address). By default, if the
port number is not specified, then port 3388 will be used for Blaze accelerated
connections, and port 3389 for regular RDP.

Ericom® Blaze 13 Getting Started Guide



elzllel

To specify a different podtt omutmberendddf ft ke ol
address. Example using port 23: rdpdemo.ericom .com :23

b. User name/Password (optional fields) i enter credentials to login to the
destinationhost. Pr ovi de both to circumvent the hostods

c. Enable Enhanced RDP Compression and Acceleration T Uncheck this box to
disable compression and acceleration. When disabled, regular RDP will be
used.

d. Ericom Blaze Display Quality / Compression Settings:

i. Lossless i Perfect quality (lossless compression). Appropriate when
exact image rendering is required.

ii. Besti Minimal image quality loss.
iii. Highi Slightly less quality, slightly greater acceleration than Best.
iv. Good i Balanced quality and performance, ideal in most cases.

v. Fairi Lower quality but better performance. Appropriate when
bandwidth is limited, especially when using graphic intensive
applications.

Ericom Elaze

Enable Enhanced RDP Compression and Acceleration
@ Displary Quality [ Maximum Compression

ood } Up to 45% RDP
Lossless | Up to 3x RDP
Connection § Best | Up to 8x RDP
High [/ Up to 20x RDP
1, |Good | Up ko 452 RDP
e’ [Fair U ko Tk DD

In general, select the highest compression setting that provides sufficient
display quality for your requirements.

e. Connection Settings:

i. Savei Save settings to the file from which they were read. If setting
were not read from a file then the behavior is the same as Save As (see
below)

ii. Save Asi Save settings to a new .blaze file. It is also possible to save
to a file that has the .rdp extension

iii. Openi Read settings from an existing .blaze file. It is also possible to
load settings from a file that has the .rdp extension

Ericom® Blaze 14 Getting Started Guide
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NOTE: The .rdp extension launches the Microsoft RDP client by default.
To use this extension with the Ericom Blaze Client, re-associate .rdp to
launch blaze.exe. The .blaze extension always launches the Ericom
Blaze Client.

4. Display Tab Configuration

Colors

@ Ericom Blaze =] = =

General Display | Local Resources | Programs | Experience

Display configuration

Drag the slider all the way to the right to use the full screen.

E Choose the color depth of the remote session,

Display the connection bar when I use the full screen

Ericom® Blaze

Remote Desktop Connection

Choose the size of your remote desktop.

Small U Large
Full Screen

[ Use all my monitors for the remote session

[Highest quality (32 bit) =

[Ccomeet ] [ sbot |

Ericom® Blaze

Display Configuration i Specify the screen size of the Ericom Blaze session.
Full screen sessions will cover the entire local screen and use the same
resolution.

Check the box to use all local monitors for displaying the remote session. When
connecting to Windows Server 2008 R2 or Windows 7 the RDP Multimon
feature is used to create virtual monitors in the remote session that exactly
match the local monitors. When connecting to previous versions of Windows,
multi-monitor spanning is used to create a single remote monitor that covers all
local monitors. Even in this mode Ericom Blaze will automatically adjust size and
position of windows so that they are properly displayed within the monitors. For
example, maximized windows will cover the appropriate monitor only.

15 Getting Started Guide
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b. Colorsi Specify the color depth for the Ericom Blaze session. Specify 32 bit
colors to use the highest color setting provided by the host platform, whether it is
32 bit color or less i for example, for Windows 2003 it will use 24 bit)

c. Display the connection bar T Uncheck this box to hide the Ericom Blaze RDP
bar that appears at the top of the RDP window in full screen mode.

22 - Ericom Blaze - High Quality

5. Local Resources Tab Configuration

@Ericom Blaze (=] =@ ==
Ericom® Blaze

Remote Desktop Connection

Display Local Resources Programs Experience

Remote audio

! i Configure remote audio settings.

Keyboard

Apply Windows key combinations

IOn the remote computer -

Example ALT+TAB

Local devices and resources

gg. Choose the devices and resources that you want to use in
—_  your remote session.

[T Printers Clipboard
More ...
I Connect H About ‘

a. Remote Audio T Specify the audio settings for the Ericom Blaze session.
b. Keyboard i Specify the Windows key combinations configuration.
Local devices and resources i check the desired box for Printer and Clipboard

redirection.

IMPORTANT: In order to use printer redirection, the printer driver must be
installed on the host and the client

Ericom® Blaze 16 Getting Started Guide
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Click @AMor e méppingobflocalplisks bnfthe remote host. Itis also
possible to specify mapping of special folders
local user, and enable mapping of plugged in drives while the session is active.

W Ericom Blaze =)

Ericom® Blaze

Remote Desktop Connection

Local disks

Wy Documents
Desktop
4 Drives

[C:] Lecal Disk
[] [D:] DATA
[] [E:] RECOVERY
[] [F:] CD-ROM / DVD Drive
[Z:] Network Drive
Drives that I plug in later

Support for additional redirection functionality will be available in an upcoming
version of Ericom Blaze.

Ericom® Blaze 17 Getting Started Guide



ERICOM

. Access DONE RIGHT

6. Programs Tab Configuration

E Ericom Blaze E@@
Ericom® Blaze

Remote Desktop Connection

| General I Display I Local Resources | Programs Experience

Start a program

[ start the following program on connection:

Program path and file name:

Startin the following folder:

a. Ch e cSkart the following program on connectiond t o specafdy t he path
startup folder of an application to launch upon startup of the Ericom Blaze or
regular RDP session.
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elzllel

7. Experience Tab Configuration

a. Click the Experience drop down box to select the setting that best matches the
network speed. Session features may also be specifically disabled by
deselecting the respective checkboxes.

8. Click Connect once all values are set to begin the Ericom Blaze session!

9. Accessing previous configurations
a. Configurations of all successful sessions are automatically preserved for reuse.

b. To access previous configurations, click on the drop-down arrow icon to the right
of the Computer name. The sessions are displayed in order of use, with the
most recently used session appearing at the top, as shown:
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